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1 Altova MapForce Server 2017

MapForce Sener is an enterprise software solution that runs data mapping transformations on
Windows, Linux, and OS X operating systems. The data mappings themselves (or Mapping
Design Files, *.mfd) are visually designed with Altova MapForce ( http://www.altova.com/
mapforce.html ), where you define the inputs, outputs, and any intermediary processing steps that
must be applied to your data. The role of MapForce Senver is to run MapForce Sener Execution
(.mfx) files compiled with MapForce, and to produce the output files or data, or even update
databases or call Web senices, according to the design of the underlying mapping.

MapForce Sener can run standalone as well as under the management of Altova FlowForce
Server ( http://www.altova.com/flowforce.html ). When installed on the same machine as
MapForce Sener, FlowForce Sener automates execution of mappings through scheduled or
trigger-based jobs, which can also be exposed as Web senices. In addition to this, FlowForce
Server includes a built-in library of functions that enable you to take additional automated actions
before or after mapping execution, such as sending email, copying files and directories, uploading
files to FTP, running shell commands, and others.

MapForce Server Features

e Sener-level performance when executing data mappings
Cross-platform: MapForce Sener runs on Windows, Linux, or OS X operating systems
e Command line interface
e An APl that you can call from C++, C#, Java, VB.NET, VBScript, or VBA code
e Native integration with FlowForce Server

Limitations

¢ XML digital signatures are not supported
Altova Global Resources ( http://www.altova.com/global-resources.html ) are not
supported by the API; this limitation does not apply to the command line interface.

e ODBC and ADO database connections are supported only on Windows systems. On
other operating systems, JDBC should be used.

System Requirements

+ Windows
Windows Vista, Windows 7/8/10

+* Windows Server

Windows Server 2008 R2 or newer

On Windows, MapForce Sener is available both as a 32-bit and 64-bit package.

= Linux

e CentOS 6 or newer
e RedHat 6 or newer

© 2017 Altova GmbH Altova MapForce Server 2017
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e Debian 7 or newer
e Ubuntu 12.04 or newer

Note that the Libidn library, available under GNU LGPL, must be installed.

* Mac OS X
Mac OS X 10.10, 10.11, 10.12 or newer

Last updated: 31 March 2017

Altova MapForce Server 2017
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1.1 How It Works

The role of MapForce Server is to execute data mappings created with Altova MapForce ( http://
www.altova.com/mapforce.html ).

First, you design the data mappings (or Mapping Design Files, *.mfd) visually in MapForce, where
you define the inputs, outputs, and any intermediary processing steps that must be applied to
your data (including sorting, filtering, custom functions, and others). Once your mapping is ready,
you can execute it with MapForce Server in one of the following ways:

e On the Windows machine where MapForce runs, compile the mapping to a MapForce
Server Execution File (.mfx). The .mfx files can roughly be regarded as data mappings
packaged for execution in a server environment. You can copy such files to any of the
supported operating systems where MapForce Server runs (including across different
platforms, see System Requirements). On the server machine, you can execute the .mfx
file using the command line interface of MapForce Senver, or using the MapForce Server

API.

Server Machine

Call

Call

MapForce MapForce Command MapForce Server
Server API Line
Interface ‘ =

Execute

MapForce Server
Com pile mapping to MapForce Server Executian file Execution File
(.mfx)

¢ On the Windows machine where MapForce runs, deploy the mapping to a server machine
where both MapForce Server and FlowForce Server are installed. The server machine can
be a different operating system (see System Requirements). Mappings deployed in this
way become FlowForce Senver functions and you can create scheduled or trigger-based
jobs from them. When mappings run as FlowForce Server jobs, they can also be exposed
as Web senices, chained as sub-steps of other jobs, or made part of workflows which
include sending emails, verifying exit codes, running shell commands, and others.

© 2017 Altova GmbH Altova MapForce Server 2017
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Server Machine
MapForce
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For more information about this scenario, see the FlowForce Server documentation
( http://manual.altova.com/FlowForceSenser ).

How to execute mappings compiled as MapForce Server Execution files

1. Open in MapForce Enterprise or Professional the mapping to be compiled.

2. On the File menu, click Compile to MapForce Server Execution file, and select a
destination directory.

3. Copy the .mfx file to the destination directory or server.

4. Call the "run" command of the command line interface (see Command Line Usage ), or
the equivalent method of the MapForce Server API (see MapForce Sener API).

How to execute mappings deployed to FlowForce Server

1. Open in MapForce Enterprise or Professional the mapping to be deployed.
2. Make sure that the transformation language (execution engine) of the mapping is set to
Built-in. To change the execution engine to Built-in, select the menu command Output |

EUILT
Built-In Execution Engine, or click the Select Built-In Execution Engine ()
toolbar button .

3. Onthe File menu, click Deploy to FlowForce Server.

4. Enter the server connection details (host, port), the FlowForce credentials, and the
destination FlowForce container. To proceed to creating the FlowForce job immediately in
the browser, select the option Open web browser to create new job. You can also
create the FlowForce job at a later time (see next step).

5. Open a browser, log on to the FlowForce Server Web administration interface, and
navigate to the container where you deployed the mapping (see previous step). This step
is not required if you selected the option Open web browser to create new job in the
previous step.

6. Define the FlowForce Sener job, including its triggers, parameters, or additional
execution steps (for an example, see http://manual.altova.com/FlowForceServer/
fs_example mapforce mapping.htm ). Whenewer the job is configured to run, the
underlying mapping transformation will be executed, and the mapping output will be
produced.

Note: If MapForce Server runs on a machine other than the one where the mapping was
designed, make sure to adjust paths to input files or database connection details in such

Altova MapForce Server 2017 © 2017 Altova GmbH
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a way that they are meaningful in the new target execution environment. For example, if a
mapping calls a database and requires a database driver, the driver must also be installed
in the target environment in order for the mapping to be executed successfully. To view or
adjust the database connection details, right-click the database component in MapForce
and select Properties. After making any changes to the mapping design in MapForce,
remember to recompile it to a MapForce Server execution file (mfx) or, depending on the
case, redeploy it to FlowForce Server. For more information about how database
mappings and file paths are handled in various execution environments, refer to the
MapForce documentation (https://www.altova.com/documentation.html).
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2 Setup on Windows

This section describes the installation and licensing of MapForce Server on Windows systems.

Installation on Windows

e System reguirements

e Installing MapForce Server
Altova LicenseServer
e LicenseServer versions
Trial license
Application folder location

Licensing on Windows

Start SeniceController
Start LicenseServer

e Register MapForce Sener
e Assign alicense

Altova MapForce Server 2017
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2.1 Installation on Windows

MapForce Sener is available for installation on Windows systems. Its installation and setup
procedure is described below.

* System requirements

* Windows
Windows Vista, Windows 7/8/10

= Windows Server

Windows Server 2008 R2 or newer

 Installing MapForce Server

To install MapForce Server, download the installation package from the Altova Download
Center (http://www.altova.com/download.html), run it and follow the on-screen instructions.

After installation, the MapForce Sener executable will be located by default at:

<Pr ogr anfi | esFol der >\ Al t ova\ MapFor ceSer ver 2017\ bi n\ MapFor ceSer ver . exe

All the necessary registrations to use MapForce Sener via a COM interface, as a Java
interface, and in the .NET environment will be done by the installer.

- Altova LicenseServer

In order for MapForce Senver to work, it must be licensed via an Altova
LicenseSenver on your network.

When you install MapForce Server on Windows systems, an option is available that
allows you to download and install Altova LicenseServer together with MapForce
Sener.

If an Altova LicenseServer is already installed on your network, you do not need to
install another one—unless a newer version of Altova LicenseServer is required. (See
next point, LicenseServer versions.)

During the installation process of MapForce Server, check or uncheck the option for
installing Altova LicenseSenver as appropriate.

See the section, Licensing on Windows, for more information about how to register and
license MapForce Server with Altova LicenseSener.

= LicenseSener versions

Altova senver products must be licensed either with the version of LicenseSenrver that
is appropriate to the installed MapForce Server version, or with a later version of
LicenseSener.

The LicenseSenrver version that is appropriate for a particular version of MapForce
Server is displayed during the installation of MapForce Sener. You can install this
version of LicenseSener along with MapForce Senver, or you can install

© 2017 Altova GmbH
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LicenseSener separately.

e Before installing a newer \ersion of LicenseServer, any older one must be de-
installed. The LicenseSenver installer will do this automatically if it detects an older
version.

e LicenseSener \ersions are backwards compatible. They will work with older versions
of MapForce Sener.

e [fyou install a new version of MapForce Server and if your installed LicenseServer
version is older than the appropriate LicenseSener, install the latest version available
on the Altova website.

e At the time of LicenseSener de-installation, all registration and licensing information
held in the older version of LicenseSener will be saved to a database on your server
machine. This data will be imported automatically into the newer version when the
newer version is installed.

e The version number of the currently installed LicenseSener is given at the bottom of
the LicenseSenver configuration page (all tabs).

Current version: 2.3

+ Trial license

During the installation process, you will be given the option of requesting a 30-day trial
license for MapForce Sener. After submitting the request, a trial license will be sent to the
email address you registered.

+ Application folder location

The application will be installed in the following folder:

Windows Vista, Windows 7, 8, 10 [ C:\ Program Fi | es\ Al t ova\

32 bit Version on 64-bit OS C\Program Files (x86)\Al tova\

Altova MapForce Server 2017 © 2017 Altova GmbH
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2.2

Licensing on Windows

MapForce Server must be licensed with an Altova LicenseServer in order to run it. Licensing is a
two-step process:

1. Register MapForce Server with LicenseServer. Registration is done from MapForce
Sener.
2. Assign a license to MapForce Sener. License-assigning is done from LicenseSenver.

The steps you need to carry out are given below.

= Start SeniceController

Altova SenviceController is started in order to start Altova LicenseServer.

Altova SeniceController (SeniceController for short) is an application for conveniently
starting, stopping and configuring Altova senices on Windows systems.

SenviceController is installed with Altova LicenseServer and with Altova server products that
are installed as services (FlowForce Server, RaptorXML(+XBRL) Senver, and Mobile Together
Server). It can be started by clicking Start | Altova LicenseServer | Altova
ServiceController. (This command is also available in the Start menu folders of Altova
server products that are installed as services (FlowForce Sener, RaptorXML(+XBRL) Server,
and Mobile Together Server).) After SeniceController has been started, it can be accessed
via the system tray (screenshot below).

| D) 318 PM

al

To specify that SeniceController starts automatically on logging in to the system, click the
ServiceController icon in the system tray to display the ServiceController menu
(screenshot below), and then toggle on the command Run Altova ServiceController at
Startup. (This command is toggled on by default.) To exit SeniceController, click the
ServiceController icon in the system tray and, in the menu that appears (see screenshot
below), click Exit Altova ServiceController.

ﬂ Altova FlowFaorce Server »
ﬂ Altova FlowForce Web r
| Altova Licenseserver PH Configure
* | Altova MobileTogether 5 »
£ ova MobileTogether Server Start service
ﬁ Altova RaptorXML+XBRL Server k )
y Stop service
Exit Altova ServiceContraller
un Altova ServiceController at startup

g

R
EN a th ! q
1k |=-_=I I' :} ll'm AM d
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+ Start LicenseServer

To start LicenseSenwer, click the ServiceController icon in the system tray, hover over
Altova LicenseServer in the menu that pops up (see screenshot below), and then select
Start Service from the LicenseServer submenu. If LicenseSener is already running, the
Start Service option will be disabled.

ﬂ Altova FlowForce Server k

ﬂ Altova FlowForce Web k

| Altova LicenseServer PH Configure

. Altova MobileTogether Server k Start service

% Altova RaptorXML=XBRL Server » Stop service
Exit Altova ServiceController

Run Altova ServiceController at startup

U ) 11:00 AM

+ Register MapForce Sener

To register MapForce Server from the command line interface, use the | i censeser ver
command:

MapFor ceServer |icenseserver [options] ServerName- O - P- Address

For example, if | ocal host is the name of the server on which LicenseSener is installed:
MapFor ceServer |icenseserver |ocal host

After successful registration, go to the Server Management tab of LicenseSener's
configuration page to assign a license to MapForce Server.

+ Assign a license

After successfully registering MapForce Sener, it will be listed in the Server Management
tab of the configuration page of LicenseSener. Go there and assign a license to MapForce
Sener.

Note on cores and licenses

The licensing of Altova server products is based on the number of processor cores available
on the product machine. For example, a dual-core processor has two cores, a quad-core
processor four cores, a hexa-core processor six cores, and so on. The number of cores
licensed for a product must be greater than or equal to the number of cores available on that
sernver machine, whether the senver is a physical or virtual machine. For example, if a server
has eight cores (an octa-core processor), you must purchase at least one 8-core license.
You can also combine licenses to achieve the core count. So, two 4-core licenses can also
be used for an octa-core server instead of one 8-core license.

If you are using a computer server with a large number of CPU cores but only have a low
wlume to process, you may also create a virtual machine that is allocated a smaller number

Altova MapForce Server 2017 © 2017 Altova GmbH
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of cores, and purchase a license for that number. Such a deployment, of course, will have
less processing speed than if all available cores on the server were utilized.

Note: Each Altova server product license can be used for only one client machine—the
machine on which the Altova server product is installed—at a time, even if the
license has unused licensing capacity. For example, if a 10-core license is used for
a client machine that has 6 CPU cores, then the remaining 4 cores of licensing
capacity cannot be used simultaneously for another client machine.

MobileTogether Server licenses

MobileTogether Sener licenses are based on the number of CPU cores on the
MobileTogether Server machine. Core licenses allow an unlimited number of MobileTogether
Client devices to connect to the server. However, if you check the Limit to single thread
execution check box, then only one mobile device will be able to connect to the
MobileTogether Senver at any time. This is useful for evaluation and small-scale testing. Note
that, if, in this case, a second device connects to MobileTogether Sever, then it will take over
the license. The first device will not be able to connect any more and will receive an error
message to this effect.

© 2017 Altova GmbH Altova MapForce Server 2017
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3 Setup on Linux

This section describes the installation and licensing of MapForce Server on Linux systems
(Debian, Ubuntu, CentOS, RedHat).

Installation on Linux
e System requirements
Uninstall old versions of Altova server products
Download the Linux package
Install MapForce Sener
Altova LicenseSenver
e LicenseSener \ersions
Trial license

Licensing on Linux
e Start LicenseServer
e Register MapForce Sener
e Assign alicense

Notes about Environment
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3.1

Installation on Linux

MapForce Sener is available for installation on Linux systems. Its installation and setup
procedure is described below.

* System requirements

* Linux
CentOS 6 or newer
RedHat 6 or newer

Debian 7 or newer
Ubuntu 12.04 or newer

Note that the Libidn library, available under GNU LGPL, must be installed.

+ FlowForce Sener integration

If you are installing MapForce Server together with FlowForce Sener, it is recommended that
you install FlowForce Seneer first. Otherwise, after having installed both MapForce Server and
FlowForce Sener, run the following command:

cp /opt/ Al toval MapFor ceServer2017/etc/*.tool /opt/A toval
FI owFor ceSer ver 2017/t ool s

This command copies the .tool file from /etc directory of MapForce Server to the FlowForce
Server /tools directory. The .tool file is required by FlowForce Senver; it contains the path to
the MapForce Server executable. You do not need to run this command if you install
FlowForce Server before installing MapForce Server.

+ Uninstall old versions of Altova server products

If you need to uninstall a previous version, do this as follows. On the Linux command line
interface (CLI), you can check which Altova senver products are installed with the following
command:

[ Debi an, Ubuntu]: dpkg --list | grep Altova

[Cent OS, RedHat]: rpm-qa | grep server

If MapForce Sener is not installed, go ahead with the installation as documented below in
Installing MapForce Server.

If MapForce Server is installed and you wish to install a newer version of MapForce Sener,
uninstall the old version with the command:

[ Debi an, Ubuntu]: sudo dpkg --renove mapforceserver

[Cent OS, RedHat]: sudo rpm -e napforceserver

If you need to uninstall an old version of Altova LicenseServer, do this with the following
command:
[ Debi an, Ubuntu]: sudo dpkg --renove |icenseserver

© 2017 Altova GmbH Altova MapForce Server 2017
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[Cent OS, RedHat]: sudo rpm -e |icenseserver

+ Download the Linux package

MapForce Server installation packages for the following Linux systems are available at the
Altova website.

Distribution Package extension
Debian 7 and higher . deb
Ubuntul2.04 and higher . deb
CentOS 6 and higher .rpm
RedHat 6 and higher .rpm

After downloading the Linux package, copy it to any directory on the Linux system. Since
you will need an Altova LicenseSenver in order to run MapForce Server, you may want to
download LicenseServer from the Altova website at the same time as you download
MapForce Sener, rather than download it at a later time.

= Install MapForce Senver

In a terminal window, switch to the directory where you have copied the Linux package. For
example, if you copied it to a user directory called M/Al t ova (that is located, say, in the /
hone/ User directory), then switch to this directory as follows:

cd / hone/ User/ MyAl t ova

Install MapForce Sener with the following command:

[ Debi an] : sudo dpkg --install mapforceserver-2017-debi an. deb
[ Ubunt u] : sudo dpkg --install mapforceserver-2017-ubuntu. deb
[Cent OS] : sudo rpm -ivh nmapforceserver-2017-1. x86_64.rpm
[ RedHat ] : sudo rpm -ivh napforceserver-2017-1. x86_64.rpm

The MapForce Server package will be installed in the folder:
[ opt/ Al t ova/ MapFor ceSer ver 2017

- Altova LicenseServer

In order for any Altova Server product—including MapForce Server—to run, that server
product must be licensed via an Altova LicenseServer on your network.

On Linux systems, Altova LicenseSenver will need to be installed separately. Download
LicenseServer from the Altova website and copy the package to any directory on the Linux
system. Install it just like you installed MapForce Senver (see previous step).

[ Debi an] : sudo dpkg --install |icenseserver-2.3-debi an. deb
[ Ubunt u] : sudo dpkg --install |icenseserver-2.3-ubuntu.deb
[ Cent OS] : sudo rpm-ivh licenseserver-2.3-1.x86_64.rpm
[ RedHat ] : sudo rpm-ivh licenseserver-2.3-1.x86_64.rpm

Altova MapForce Server 2017 © 2017 Altova GmbH
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The LicenseServer package will be installed in:
/opt/ Al tova/ Li censeServer

For information about how to register MapForce Server with Altova LicenseServer and license
it, see the section, Licensing on Linux.

+ LicenseSenver versions

Altova server products must be licensed either with the version of LicenseServer that
is appropriate to the installed MapForce Server version, or with a later version of
LicenseSenwer.

The LicenseServer version that is appropriate for a particular version of MapForce
Server is displayed during the installation of MapForce Senver. You can install this
version of LicenseSenver along with MapForce Server, or you can install
LicenseSener separately.

Before installing a newer version of LicenseServer, any older one must be de-
installed. The LicenseServer installer will do this automatically if it detects an older
version.

LicenseSenver versions are backwards compatible. They will work with older versions
of MapForce Sener.

If you install a new version of MapForce Server and if your installed LicenseServer
version is older than the appropriate LicenseServer, install the latest version available
on the Altova website.

At the time of LicenseSener de-installation, all registration and licensing information
held in the older version of LicenseServer will be saved to a database on your server
machine. This data will be imported automatically into the newer version when the
newer version is installed.

The version number of the currently installed LicenseServer is given at the bottom of
the LicenseServer configuration page (all tabs).

Current version: 2.3

+ Trial license

During the installation process, you will be given the option of requesting a 30-day trial
license for MapForce Server. After submitting the request, a trial license will be sent to the
email address you registered.

© 2017 Altova GmbH
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3.2 Licensing on Linux

MapForce Server must be licensed with an Altova LicenseServer in order to run it. Licensing is a
two-step process:

1. Register MapForce Server with LicenseServer. Registration is done from MapForce
Sener.

2. Assign a license to MapForce Sener. License-assigning is done from LicenseSenver.

The steps you need to carry out are given below.

= Start LicenseServer

To correctly register and license MapForce Server with LicenseSenser, LicenseSener must
be running as a daemon on the network. Start LicenseSener as a daemon with the following

command:

[ < Debi an 8] sudo /etc/init.d/licenseserver start
[2 Debian 8] sudo systenttl start |icenseserver
[< CentCs 7] sudo initctl start |icenseserver

[2 CentOS 7] sudo systenttl start |icenseserver
[< Ubuntu 15] sudo initctl start |icenseserver

[2 Ubuntu 15] sudo systenttl start |icenseserver

[ RedHat ] sudo initctl start |icenseserver

If at any time you need to stop LicenseServer, replace st art with st op in the abowve
commands. For example:
sudo /etc/init.d/licenseserver stop

+ Register MapForce Sener

To register MapForce Server from the command line interface, use the | i censeser ver
command:
sudo /opt/ Al toval MapFor ceServer 2017/ bi n/ mapf or ceserver |icenseserver
[options] Server Nane- O - | P- Addr ess

For example, if | ocal host is the name of the server on which LicenseSener is installed:
sudo /opt/ Al tova/ MapFor ceServer 2017/ bi n/ mapf or ceserver |icenseserver
| ocal host

In the command abowe, | ocal host is the name of the server on which LicenseSener is
installed. Notice also that the location of the MapForce Server executable is:
/ opt/ Al t ova/ MapFor ceSer ver 2017/ bi n/

After successful registration, go to the Server Management tab of LicenseSener's
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configuration page to assign a license to MapForce Senver.

+ Assign a license

After successfully registering MapForce Sener, it will be listed in the Server Management
tab of the configuration page of LicenseSener. Go there and assign a license to MapForce
Sener.

Note on cores and licenses

The licensing of Altova sener products is based on the number of processor cores available
on the product machine. For example, a dual-core processor has two cores, a quad-core
processor four cores, a hexa-core processor six cores, and so on. The number of cores
licensed for a product must be greater than or equal to the number of cores available on that
server machine, whether the server is a physical or virtual machine. For example, if a server
has eight cores (an octa-core processor), you must purchase at least one 8-core license.
You can also combine licenses to achieve the core count. So, two 4-core licenses can also
be used for an octa-core senver instead of one 8-core license.

If you are using a computer sener with a large number of CPU cores but only have a low
wolume to process, you may also create a virtual machine that is allocated a smaller number
of cores, and purchase a license for that number. Such a deployment, of course, will have
less processing speed than if all available cores on the server were utilized.

Note: Each Altova server product license can be used for only one client machine—the
machine on which the Altova server product is installed—at a time, even if the
license has unused licensing capacity. For example, if a 10-core license is used for
a client machine that has 6 CPU cores, then the remaining 4 cores of licensing
capacity cannot be used simultaneously for another client machine.

MobileTogether Server licenses

MobileTogether Sener licenses are based on the number of CPU cores on the
MobileTogether Server machine. Core licenses allow an unlimited number of MobileTogether
Client devices to connect to the server. However, if you check the Limit to single thread
execution check box, then only one mobile device will be able to connect to the
MobileTogether Senver at any time. This is useful for evaluation and small-scale testing. Note
that, if, in this case, a second device connects to MobileTogether Sever, then it will take over
the license. The first device will not be able to connect any more and will receive an error
message to this effect.
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3.3 Notes about Environment

Folders
Given below is a list of important folders in your MapForce Server setup.

= Installation root

[ opt/ Al t ova/ MapFor ceSer ver 2017/

= License Files

/var/opt/ A t oval/ MapFor ceSer ver

=1 Environment settings

letc/profile.d/jdbc. sh

The environment settings file must be defined according to your specific environment. The
example path above serves only as a general guide.

Note: The environment settings file sets the variables for all users on the system.

JDBC-Connections
Note the following points:

e The Java Runtime Environment or SDK must be installed.

e The JDBC drivers for the target database must be installed.

e The following environment variables must be set correctly for your environment:
0 CLASSPATH: to find the jar-files
0 PATH: to find the JRE, but might not be necessary depending on the installation
0 JAVA HOME: if necessary, depending on the installation.

Note
On Linux seners, the only database connections supported are JDBC.
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4 Setup on Mac OS X

This section describes the installation and licensing of MapForce Server on Mac OS X systems.

Installation on Mac OS X
e System requirements
e Uninstall old versions of Altova server products

Download the Mac OS X package
Install MapForce Sener

Altova LicenseServer

e LicenseServer versions

Trial license

Licensing on Mac OS X
e Start LicenseServer
e Register MapForce Sener
e Assign alicense

Notes about Environment

Altova MapForce Server 2017
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4.1

Installation on Mac OS X

MapForce Sener is available for installation on Mac OS X systems. Its installation and setup
procedure is described below.

* System requirements

* Mac OS X
Mac OS X 10.10, 10.11, 10.12 or newer

+ FlowForce Sener integration

If you install MapForce Server together with FlowForce Sener, it is recommended that you
install FlowForce Server first. If you install MapForce Server before FlowForce Server, then,
after having installed both MapForce Server and FlowForce Server, run the following
command:

cp /usr/local /Al toval MapForceServer2017/etc/*.tool /usr/local /Al toval
FI owFor ceSer ver 2017/t ool s

This command copies the .tool file from /etc directory of MapForce Server to the FlowForce
Server /tools directory. The .tool file is required by FlowForce Senver; it contains the path to
the MapForce Server executable. You do not need to run this command if you install
FlowForce Server before installing MapForce Server.

+ Uninstall old versions of Altova server products

In the Applications folder in Finder, right-click the MapForce Sener icon and select Move to
Trash. The application will be mowved to Trash. You will, however, still need to remove the
application from the usr folder. Do this with the command:

sudo rm-rf /usr/local/A toval MapForceServer 2017/

If you need to uninstall an old version of Altova LicenseSenrver, you must first stop it running
as a senice. Do this with the following command:

sudo launchct!l unl oad /Li brary/LaunchDaenons/

com al tova. Li censeServer. pli st

To check whether the senice has been stopped, open the Activity Monitor in Finder and
make sure that LicenseServer is not in the list. Then proceed to uninstall in the same way as
described abowve for MapForce Seneer.

+ Download the disk image file

Download the disk image (.dmg) file from the Altova website (http://www.altova.com/

download.html).

 Install MapForce Server

Click to open the downloaded disk image (.dmg). This causes the MapForce Server installer
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to appear as a new virtual drive on your computer. On the new virtual drive, double-click the
installer package (.pkg). Go through the successive steps of the installer wizard. These are
self-explanatory and include one step in which you have to agree to the license agreement
before being able to proceed. To eject the drive after installation, right-click it and select
Eject.

The MapForce Sener package will be installed in the folder:
/usr/ | ocal / Al t ova/ MapFor ceSer ver 2017 (application binaries)
/var/ Al t ova/ MapFor ceSer ver (data files: database and logs)

= Altova LicenseServer

In order for any Altova Server product—including MapForce Server—to run, that server
product must be licensed via an Altova LicenseServer on your network.

The Altova LicenseSener installation package is available on the virtual drive you have
mounted in the previous step. To install Altova LicenseServer, double-click the installer
package included on the virtual drive and follow the on-screen instructions. You will need to
accept the license agreement for installation to proceed.

Altova LicenseServer can also be downloaded and installed separately from the Altova
website (http://www.altova.com/download.html).

The LicenseServer package will be installed in the folder:
lusr/1ocal /Al tovalLicenseServer

For information about how to register MapForce Server with Altova LicenseServer and license
it, see the section, Licensing on Mac OS X

+ LicenseSener versions

e Altova sener products must be licensed either with the version of LicenseServer that
is appropriate to the installed MapForce Senrver version, or with a later version of
LicenseSener.

e The LicenseServer version that is appropriate for a particular version of MapForce
Sener is displayed during the installation of MapForce Server. You can install this
version of LicenseServer along with MapForce Senrver, or you can install
LicenseServer separately.

e Before installing a newer version of LicenseServer, any older one must be de-
installed. The LicenseSenver installer will do this automatically if it detects an older
version.

e LicenseServer versions are backwards compatible. They will work with older versions
of MapForce Sernver.

e Ifyou install a new version of MapForce Server and if your installed LicenseSenver
version is older than the appropriate LicenseSener, install the latest version available
on the Altova website.

e At the time of LicenseSener de-installation, all registration and licensing information
held in the older version of LicenseServer will be saved to a database on your sener
machine. This data will be imported automatically into the newer version when the
newer version is installed.
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e The version number of the currently installed LicenseSener is given at the bottom of
the LicenseSenver configuration page (all tabs).

Current version: 2.3

+ Trial license

During the installation process, you will be given the option of requesting a 30-day trial
license for MapForce Sener. After submitting the request, a trial license will be sent to the
email address you registered.
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4.2 Licensing on Mac OS X

MapForce Server must be licensed with an Altova LicenseServer in order to run it. Licensing is a
two-step process:

1. Register MapForce Server with LicenseServer. Registration is done from MapForce
Sener.

2. Assign a license to MapForce Sener. License-assigning is done from LicenseSenver.

The steps you need to carry out are given below.

= Start LicenseServer

To correctly register and license MapForce Sener with LicenseServer, LicenseSerer must
be running as a daemon. Start LicenseSener as a daemon with the following command:
sudo launchctl load /Library/LaunchDaenons/ com al t ova. Li censeServer. pli st

If at any time you need to stop LicenseSener, replace | oad with unl oad in the abovwe
command:

sudo launchct!l unl oad /Li brary/LaunchDaenons/
com al tova. Li censeServer. pli st

~ Register MapForce Sener

To register MapForce Server from the command line interface, use the | i censeser ver
command:

sudo /usr/local / Al t ova/ MapFor ceSer ver 2017/ bi n/ MapFor ceSer ver
I'i censeserver [options] ServerNane-O - P- Address

For example, if | ocal host is the name of the server on which LicenseServer is installed:
sudo /usr/ | ocal / Al t ova/ MapFor ceSer ver 2017/ bi n/ MapFor ceSer ver
| i censeserver | ocal host

In the command abowe, | ocal host is the name of the sener on which LicenseSener is
installed. Notice also that the location of the MapForce Server executable is:
/usr/1ocal /Al toval MapFor ceServer 2017/ bi n/

After successful registration, go to the Server Management tab of LicenseSenver's
configuration page to assign a license to MapForce Server.

+ Assign a license

After successfully registering MapForce Sener, it will be listed in the Server Management

tab of the configuration page of LicenseSenver. Go there and assign a license to MapForce
Sener.

Note on cores and licenses
The licensing of Altova sener products is based on the number of processor cores available
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on the product machine. For example, a dual-core processor has two cores, a quad-core
processor four cores, a hexa-core processor six cores, and so on. The number of cores
licensed for a product must be greater than or equal to the number of cores available on that
server machine, whether the server is a physical or virtual machine. For example, if a server
has eight cores (an octa-core processor), you must purchase at least one 8-core license.
You can also combine licenses to achieve the core count. So, two 4-core licenses can also
be used for an octa-core senver instead of one 8-core license.

If you are using a computer sener with a large number of CPU cores but only have a low
wolume to process, you may also create a virtual machine that is allocated a smaller number
of cores, and purchase a license for that number. Such a deployment, of course, will have
less processing speed than if all available cores on the server were utilized.

Note: Each Altova server product license can be used for only one client machine—the
machine on which the Altova server product is installed—at a time, even if the
license has unused licensing capacity. For example, if a 10-core license is used for
a client machine that has 6 CPU cores, then the remaining 4 cores of licensing
capacity cannot be used simultaneously for another client machine.

MobileTogether Server licenses

MobileTogether Sener licenses are based on the number of CPU cores on the
MobileTogether Server machine. Core licenses allow an unlimited number of MobileTogether
Client devices to connect to the server. However, if you check the Limit to single thread
execution check box, then only one mobile device will be able to connect to the
MobileTogether Senver at any time. This is useful for evaluation and small-scale testing. Note
that, if, in this case, a second device connects to MobileTogether Sever, then it will take over
the license. The first device will not be able to connect any more and will receive an error
message to this effect.
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4.3 Notes about Environment

Folders
Given below is a list of important folders in your MapForce Server setup.

= Installation root

/usr/1ocal / Al toval MapFor ceServer 2017/

= License Files

/var/ Al t ova/ MapFor ceSer ver

=1 Environment settings

/ Li brary/ LaunchDaenons/ com al t ova. Mobi | eToget her Server. pli st
The environment settings file must be defined according to your specific environment. The
example path above serves only as a general guide.

Note: These environment variables are only set for the MapForce Server process and do
not have an impact on other users.

JDBC-Connections
Note the following points:

e The Java Runtime Environment or SDK must be installed.

e The JDBC-Connects for the target database must be installed.

e The following environment variables must be set correctly for your environment:
0 CLASSPATH: to find the jar-files
0 PATH: to find the JRE, but might not be necessary depending on the installation
0 JAVA HOME: if necessary, depending on the installation

Note
On Mac OS X servers, the only database connections supported are JDBC.
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5 Command Line Usage

This section:

e Default location of MapForce Sener executable
e Usage and list of CLI commands

Default location of MapForce Server executable
Given below are the default locations of the MapForce Sener executable:

Windows  <Progranfi | esFol der >\ Al t ova\ MapFor ceSer ver 2017\ bi n
\ MapFor ceSer ver . exe

Linux / opt/ Al t ova/ MapFor ceSer ver 2017/ bi n/ mapf or ceser ver

Mac /usr/| ocal / Al t ova/ MapFor ceSer ver 2017/ bi n/ mapf or ceser ver

Usage and list of CLI commands
General command line syntax for MapFor ceSer ver is:

Windows MapForceServer --h | --help | --version | <command> [opti ons]
[ ar gurent s]

Linux mapforceserver --h | --help | --version | <command> [options]
[ ar gurent s]

Mac mapf orceserver --h | --help | --version | <conmand> [ opti ons]
[ ar gurent s]

+ Casing and slashes on the command line

MapFor ceSer ver on Windows
mapf or ceser ver on Unix (Linux, Mac)

* Note that lowercase (mapf or ceser ver ) works on all platforms (Windows, Linux, and Mac),
while upper-lower (MapFor ceSer ver ) works only on Windows and Mac.
* Use forward slashes on Linux and Mac, backslashes on Windows.

where
--h | --help Displays the help text.
--version Displays the version of MapForce Sener.
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Valid CLI commands are listed below and are explained in the sub-sections of this section.

| i censeserver

Register MapForce Sener with LicenseServer on the local
network.

assi gnli cense

Upload a license to LicenseSenver and assign it to
MapForce Server on this machine.

verifylicense Check if the current MapForce Server is licensed,
optionally, check if a given license key is assigned.
run Executes a MapForce Sener Execution file (. nf x)

exportresourcestrings

Exports all application resource strings to an XML file.

setdeflang | sdl Sets the default language.
hel p Displays help for a specific command.

For example: hel p run
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51 licenseserver

This section:

e Command syntax
e Command description

e Examples
e Command options

Command syntax

Windows MapForceServer |icenseserver [options] Server-Q -1 P-Address
Linux mapf orceserver |icenseserver [options] Server-O -1 P-Address

Mac mapf orceserver |icenseserver [options] Server-QO -1 P-Address

Command description

On execution, the |'i censeser ver command registers MapForce Server with the LicenseSener
specified by the Server-Q - | P- Addr ess argument. Server - O - | P- Addr ess identifies the
machine on the network on which Altova LicenseSener is installed and running. It can be the
machine's name or its IP address.

For the I i censeser ver command to be executed successfully, the two servers must be
connected on the network and LicenseSerner must be running. You must have administrator
privileges to be able to register MapForce Sener with LicenseSener.

Once MapForce Sener has been successfully registered with LicenseSenver, you will receive a
message to this effect. The message will also display the URL of the LicenseServer. You can now
go to LicenseServer to assign MapForce Server a license. For details, see the LicenseServer
documentation.

Examples
Examples of the | i censeser ver command:

mapf or ceserver |icenseserver DOC. al tova. com
mapf or ceserver |icenseserver |ocal host

mapf or ceserver |icenseserver 127.0.0.1

The commands abowe specifiy, respectively, the machine named DCC. al t ova. com and the user's
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machine (I ocal host and 127. 0. 0. 1) as the machine running Altova LicenseSenver. In each case,
the command registers MapForce Server with the LicenseSener on the machine specified.

+ Casing and slashes on the command line

MapFor ceSer ver on Windows
mapf or ceser ver on Unix (Linux, Mac)

* Note that lowercase (mapf or ceser ver ) works on all platforms (Windows, Linux, and Mac),
while upper-lower (MapFor ceSer ver ) works only on Windows and Mac.
* Use forward slashes on Linux and Mac, backslashes on Windows.

Command options

Options are listed in their short forms (in the first column) and long forms (second column),
together with their descriptions (third column). On the command line, one or two dashes can be
used for both short and long forms.

--j --json Prints the result of the registration attempt as a machine-parsable JSON
object. Form: --j son=t rue| f al se
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5.2 assignlicense (Windows only)

This section:

e Command syntax
e Command description

e Examples
e Command options

Command syntax

Windows MapForceServer assignlicense [options] FILE

Note: This command is supported only on Windows systems. It is not supported on Linux or
Mac systems.

Command description

On execution, the assi gnl i cense command uploads the license file specified by the FI LE
argument to the registered LicenseSener, and assigns the license to MapForce Server on this
machine. The FI LE argument takes the filepath of the license file.

The - -t est - onl y option allows you to upload to LicenseSenver and validate the license, without
assigning the license to MapForce Server. For details about licensing, see the LicenseServer
documentation.

Examples
Examples of the assi gnl i cense command:

mapf or ceserver assignlicense C \MipForce Server12345. altova_licenses
mapf or ceserver assignlicense --test-only=true C \MapForce
Server 12345. al tova_l i censes

The first command above uploads the specified license to LicenseServer and assigns it to
MapForce Senver.

The second command uploads the specified license to LicenseServer and validates it, without
assigning it to MapForce Sener.

+ Casing and slashes on the command line
MapFor ceSer ver on Windows
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mapf or ceser ver on Unix (Linux, Mac)

* Note that lowercase (mapf or ceser ver ) works on all platforms (Windows, Linux, and Mac),
while upper-lower (MapFor ceSer ver ) works only on Windows and Mac.
* Use forward slashes on Linux and Mac, backslashes on Windows.

Command options

Options are listed in their short forms (in the first column) and long forms (second column),

together with their descriptions (third column). On the command line, one or two dashes can be
used for both short and long forms.

--t --test-only Values are true| fal se. If t rue, then the license file is only
uploaded to LicenseServer and validated. It is not assigned to
MapForce Sener. Form: - -t est -onl y=t rue| f al se. Set to true if
the option is specified without a value.
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5.3

verifylicense (Windows only)

This section:

e Command syntax
e Command description

e Examples
e Command options

Command syntax

Windows MapForceServer verifylicense [options]

Note: This command is supported only on Windows systems. It is not supported on Linux or
Mac systems.

Command description

Checks whether the current product is licensed. Additionally, the - - I i cense- key option enables
you to check whether a specific license key is already assigned to the product. For details about
licensing, see the LicenseServer documentation.

Examples
Examples of the veri fyl i cense command:

mapf or ceserver verifylicense
mapf orceserver verifylicense --1icense-key=ABCDEFG H JKLM\- OPQRSTU- WAKYZ12-
3456789

The commands abowe check, respectively, whether the product has been licensed, and whether
the product has been licensed with the license key given as the value of the - - i cense- key
option.

+ Casing and slashes on the command line

MapFor ceSer ver on Windows
mapf or ceser ver on Unix (Linux, Mac)

* Note that lowercase (mapf or ceser ver ) works on all platforms (Windows, Linux, and Mac),
while upper-lower (MapFor ceSer ver ) works only on Windows and Mac.
* Use forward slashes on Linux and Mac, backslashes on Windows.
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Command options

Options are listed in their short forms (in the first column) and long forms (second column),
together with their descriptions (third column). On the command line, one or two dashes can be
used for both short and long forms.

-- --license-key

Checks whether the submitted license key has already been
assigned to the product. Form: - -1i cense- key=VALUE
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54 run
This section:
e Command syntax
e Command description
e Examples
e Command options
Command syntax
Windows MapForceServer run [options] MxFile
Linux mapf orceserver run [options] MxFile
Mac mapf orceserver run [options] MxFile
Command description
The run command executes a MapForce Server execution file (. nf x file). It requires an input . nf x
file (M xFi | ) as its argument.
Using stream redirection at the command line
If the mapping uses an output component to return a simple value such as string, this output
is written in the st dout (standard output) stream. On the other hand, the success and error
messages are available in the st derr (standard error) stream. If you do not want the standard
output stream to be displayed on the screen together with the success or error messages,
redirect either the standard output or the standard error stream (or both) to files. If neither the
st dout nor the st derr streams are redirected, they are both displayed on the screen,
combined.
For example, to redirect the standard output stream to a file, use:
mapf or ceserver run MyMappi ng. nfx > MyQut put . t xt
To redirect the standard error stream to a file, use:
mapf or ceserver run M/Mappi ng. nfx 2> Di agnosti cs. | og
To redirect both streams simultaneously, use:
mapf or ceserver run MyMappi ng. nfx > MyQut put.txt 2> D agnostics.| og
For further information about stream redirection, refer to the documentation of your operating
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system's command shell.

Examples

In Altova MapForce, open a MapForce Design file (. nf d file) from the MapForce Examples folder
and compile it to a MapForce Execution file (. nf x file) with the MapForce command File |
Compile to MapForce Server Execution File. For the scope of this example, let's assume you
selected the file Chai nedPer sonLi st. nfd and saved it to C:\ t enp\ Chai nedPer sonLi st . nf x.

Now, in MapForce Server, you can use the run command to execute Chai nedPer sonLi st . nf x:
mapf orceserver run C: \tenp\ Chai nedPersonlLi st. nf x

The two output files of this MapForce Design file (Per sonLi st. xml and Cont acts. xnl ) are
generated in the MapForce Examples folder.

+ Casing and slashes on the command line

MapFor ceSer ver on Windows
mapf or ceser ver on Unix (Linux, Mac)

* Note that lowercase (mapf or ceser ver ) works on all platforms (Windows, Linux, and Mac),
while upper-lower (MapFor ceSer ver ) works only on Windows and Mac.
* Use forward slashes on Linux and Mac, backslashes on Windows.

Command options

Options are listed in their short forms (in the first column) and long forms (second column),
together with their descriptions (third column). On the command line, one or two dashes can be
used for both short and long forms.

For information about global resources and input parameters, see the Altova MapForce
documentation.

--cat al og Specifies the absolute path to a root catalog file
that is not the installed root catalog file. The default
value is the absolute path to the installed root
catalog file.

Form: --catal og=FI LE

--cert |--certificatespath This command is applicable to MapForce Server
running on Linux. It specifies the path to the
directory where any certificate files required by the
mapping are stored.

Form: --certificat espat h=DI RECTORY
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See also Digital Certificate Management.

--gc --gl obal resourceconfig The name of the global resource configuration.
Form: - - gc=VALUE

--gr --gl obal resourcefile The path of the global resource definition file.
Form: - - gr=FI LE.

-- --lang The language used for displaying messages.
Form: - -1 ang=VALUE (en, de,ja,es, fr)

--p --param Assigns a value to a parameter defined in the

mapping. Form: - - par am=Par anNane: Par anVal ue.
The - - par amswitch must be used before each
parameter. Use quotes if Par anNane or Par anVal ue
contains a space. For example: - -

p=conpany: "Nanonul | Inc".

- -t axonony- package

Specifies the absolute path to an additional XBRL
taxonomy package as described in the Taxonomy
Packages 1.0 recommendation. The value of FILE
gives the location of the taxonomy package. Add
the option multiple times to specify more than one
taxonomy package.

Form: - -t axonony- package=FI LE

- -t axonony- packages-
config-file

Specifies the path to a configuration file called
TaxonomyPackagesConfig.json, used to load
XBRL taxonomy packages. This configuration file is
updated every time when you add, remowe, activate,
or deactivate XBRL taxonomy packages from the
graphical user interface of Altova XMLSpy,
MapForce, or StyleVision. If you have added
custom XBRL taxonomy packages using one of the
products abowve, the file is located at C:\Users
\<username>\Documents\Altova.

Form: - -t axonony- packages-config-fil e=FI LE

Note: On Windows systems: Awid using the end backslash and closing quote on the

command line \ ", for example, as in: "C:\ My directory\". These two characters are
interpreted by the command line parser as a literal double-quotation mark. Use the double

backslash \\ if spaces occur in the command line and you need the quotes (for

example: "C:\ My Directory\\"). Alternatively, try to awid using spaces and, therefore,

quotes at all.
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5.5 exportresourcestrings

This section:

e Command syntax

e Arguments
e Command description

e Examples
e Creating localized versions of MapForce Sener

Command syntax

Windows MapForceServer exportresourcestrings LanguageCode XM.Qut putFile

Linux mapf or ceserver exportresourcestrings LanguageCode XM.QutputFile
Mac mapf or ceserver exportresourcestrings LanguageCode XM.QutputFile
Arguments

The exportresourcestrings command takes the following arguments:

LanguageCode Specifies the language of resource strings in the exported XML file.
Supported languages are: en, de, es, fr, ja

XM.Qut put Fi l e Specifies the location and name of the exported XML file.

Command description

The expor tresour cestrings command outputs an XML file containing the resource strings of the
MapForce Server application. It takes two arguments: (i) the language of the resource strings in
the output XML file, and (ii) the path and name of the output XML file. Allowed export languages
(with their language codes in parentheses) are: English (en), German, (de), Spanish (es), French
(fr), and Japanese (j a).

Examples
An example of the exportresourcestri ngs command:

mapf or ceserver exportresourcestrings de c:\Strings. xm
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This command creates a file called St ri ngs. xn at c:\ that contains all the resource strings of
the MapForce Server application in German.

= Casing and slashes on the command line

MapFor ceSer ver on Windows
mapf or ceser ver on Unix (Linux, Mac)

* Note that lowercase (mapf or ceser ver ) works on all platforms (Windows, Linux, and Mac),
while upper-lower (MapFor ceSer ver ) works only on Windows and Mac.
* Use forward slashes on Linux and Mac, backslashes on Windows.

Creating localized versions of MapForce Server

You can create a localized version of MapForce Server for any language of your choice. Five
localized versions (English, German, Spanish, French, and Japanese) are already available in the
C.\Program Fil es (x86)\ Al t ova\ MapFor ceSer ver 2017\ bi n folder, and therefore do not need
to be created.

Create a localized version as follows:

1. Generate an XML file containing the resource strings by using the
exportresourcestri ngs command (see command syntax above). The resource strings
in this XML file will be one of the five supported languages: English (en), German (de),
Spanish (es), French (f r), or Japanese (j a), according to the LanguageCode argument
used with the command.

2. Translate the resource strings from one of the four supported languages into the target
language. The resource strings are the contents of the <st ri ng> elements in the XML
file. Do not translate variables in curly brackets, such as {opti on} or { product}.

3. Contact Altova Support to generate a localized MapForce Server DLL file from your
translated XML file.

4. After you receive your localized DLL file from Altova Support, save the DLL in the C
\Program Fi |l es (x86)\ Al t ova\ <%APPFOLDER\ bi n folder. Your DLL file will have a
name of the form MapFor ceServer 2017_| c. dl | . The _| ¢ part of the name contains the
language code. For example, in MapFor ceSer ver 2017_de. dlI | , the de part is the
language code for German (Deutsch).

5. Run the set def | ang command to set your localized DLL file as the MapForce Server
application to use. For the argument of the set def | ang command, use the language
code that is part of the DLL name.

Note: Altova MapForce Sener is delivered with support for five languages: English, German,
Spanish, French, and Japanese. So you do not need to create a localized version of
these languages. To set any of these languages as the default language, use MapForce
Sener's set def | ang command.
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5.6 setdeflang

This section:

e Command syntax
e Command description

e Examples
e  Supported languages

Command syntax

Windows MapForceServer setdeflang | sdl LangaugeCode
Linux mapf or ceserver setdeflang | sdl LangaugeCode

Mac mapf or ceserver setdeflang | sdl LangaugeCode

Command description
The set def | ang command (short form is sdl ) sets the default language of MapForce Sener. It

takes a mandatory LanguageCode argument.

Examples
An example of the set def | ang command:

mapf or ceserver setdeflang DE
The command abowe sets the default language for messages to German.

+ Casing and slashes on the command line

MapFor ceSer ver on Windows
mapf or ceser ver on Unix (Linux, Mac)

* Note that lowercase (mapf or ceser ver ) works on all platforms (Windows, Linux, and Mac),
while upper-lower (MapFor ceSer ver ) works only on Windows and Mac.
* Use forward slashes on Linux and Mac, backslashes on Windows.
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Supported languages

The table below lists the languages currently supported together with their language codes.

EN English
DE German
ES Spanish
FR French
JA Japanese

Altova MapForce Server 2017
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5.7 help

This section:

e Command syntax
e Command description

e Examples
e The --help option

Command syntax

Windows MapForceServer hel p Command
Linux mapf or ceserver hel p Command

Mac mapf or ceserver hel p Comrand

Command description

The hel p command takes a single argument (Conmand): the name of the command for which help
is required. It displays the correct syntax of the command and other information relevant to the
correct execution of the command.

Examples
An example of the hel p command:

mapf or ceserver hel p exportresourcestrings

The command abowve contains one argument: the command expor t r esour cest ri ngs, for which
help is required. When the example command abowve is executed, information about the
exportresourcestri ngs command will be displayed in the terminal.

+ Casing and slashes on the command line

MapFor ceSer ver on Windows
mapf or ceser ver on Unix (Linux, Mac)

* Note that lowercase (mapf or ceser ver ) works on all platforms (Windows, Linux, and Mac),
while upper-lower (MapFor ceSer ver ) works only on Windows and Mac.
* Use forward slashes on Linux and Mac, backslashes on Windows.
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The - - hel p option

Help information about a command is also available by using the - - hel p option with the
command for which help information is required. For example, using the - - hel p option with the
exportresour cest ri ngs command, as follows:

mapf or ceserver exportresourcestrings --help

achieves the same result as does using the hel p command with an argument of
exportresourcestr i ngs:

mapf or ceserver hel p exportresourcestrings

In both cases, help information about the export r esour cest ri ngs command is displayed.
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6 MapForce Server API

MapForce Sener provides an application programming interface (API) that you can access
programmatically from your .NET, Java, or COM-based code.

For an introduction to each platform, refer to the following topics:
e About the .NET Interface

e About the COM Interface
e About the Java Interface

For code examples, refer to the Code Examples section.
For a technical description of the API, refer to the following topics:

e APl Reference (COM, .NET)
e APl Reference (Java)
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6.1

About the .NET Interface

The .NET interface is built as a wrapper around the COM interface. It is provided as a primary
interop assembly signed by Altova and uses the namespace Al t ova. MapFor ceSer ver .

During installation, MapForce Server will be registered automatically as a COM sener object, so
there is no need for a manual registration. If you receive an access error, open the Component
Senices and give permissions to the same account that runs the application pool containing
MapForce Senver.

In order to use MapForce Server in your .NET project, add a reference to the

Al t ova. MapFor ceServer. dl | file (see the instructions below). The

Al t ova. MapFor ceServer. dl | is located in the bi n folder of the MapForce Sener installation
folder. This .dll file is automatically added to the global assembly cache (GAC) during MapForce
Server installation (the GAC is typically located in the C: \ W NDOWB\ assenbl y folder).

Once MapForce Sener has been registered as a COM senver object, and the
Al t ova. MapFor ceServer. dl | is available to the .NET interface, the MapForce API functionality
becomes available in your .NET project.

To add a reference to the MapForce Server DLL in a Visual Studio .NET project:

1. With the .NET project open in Visual Studio, click Project | Add Reference. The Add

Reference dialog box pops up.

MET COM | Projects | Browse | Recent
Loak in: bin v @ ¥ e E-
Name : Date modified Type Size
Altova.MapForceServer.dll 05/08/2014 01:42 Application extens... b KB
(& icudt32.dll 05/08/2014 01:09 Application extens... 22,957 KB
%) icuin32.dll 05/08/2014 01:09 Application extens... 1,376 KB
) icuuc32.dll 05/08/2014 01:09 Application extens... 1,047 KB
%) MapForceServer.dil 05/08/2014 01:42 Application extens... 556 KB
[E] MapForceServer.exe 05/08/2014 07:41 Application 16,065 KB
%] MapForceServer_de.dll 05/08/2014 01:41 Application extens... 499 KB
% MapForceServer_es.dll 05/08/2014 01:41 Application extens... 497 KB
%] MapForceServer_ja.dll 05/08/2014 01:41 Application extens... 330 KB
%) msvepl20.dil 05/10/2013 02:38 Application extens... 443 KB
%) meverl20.dll 05/10/2013 02:38 Application extens... 949 KB
%] python34.dll 05/08/2014 01:09 Application extens... 2,682 KB
%) thh.dll 05/08/2014 01:09 Application extens... 154 KB
File name: v
Files of type: | Component Files (* dil;* tih;* olb;* oo™ exe* manifest) v
oK Cancel

2. On the Browse tab, browse for the folder: <MapFor ceServer application fol der>/bin,

select the Al t ova. MapFor ceServer. dl |, and click OK.
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You can view the structure of the Al t ova. MapFor ceSer ver assembly using the Visual Studio
Object Browser (to display the Object Browser, click Object Browser on the View menu).
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6.2 Aboutthe COM Interface

MapForce Sener is automatically registered as a COM server object during installation. To check
whether the registration was successful, open the Registry Editor (for example, by typing

regedi t . exe command at the command line). If registration was successful, the Registry will
contain the classes MapFor ce. Ser ver. These two classes will typically be found under
HKEY_LOCAL_MACH NE\ SOFTWARE\ d asses.

Once the COM senver object is registered, you can invoke it from within applications and scripting
languages that have programming support for COM calls. If you wish to change the location of the
MapForce Sener installation package, it is best to uninstall MapForce Server and then reinstall it
at the required location. In this way, the necessary de-registration and registration are carried out
by the installer process.
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6.3 Aboutthe Java Interface

To access the MapForce Server API from Java code, the following references must be added to
the .classpath file of your Java project.

MapFor ceSer ver. j ar The library that communicates with MapForce Senver.
MapFor ceSer ver _JavaDoc. zi p = A Javadoc archive file containing documentation for the Java

MapForce Server API.

Both files are available in the bi n folder of the MapForce Senver installation folder. You can either
reference the file from their original location or copy them to another location if this fits your
project setup.

In Eclipse, you can add the classpath references by editing the properties of the Java project, as
shown in the sample instructions below (notice the instructions apply to Eclipse 4.4).
To add the MapForce Server library references in Eclipse:

1. With the project open in Eclipse, on the Project menu, click Properties.

2. Onthe Libraries tab, click Add External JARs, and then browse for the
MapFor ceServer. j ar file located in the MapForce Senver installation folder.

=] Properties for MapForceTest = =
type filter text Java Build Path b v 7

- Resource PER—
Builders (# Source | L= Projects| B Libraries | % Qrder and Export
Java Build Path JARs and class folders on the build path:

-+ Java Code Style » | fo MapForceServerjar - C:\Program Files (x86)\Altova\Ma Add JARs...

+ Java Compiler . = JRE System Library [jre7]

- Java Editor Add External JARs...
Javadoe Location
Project References Add Variable...
Refactoring History Add Library...

Run/Debug Settings
Add Class Folder..,

Add External Class Felder...

Edit...

Remove

®

3. Under JARs and class folders on the build path, expand the MapForceServer.jar
record, and then double click on the Javadoc location: (None) record.
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4 ni_aT_fa MapForceServerjar - ChProgram Files (x36)\AltovaiMa)
D Source attachment: (Mone)
@ lavadoc location: (Mone)
s Mative library location: (None)
fifs Access rules (Mo restrictions)
- B4, JRE System Library [jre7]

< >

4. Ensure that the Javadoc in archive and External file options are selected, and then
browse for the MapFor ceSer ver _JavaDoc. zi p file located in the MapForce Server
installation folder.

=] Javadoc For ‘MapForceServer,jar’ - =

() Javadoc URL (e.g. 'hitp://www.sample-url.org/doc/' or file:/// o/ myworkspace/myproject/doc’)

Browse...
Validate...
(®) Javadoc in archive
(®) External file () Workspace file
Archive path: ChProgram Files (x86)\Altova\MapForceServer20134k Browse...
Path within archive: Browse...
Validate...

5. Click OK. The reference to the MapForce Sener library and Javadoc archive has now

been added to the .classpath file of the project.

Below is an example of how the .classpath file might look if you are referencing the files
from the original installation folder, on a 64-bit operating system running 32-bit MapForce
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Seneer (the relevant lines are highlighted in yellow):

<?xm version="1.0" encodi ng="UTF- 8" ?>
<cl asspat h>
<cl asspat hentry ki nd="src" path="src"/>
<cl asspat hentry ki nd="con"
pat h="org. ecli pse.jdt. | aunchi ng. JRE_CONTAI NER/
org.eclipse.jdt.internal.debug. ui.launcher. StandardVMrype/jre7"/>
<cl asspat hentry kind="lib" path="C./Program Files (x86)/Altoval
MapFor ceSer ver 2017/ bi n/ MapFor ceServer . j ar">
<attributes>
<attribute nanme="javadoc_| ocati on"
value="jar:file:/C /Program20Fi| es¥%20(x86)/ Al t ova/ MapFor ceSer ver 2017/
bi n/ MapFor ceSer ver _JavaDoc. zi p!/"/>
</ attributes>
</ cl asspat hentry>
<cl asspat hentry ki nd="out put" pat h="bi n"/>
</ cl asspat h>
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6.4 Code Examples

This section includes sample code which illustrates how to run a MapForce mapping
programmatically. Samples are included for the following languages:

- c#
o (C++
° Jam
e VBScript

e Visual Basic
e Visual Basic for Applications (VBA)
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641 C#

The following example illustrates how to run a mapping execution file (.mfx) from C# code.
Before testing this example, ensure the following prerequisites are met:

e MapForce Sener is installed and licensed

e A reference to the MapForce Sener DLL has been added in your Visual Studio project
(see About the .NET Interface).

e [fyou haw installed MapForce Sener 64-bit, then the application which calls the API
(such as the sample one below) must also be built for the 64-bit platform in Visual Studio.
Also, the path to the MapForce server executable must be adjusted accordingly in the
code.

namespace MapForceServerAPI_sample

{

class Program
{
static void Main(string[] args)
{
//Create a MapForce Server object
Altova.MapForceServer.Server objMFS = new
Altova.MapForceServer.Server();

//Set a working directory used as a base for relative paths
objMFS.WorkingDirectory = "c:\\temp";

//Default path to the MapForce Server executable is the
installation path (same dir as the MapForceServer.dll)

//If you moved the binaries on the disk, you need to explicitly
set the path to the .exe file

//objMFS.ServerPath = "C:\\Program Files (x86)\\Altova\
\MapForceServer2017\\bin\\MapForceServer.exe";

//Prepare the parameters, if your mapping uses parameters
//0bjMFS.AddParameter( "testparami", "value 1" );

//Run the mapping; input and output paths are stored inside the
MFX file
// NOTE Please adapt the path to the input file in order to run
the sample
if (objMFS.Run("C:\\Program Files (x86)\\Altova\
\MapForceServer2017\\etc\\Examples\\CompletePO.mfx"))
System.Console.WriteLine("Success - finished execution");
else
System.Console.WriteLine(objMFS.LastExecutionMessage);
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6.42 C++

The following example illustrates how to run a mapping execution file (.mfx) from C++ code.
Before testing this example, ensure the following prerequisites are met:

e MapForce Sener is installed and licensed

e MapForce Sener is available as a COM server object (normally, this process takes place
automatically during MapForce Sener installation; to check if registration was successful,
see About the COM Interface).

// MapForceServerAPI_sample.cpp : Defines the entry point for the console
application.

//
#tinclude <iostream>
#include "atlbase.h"

// 32-bit MapForce Server

#import "progid:MapForce.Server"

// 64-bit MapForce Server

//#import "progid:MapForce_x64.Server"

int _tmain(int argc, _TCHAR* argv[])

{
CoInitialize( NULL );

try
{
//Create a MapForce Server object
MapForceServerLib: :IServerPtr pMFS;
CoCreateInstance( _ uuidof( MapForceServerLib::Server ), NULL,
CLSCTX_ALL, _ uuidof( MapForceServerLib::IServer ), reinterpret_cast< void**
>( &MFS ) );

//Set a working directory - used as a base for relative paths
PMFS->WorkingDirectory = "c:\\temp";

//Default path to the MapForce Server executable is the
installation path (same dir with the MapForceServer.dll)

//In case you moved the binaries on the disk, you need to
explicitly set the path to the .exe file

//PMFS->ServerPath = "C:\\Program Files (x86)\\Altova\
\MapForceServer2017\\bin\\MapForceServer.exe";

//Prepare the parameters, if your mapping uses parameters
//pMFS->AddParameter( "testparaml", "value 1" );

//Run the mapping; the output will be stored at C:\temp
\ExpReport.rtf

// NOTE Please adapt the path to the input file in order to run
the sample

if (pMFS->Run("C:\\Program Files (x86)\\Altova\
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\MapForceServer2017\\etc\\Examples\\CompletePO.mfx"))
std::cout << "Success - finished execution" << std::endl;

else
std::cout << pMFS->LastExecutionMessage << std::endl;
}
catch (_com_error& err )
{

BSTR bstrMessage;

(err).ErrorInfo()->GetDescription( &bstrMessage );

std::cout << "Exception occurred: " <<
_com_util::ConvertBSTRToString( bstrMessage ) << std::endl;

}

CoUninitialize();
return 0;
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6.4.3 Java

The following example illustrates how to run a mapping execution file (.mfx) from Java code.
Before testing this example, ensure the following prerequisites are met:
e MapForce Sener is installed and licensed

e MapForce Server libraries are added to the .classpath file in your project (for an example,
see About the Java Interface).

public class Program

{

public static void main(String[] args)
{

try

{

/1 Create a MapForce Server object
com al t ova. mapf or ceser ver . MapFor ceServer obj MFS = new
com al t ova. mapf or ceser ver. MapFor ceServer () ;

//Set a working directory - used as a base for relative paths
obj MFS. set WorkingDirectory( "C\\tenp" );

//Default path to the MapForce Server executable is the installation
path (same dir with the MapForceServer.jar)

//1n case you copied the JAR file to a new | ocation, you need to
explicitly set the path to the .exe file

/] obj MFS. set ServerPath( "C \\Program Fil es (x86)\\Altova\
\ MapFor ceSer ver 2017\ \ bi n\\ MapFor ceSer ver . exe" );

[/ Prepare the paraneters, if your design uses paraneters
/I obj MFS. AddPar anet er ( "t est paraml", "value 1" );

//Run the mapping; input and output paths are stored inside the MX
file
/1 NOTE Pl ease adapt the path to the input file in order to run the
sanpl e
if ( objMS. run( "C\\Program Files (x86)\\Al tova\
\ MapFor ceSer ver 2017\ \ et c\ \ Exanpl es\ \ Conpl et ePO. nf x" ) )
Systemout. println( "Success - finished execution" );
el se
Systemout. println( obj MFS. get Last Executi onMessage() );

}
catch ( Exception e)
{
e.printStackTrace();
}
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6.4.4

VBScript

The following example illustrates how to run a mapping execution file (.mfx) from VBScript code.
Before testing this example, ensure the following prerequisites are met:

e MapForce Sener is installed and licensed

e MapForce Sener is available as a COM server object (normally, this process takes place
automatically during MapForce Sener installation; to check if registration was successful,
see About the COM Interface).

Option Explicit

'Create a MapForce Server object; use "MapForce_x64.Server" if you want to
use the 64-bit installation

Dim objMFS

Set objMFS = WScript.GetObject( "", "MapForce.Server" )

'Set a working directory - used as a base for relative paths
0bjMFS.WorkingDirectory = "C:\temp"

'Default path to the MapForce Server executable is the installation path
(same dir with the MapForceServer.dll)

"In case you moved the binaries on the disk, you need to explicitly set the
path to the .exe file

"objMFS.ServerPath = "C:\Program Files (x86)\Altova\MapForceServer2017\bin
\MapForceServer.exe"

'Prepare the parameters, if your mapping uses parameters
"Call objMFS.AddParameter( "testparaml"™, "value 1" )
' Run the mapping; input and output paths are stored inside the MFX file
NOTE Please adapt the path to the input file in order to run the sample
If ( objMFS.Run( "C:\Program Files (x86)\Altova\MapForceServer2017\etc
\Examples\CompletePO.mfx" ) ) Then

WScript.Echo( "Success - finished execution" )

Else
WScript.Echo( objMFS.LastExecutionMessage )
End If
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6.4.5

Visual Basic
The following example illustrates how to run a mapping execution file (.mfx) from Visual Basic
code.

Before testing this example, ensure the following prerequisites are met:

e MapForce Sener is installed and licensed
e A reference to the MapForce Sener DLL has been added in your Visual Studio project
(see About the .NET Interface).

Option Explicit On
Module Program
Sub Main()

'Create a MapForce Server object; use "MapForce_x64.Server" if you
want to use the 64-bit installation

Dim objMFS As Altova.MapForceServer.Server = New
Altova.MapForceServer.Server

'Set a working directory - used as a base for relative paths
0bjMFS.WorkingDirectory = "C:\temp"

'Default path to the MapForce Server executable is the installation
path (same dir with the MapForceServer.dll)

"In case you moved the binaries on the disk, you need to explicitly
set the path to the .exe file

'objMFS.ServerPath = "C:\Program Files (x86)\Altova
\MapForceServer2017\bin\MapForceServer.exe"

'Prepare the parameters, if your mapping uses parameters
'0objMFS.AddParameter( "testparaml", "value 1" )

Run the mapping; input and output paths are stored inside the MFX
file
' NOTE Please adapt the path to the input file in order to run the
sample
If (objMFS.Run("C:\Program Files (x86)\Altova\MapForceServer2017\etc
\Examples\CompletePO.mfx")) Then
System.Console.WriteLine("Success - finished execution")
Else
System.Console.WriteLine(objMFS.LastExecutionMessage)
End If
End Sub

End Module

© 2017 Altova GmbH

Altova MapForce Server 2017



66 MapForce Server API Code Examples

6.4.6 Visual Basic for Applications (VBA)

Microsoft Visual Basic for Applications (VBA) is primarily used for automating tasks in Microsoft
Office. Howewer, it is also possible to call the MapForce Server API from VBA and execute
mappings. The following instructions have been tested on MapForce Server and the VBA for
Microsoft Office 2013. Instructions may differ if you are using another VBA development
environment.

Prerequisites

Before you can call the MapForce Server API functions from your VBA project, note the following
prerequisites:

1. Microsoft Office and MapForce Server must be installed on the same machine.

2. The architecture of MapForce Server (32-bit or 64-bit) must match that of Microsoft Office.
For example, if you run VBA on Microsoft Office 32-bit, make sure that you use
MapForce Sener 32-bit. To find out whether your Office product runs on 64-bit, click the
File tab, click Account, and then click "About Excel" (or "About Word").

3. The MapForce Senver library must be referenced from your VBA project (see instructions
below).

How to add a reference to the MapForce Server Library from your VBA project

1. In a macro-enabled Microsoft Office document (.docm, .xIsm), on the Developer tab,
click Visual Basic.

By default, the Developer tab is not enabled in Microsoft Office. To enable the
Developer tab in an Office 2013 program, right-click the ribbon and select
Customize the Ribbon from the context menu. Then, in the Options dialog box,
select the Developer check box under "Main Tabs".

2. Inthe VBA dewelopment environment, in the Tools menu, click References.
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Available References:

[ LocationApi 1.0 Type Library

["1Macro Hierarchy Type Library

["1Macro Hierarchy Type Library

["1Macro Hierarchy Type Librar Browse...
MapForce Server 1.1 Type Library

[IMeetingJoinAx 1.0 Type Library

[“Imicaut 1.0 Type Library

[ IMicrosoft Access 15.0 Object Library

[ I Microsoft Actions 2.0 Type Library

[IMicrosoft ActiveMovie Contral

["1Microsoft ActiveX Data Objects (Multi-dimensional) 2.
[IMicrosoft ActiveX Data Objects (Multi-dimensional) &.
[ Microsoft ActiveX Data Objects 2.0 Library

[T TMirrasnft Active¥ Nata Ohiects 2.1 |ibrary

<

v

—MapForce Server 1,1 Type Library

Location:  C:'Program Files (x86)\Altova\MapForceServer 2016 hin \MapF
Language: Standard

3. Click to select the MapForce Server Type Library.

How to call the MapForce Server API

Once you have added a reference to the MapForce Senver Library in your VBA project, you can
enter the VBA code in the Code Editor window. For example, the following sample code calls
MapForce Server and runs a mapping executable file (mapping.mfx) that takes an input

parameter called "outfile" having the value "output.csv'.

Sub RunMappi ng()

Create a new i nstance of the MapForce Server
Di m obj MF'S As New MapFor ceSer ver Li b. Server
Wth obj MFS
Set the working directory
" (used as base if the nmappi ng has rel ati ve paths)
.WrrkingD rectory = "C \tenp\"
" If the mapping has paraneters, supply them
Cal| .AddParaneter("outfile", "output.csv")
Run t he nmappi ng
.Run ("C:\tenp\ mappi ng. nf x")
End Wth

End Sub

Press F5 to debug the VBA code and run the mapping.
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Sub RunMapping()

' Create a new instance of the MapForce Server

Dim objMFS &= WNew MapForceSerwverLib.Server
With objMF3

' Set the working directory

' {(used as base if the mapping has relative paths

.WorkingDirectory = "C:‘\tempi™
' If the mapping has parameters,
Call .&ddParameter ("outfile"™,

supply them
"output.csv")
Run the mapping
LRun ("C:\temp\mapping.mfx")
End With
End Sub

o
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6.5 APl Reference (COM, .NET)

This section provides general reference to the MapForce Server API elements (such as interfaces
and methods) applicable to code written for the COM or .NET platforms.
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6.5.1 Interfaces
The MapForce Sener API exposes the following interface:
e ISener
IServer Interface

Purpose

The | Server interface creates a new MapForce Server object instance, and provides access to
the MapForce Server engine. The | Server interface has the following members:

e Methods
e Properties
Methods

AddParameter method
Assigns a value to a parameter defined in the mapping.

v C#

voi d AddPar aneter(string bstrNane, string bstrVal ue)

* C++

HRESULT AddParaneter([in] BSTR bstrNane, [in] BSTR bstrVal ue );

* VB
Sub AddPar anet er (ByVal bstrNanme As String, ByVal bstrValue As String)

ClearParameterList method
Clears the list of parameters.

v C#

voi d O ear Par anet er Li st ()

* C++

HRESULT d ear Par aneterList();

* VB

Sub d ear Par anet er Li st ()
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GetOutputParameter method

Gets the string output generated by the last r un command. Returns null if no output was
generated. This function requires a string parameter which identifies the name of the
output component in MapForce.

- C#

string Get Cut put Paraneter(string bstrNane)

* C++

HRESULT Get Qut put Paraneter([in] BSTR bstrName, [out, retval] BSTR*
pbstrVal ue );

* VB
Functi on Get Qut put Par anmet er (bstrNane As String) As String

Run method

Executes a MapForce Sener Execution file (.mfx file). Returns TRUE in case of success;
FALSE otherwise.

v C#
bool Run(string bstrMppi ngPat h)

* C++
HRESULT Run( [in] BSTR bstr NMappi ngPath, [out, retval] VAR ANT_BOOL*
pbSuccess );

* VB

Functi on Run(ByVal bstrMappi ngPath As String) As Bool ean

Properties

APIMajorVersion property

Gets the major version of the MapForce Sernver API. This can be different from the product
version if the APl is connected to another sener.

- C#
int APl Maj orVersion { get; }

* C++

HRESULT API Maj or Versi on([out, retval] |INT* pnVal);

© 2017 Altova GmbH Altova MapForce Server 2017



72 MapForce Sener API API Reference (COM, .NET)

~ VB
ReadOnly Property API Maj or Versi on As | nteger

APIMinorVersion property

Gets the minor version of the MapForce Sernver API. This can be different from the product
version if the APl is connected to another senver.

v C#
int APl M norVersion { get; }

* C++

HRESULT API M nor Version([out, retval] INT* pnVal);

* VB

ReadOnly Property APl M nor Version As | nteger

APIServicePackVersion property

Gets the senice pack version of the MapForce Server API. This can be different from the
product version if the APl is connected to another server.

v C#
i nt APl Servi cePackVersion { get; }

* C++

HRESULT API Servi cePackVersion([out, retval] |INT* pnVval);

* VB
ReadOnly Property API Servi cePackVersion As | nteger

Is64Bit property
Returns TRUE if the MapForce Sener engine is a 64-bit executable.

- C#
bool 1s64Bit { get; }

* C++

HRESULT |s64Bit([out, retval] VAR ANT_BOOL* pbVval);

* VB
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ReadOnly Property 1s64Bit As Bool ean

LastExecutionMessage property

b

Gets the message received during the last Run command.

C#

string Last Executi onMessage { get; }

C++

HRESULT Last Executi onMessage([out, retval] BSTR* pbstrResult );

VB

ReadOnly Property Last Executi onMessage As String

MajorVersion property

Gets the major version of the product (for example, "16" for Altova MapForce Sener 2014
r2 spl (x64)).

C#

int MajorVersion { get; }

C++

HRESULT Maj or Versi on([out, retval] INT* pnVal);

VB

ReadOnly Property Maj orVersion As | nteger

MinorVersion property

Gets the minor version of the product (for example, "2" for Altova MapForce Server 2014
r2 spl (x64)).

- C#
int MnorVersion { get; }
* C++
HRESULT M nor Versi on([out, retval] INT* pnVal);
~* VB
ReadOnly Property M norVersion As |nteger
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ProductName property
Gets the name of the product (for example, "Altova MapForce Server" for Altova
MapForce Sener 2014 r2 spl (x64)).
v C#
string Product Nane { get; }
* C++
HRESULT Product Nane([out, retval] BSTR* pstrVal);
~ VB
ReadOnly Property ProductNane As String
ProductNameAndVersion property
Gets the complete nhame and version of the product (for example, "Altova MapForce
Server 2014 r2 spl (x64)").
v C#
string Product NaneAndVersion { get; }
* C++
HRESULT Product NaneAndVersi on([out, retval] BSTR* pstrVal);
* VB
ReadOnly Property Product NaneAndVersion As String
ServerPath property
Gets or sets the path of the MapForce Sener executable.
v C#
string ServerPath { set; get; }
* C++
HRESULT ServerPath([in] BSTR bstrServerFile );
HRESULT ServerPath([out, retval] BSTR* pbstrServerFile );
* VB
Property ServerPath As String
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ServicePackVersion property

Gets the senice pack version of the product (for example, "1" for Altova MapForce Server
2014 r2 spl (x64)).

- C#

int ServicePackVersion { get; }

* C++

HRESULT Servi cePackVersi on([out, retval] |NT* pnVal);

* VB
ReadOnly Property Servi cePackVersion As | nteger

WorkingDirectory property

Gets or sets the current directory for running jobs (relative paths will be evaluated against
the working directory).
v C#
string WorkingDirectory { set; get; }

* C++

HRESULT Wor ki ngDirectory([in] BSTR bstrWrkingD rectory );
HRESULT Wor ki ngDirectory([out, retval] BSTR* pbstrWrkingDirectory );

* VB
Property WorkingDirectory As String
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6.6 APl Reference (Java)

This section provides general reference to the MapForce Server API elements (such as classes
and methods) applicable to code written for the Java platform.
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6.6.1 Package com.altova.mapforceserver

The package com al t ova. mapf or ceser ver consists of the following classes:

e MapForceSener Class
e MapForceSenerException Class

MapForceServer Class

Purpose

The MapFor ceServer class creates a new MapForce Sener object instance, and provides access
to the MapForce Sener engine.

Methods

addParameter method

Assigns a value to a parameter defined in the mapping.

public void addParaneter(java.l ang. String nang,
java.lang. String val ue)

clearParameterList method

Clears the list of parameters.

public void cl earParaneterLi st ()

getAPIMajorVersion method

Gets the major version of the MapForce Senver API. This can be different from the product
version if the APl is connected to another senver.

public int get APl Maj or Versi on()

getAPIMinorVersion method

Gets the minor version of the MapForce Sener API. This can be different from the product
version if the APl is connected to another senver.

public int get APl M nor Version()
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getAPIServicePackVersion method

Gets the senice pack version of the MapForce Server API. This can be different from the
product version if the API is connected to another server.

public int getAPI Servi cePackVer si on()

getLastExecutionMessage method

Gets the message received during the last Run command.

public java.lang. String getLast Executi onMessage()

getMajorVersion method

Gets the major version of the product (for example, "16" for Altova MapForce Serner 2014
r2 spl (x64)).

public int getMjorVersion()
t hr ows MapFor ceSer ver Excepti on

getMinorVersion method

Gets the minor version of the product (for example, "2" for Altova MapForce Server 2014
r2 spl (x64)).

public int getM norVersion()
t hrows MapFor ceServer Excepti on

getOutputParameter method
Gets the string output generated by the last r un command. Returns null if no output was

generated. This function requires a string parameter which identifies the name of the
output component in MapForce.

public String getCutputParaneter( String name )

getProductName method

Gets the name of the product (for example, "Altova MapForce Server" for Altova
MapForce Sener 2014 r2 spl (x64)).

public java.lang. String get Product Nane()
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t hr ows MapFor ceSer ver Excepti on

getProductNameAndVersion method

Gets the complete hame and version of the product (for example, "Altova MapForce
Server 2014 r2 spl (x64)").

public java.lang. String get Product NaneAndVer si on()
t hr ows
MapFor ceSer ver Excepti on

getServicePackVersion method

Gets the senice pack version of the product (for example, "1" for Altova MapForce Server
2014 r2 spl (x64)).

public int getServi cePackVersion()
t hrows MapFor ceSer ver Excepti on

is64Bit method

Returns t r ue if the MapForce Sener engine is a 64-bit executable.

publ i c bool ean is64bit ()
t hrows MapFor ceSer ver Excepti on

run method

Executes a MapForce Sener Execution file (.mfx file). Returns t r ue in case of success;
f al se otherwise.

publ i c bool ean run(java. | ang. Stri ng nappi ngPat h)
t hrows MapFor ceSer ver Excepti on

setServerPath method

Sets the path of the MapForce Server executable.

public void setServerPat h(java.lang. String serverFile)

setWorkingDirectory method

Sets the current directory for running jobs (relative paths will be evaluated against the
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working directory).
public void setWrkingD rectory(java.lang. String worki ngDi rect ory)

MapForceServerException Class

Purpose

The MapFor ceSer ver Except i on class provides programmatic access to exceptions thrown by
the MapFor ceSer ver class.

public class MapForceServerException extends Exception
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Digital Certificate Management

Digital certificate management is an integral part of secure data exchange between a client
computer and a Web sener. Since mappings can be executed not only on Windows by
MapForce, but also on a Windows, Linux or Mac sener by MapForce Sener (either standalone or
in FlowForce Server execution), this section deals with managing HTTPS certificates on various
platforms.

In the context of secure HyperText Transport Protocol (HTTPS), it is important to distinguish
between sener and client certificates.

Server certificates

A sener certificate is what identifies a server as a trusted entity to a client application such as
MapForce. The sener certificate may be digitally signed by a commercial Certificate Authority, or
it may be self-signed by your organization. In either case, while designing the mapping in
MapForce, you can specify the following settings:

e Whether the server certificate must be checked.
e Whether the request must proceed if a mismatch has been detected between the name
certificate and the name of the host.

These settings are available on the HTTP Security Settings dialog box of MapForce. When you
enable server certificate checks, consider the following:

e [fyou are calling a Web sernver whose certificate is signed by a trusted Certificate
Authority, your operating system will likely be already configured to trust the server
certificate, and no additional configuration is necessary.

e [fyou are calling a Web server which provides a self-signed certificate (for example, a
local network server within your organization), you will need to configure your operating
system as well to trust that certificate.

In most cases, you can check the lewvel of trust between your operating system and the Web
senver by typing the URL of the Web senice in the browser's address bar. If the server is not
trusted, or if your operating system is not configured to trust the senver, your browser will display
a message such as "This connection is untrusted”, or "There is a problem with this website's
certificate". Note that you cannot use the browser to check the lewel of trust with a Web senver if
the browser uses a certificate database other than that of the operating system (for example,
Firefox 35.0.1 on Ubuntu 14.04).

On Windows, you can establish trust with the server by following the browser's instructions and
importing or installing the required certificates into your system's Trusted Root Authorities store
(see Trusting Sener Certificates on Windows ). On Mac, you can do the equivalent operation in
Safari (see Trusting Senver Certificates on Mac ). For instructions applicable to Linux, see Trusting
Sener Certificates on Linux.

Client certificates

While server certificates are used to identify a sener as a trusted entity, client certificates are
primarily used to authenticate the caller against the Web sener. If you intend to call a Web senver
which requires client certificates, you may need to contact the administrator of the Web server for
the client configuration instructions. Taking IIS (Internet Information Senices) as an example, the
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Web server may be configured to handle HTTPS and client certificates in one of the following
ways:

e Require HTTPS and ignore client certificate
e Require HTTPS and accept client certificate
e Require HTTPS and require client certificate

The success or failure of the Web senice request depends both on the configuration of the Web
server and the client application. For example, if the Web sener is configured to require a client
certificate, then, for the call to be successful, the calling application must present a valid client
certificate.

From a MapForce perspective, the same is true for mappings which include Web senice calls
through HTTPS. In particular, to run such mappings successfully, it is assumed that the Web
server has been configured to accept or require the client certificate, and that the operating
system where the mapping runs provides the correct client certificate to the Web server.

The diagram below illustrates a scenario where a client certificate used in MapForce is transferred
to a Linux server running MapForce Sener. Once the certificate has been transferred to the target

operating system, MapForce Sener can use it to authenticate itself against the Web server and
execute the mapping successfully.

Web server

MapForce '
| | Step 1: Deploy mapping
|
|
|

v | | Step 2: Transfer certificate

|
|
|

Windows Linux = ———————

MapForce Server

)

Deploying mappings with client certificates to another computer

For HTTPS authentication in Web senice calls, MapForce is capable of using Transport Layer
Security (TLS) on top of HTTP, which is the successor of Secure Sockets Layer (SSL) protocol.
Note that fallback to SSL may occur if either the client implementation or the server does not
support TLS.

To support Web calls with client certificate authentication on multiple platforms, MapForce (and
MapForce Seneer) relies on the certificate management implementation of each platform, thus
ensuring that certificate management is always in the scope of the underlying operating system.
Each operating system provides different support for certificate management, as shown in the
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table below.

Platform Certificate management and implementation

Windows On Windows, you can manage certificates using the Certificate
snap-in (see Accessing the Certificate Stores on Windows).

TLS support is available through the Secure Channel (also known
as SChannel) library.

Linux On Linux, you can manage certificates using the OpenSSL
(openssl ) command line tool and library. If OpenSSL support is not
already available on the Linux machine where MapForce Senr is
installed, you will need to download and install it before you can
manage certificates.

TLS support is available through the OpenSSL library (https://
www.openssl.org/).

Mac On Mac, you can manage certificates using the Keychain Access
Manager, located under Finder > Applications > Utilities.

TLS support is provided by the Secure Transport library native to the
operating system.

If you execute the mapping on a Windows operating system where you can already successfully
consume the same Web senice that you intend to call from MapForce, no additional certificate
configuration is normally required (for the conditions to run the mapping successfully on Windows,
see Client Certificates on Windows). Howeer, if you design mappings with MapForce on a
Windows computer, and then deploy them to another computer (which may run a different
operating system), the client certificate is not stored or copied together with the deployed
package. For the Web senice call (and the mapping) to execute successfully, the client
certificate must exist on the target operating system as well.

To transfer a certificate from a Windows system to another Windows-based computer, export the
required certificate (with private key) from the source system (see Exporting Certificates from
Windows). Then import the same certificate to the Current User\Personal store on the target
operation system (see Client Certificates on Windows).

For instructions on how to transfer client certificates to the Linux and Mac platforms, see Client
Certificates on Linux and Client Certificates on Mac, respectively.
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7.1  Trusting Server Certificates on Linux

To establish trust with a Web server on Linux, obtain the certificate file of the Web server, copy it
to the system's certificate store, and then update the latter (see instructions below). One of the
ways to obtain the server certificate is by using the Firefox browser, as shown in the example
below.

Perform the following steps only if you are sure of the authenticity of the Web server
certificate.

Debian, Ubuntu

1. Copy the certificate file of the Web senver to the following directory.

sudo cp /home/ downl oads/ server_cert.crt /usr/local/share/ca-
certificates/

2. Update the certificate store as follows:

sudo update-ca-certificates

Cent OS

1. Install the ca-certifi cates package:
yuminstall ca-certificates

2. Enable the dynamic certificate authority configuration feature:
updat e-ca-trust enabl e

3. Copy the server certificate to the following directory:
cp server_cert.crt /etc/pki/ca-trust/source/ anchors/

4. Use the command:

updat e-ca-trust extract

Example: Exporting the certificate of the Web server with Firefox on Ubuntu

1. Run Firefox and access the URL of the Web sener.
2. When prompted with the message "This connection is untrusted”, click Add Security
Exception.
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Add Security Exception

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not
ask you to do this.

Server

Location: Get Certificate

Certificate Status

This site attempts to identify itself with invalid
information.

Unknown Identity

View...

Certificate is not trusted, because it hasn't been verified by a
recognized authority using a secure signature.

& Permanently store this exception

Confirm Security Exception Cancel

3. Click View.
4, Click the Details tab.
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B Certificate Viewer:

General | Details

Certificate Hierarchy

Certificate Fields
r
¥Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
*Validity
Mot Before
Mot After
Subjeck

vsubject Public Key Info
Field value

Export...

Close

5. Click Export and sawe the certificate file to a local directory.
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7.2  Trusting Server Certificates on Mac

To establish trust with a Web server using Safari:

Perform the following steps only if you are sure of the authenticity of the Web server
certificate.

1. In the browser address bar, enter the HTTPS address of the Web sener.
2. When prompted to connect to the website, click Show Certificate.

Safari can’t verify the identity of the website

The certificate for this website is invalid. You might be connecting to a
@ website that is pretending to be “vietwss02", which could put your
L. confidential information at risk. Weuld you like to connect to the website
anyway'?
? Show Certificate Cancel Continue

3. Select the option Always trust {certificate} when connecting to {website}.
4. Click Continue and enter your password when prompted.
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7.3  Trusting Server Certificates on Windows

To establish trust with a Web server using Internet Explorer 11:

Perform the following steps only if you are sure of the authenticity of the Web server
certificate.

=

In the browser address bar, enter the HTTPS address of the Web senver.
Click Continue to this website (not recommended).
3. Click the Certificate error area, and then click View certificates.

N

G' |:§ https://localhost/ D ~ & Cerificate error & ”

4. Click Install Certificate.

g

Certificate @

General |De13ils I Certification Path

g Certificate Information

This certificate is intended for the following purpose(s)
*» Ensures the identity of a remote computer

Issued to:

Issued by:

Valid from 1/ 14/ 2015 to 1/ 14/ 2016

Install Certificate...| | Issuer Statement

5. Click Next.
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i =

Certificate Import Wizard @

Welcome to the Certificate Import
Wizard

- This wizard helps you copy certificates, certificate trust
. @_‘ lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

ack Mext = ] I Cancel

6. Choose to select a store manually.
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-

Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(7 Automatically select the certificate store based on the type of certificate
i@ Place all certificates in the following store

Certificate store:

Browse...

Learn mare about certificate stores

« Back ” Mext = ][ Cancel

7. Browse for the Trusted Root Certification Authorities, and then click OK.

-

s

Select Certificate Store @

Select the certificate store you want to use.

»

1| Personal

'
| Enterprise Trust |
| Intermediate Certification Autharities

| Trusted Publishers

Nl Intriicted Cartifirates
I I

[..m

[ show physical stores

oK ] [ Cancel

8. When prompted to confirm your action, click OK.
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7.4  Accessing the Certificate Stores on Windows

On Windows, you can manage certificates either from the Certificates Microsoft Management
Console (MMC) snap-in, or from Internet Explorer.
To open the Certificates snap-in (for the current Windows user):

e Runcertngr. nsc at the command line.

To open the certificate management dialog box in Internet Explorer:

1. On the Tools menu, click Internet Options.
2. Click the Content tab, and then click Certificates.
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7.5 Exporting Certificates from Windows

For mappings that call Web senices through HTTPS and are deployed to a Mac or Linux server

running MapForce Server or FlowForce Senver, the same client certificate must be available on the

non-Windows operating system as the one used on Windows to design and test the mapping. To
execute such mappings on a non-Windows operating system with MapForce Senver, export the
required certificate with private key from Windows and then import it into the target operating

system.

To export a certificate with private key from Windows:

1. On Windows, open the Certificates snap-in (see Accessing the Certificate Stores on
Windows).

2. Right-click the certificate that you want to export, point to All Tasks, and then click
Export.

3. Click Next.

e

Certificate Export Wizard

=]

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept,

To continue, didk Next.

= Back Mext = ] | Cancel

-

4. Choose to export from Windows the certificate together with its private key, and then

cli

ck Next.
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i "

Certificate Export Wizard @

Export Private Key
You can choose to export the private key with the certificate,

Private keys are password protected. If you want to export the private key with the
certificate, you must type a passward on a later page.

Do you want to export the private key with the certificate?

@ Yes, export the private key:

" Mo, do not export the private key

Learn more about exporting private keys

« Back ” Mext = ]I Cancel

5. Choose the Personal Information Exchange - PKCS #12 (.pfx) file format, and then click
Next.
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-

Certificate Export Wizard @

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER. encoded binary ¥. 502 {CER)
Base-54 encoded X.509 (.CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates ((P7E)
Indude all certificates in the certification path if possible

i@ Personal Information Exchange - PKCS £12 (.PFX)
Incude all certificates in the certification path if possible

[T Delete the private key if the export is successful

[ |Export all extended properties;

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

« Back “ Mext = ][ Cancel

Note: Make sure not to select the option Delete the private key if the export is successful,
otherwise you will not be able to make use of the certificate after it is exported.

6. Enter a password, and then click Next. You will need this password after you copy the
certificate to the target operating system.
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* "

Certificate Export Wizard @

Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

Type and confirm password (mandatory):

« Back ” Mext = ]I Cancel

7. Browse for the location of the file to export, and then click Next.
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* "

Certificate Export Wizard @

File to Export
Specify the name of the file you want to export

File name;

| Browse...

8. Click Finish.
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-

Certificate Export Wizard @

Completing the Certificate Export
Wizard

P You have successfully completed the Certificate Export
" wizard.

L You have spedified the following settings:
[rewore  Cus
Export Keys Yes
Incude all certificates in the certification path  Yes
File Format Person;

4 L k

« Back ][ Finish ] [ Cancel
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7.6

Client Certificates on Linux

If your mappings include Web senice authentication through HTTPS by means of client
certificates, follow these steps to deploy such mappings to a Linux machine running MapForce
Sener:

1. Inthe HTTP Security Settings dialog box, click Client Certificate, and then select the

required certificate from the Current User\Personal store on Windows .

Sawve and deploy the mapping to the target operating system.

3. Transfer the client certificate required by the Web senice call to the target operating
system. Make sure that the certificate has a private key, and that the Enhanced Key
Usage property of the certificate includes "Client authentication" as purpose.

N

To transfer the client certificate to Linux:

1. Export the client certificate with private key from Windows, in the Personal Information
Exchange - PKCS #12 (.pfx) file format (see Exporting Certificates from Windows).
Copy the certificate file to the Linux machine.

3. Conwert the .pfx file to .pem format using the command:

N

openssl pkcsl2 -in cert.pfx -out "John Doe. penf -nodes

This command parses the .pfx file and outputs a .pem file, without encrypting the private
key. Certificates with an encrypted private key prompt for password and are not supported
in server execution.

Executing the mapping

To instruct MapForce Sener to use the .pem file as client certificate, set the - -
certificatespat h parameter when running the mapping. The --certi fi cat espat h parameter
defines the path of the directory where all certificates required by the current mapping are stored.
For example, if the certificate file path is / hone/ John/ John Doe. pem then --certifi catespath
must be set to / hone/ John.

By default, if the - - certi fi cat espat h parameter is not provided, MapForce Server looks for
certificates in the directory $HOVE/ . confi g/ al t ova/ certi fi cates of the current user.

For the mapping to execute successfully, the certificate file is expected to have the
.pem extension and the file name must match the Common Name (CN) of the
certificate, including spaces (for example, John Doe.pem). If the CN contains a
forward slash ( /), it must be replaced with an underscore ( _ ) character.

If you intend to execute the mapping as a FlowForce Server job, copy the certificate file to the
$HOMVE/ . confi g/ al toval certificates directory. When running the job, FlowForce Server will
use this directory to look for any certificate files required by the mapping.

For security considerations, make sure that certificate files are not readable by other
users, since they contain sensitive information.
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7.7 Client Certificates on Mac

If your mappings include Web senice authentication through HTTPS client certificates, follow
these steps to deploy such mappings to a OS X running MapForce Server:

1.

In the HTTP Security Settings dialog box of MapForce, click Client Certificate, and then
select the required certificate.

If the certificate name does not match exactly the host name of the server, select Allow
name mismatch between certificate and request.

Sawve and deploy the mapping to the target operating system .

Transfer the client certificate required by the Web senice call to the target operating
system. Make sure that the certificate has a private key, and that the Enhanced Key
Usage property of the certificate includes "Client authentication" as purpose.

To transfer the client certificate to Mac:

H~w

Export the client certificate with private key from Windows, in the Personal Information
Exchange - PKCS #12 (.pfx) file format (see Exporting Certificates from Windows) and
copy the .pfx file to the Mac.

If this hasn't been done already, make sure that the operating system trusts the server
certificate (see Trusting Senver Certificates on Mac OS ).

Run Keychain Access from Finder > Applications > Utilities.

On the File menu, click Import Items.

Browse for the the client certificate exported from Windows in step 1 and select a
destination keychain.

Click Open and enter the password with which the certificate was encrypted.

Executing the mapping
You are now ready to run the mapping using the MapForce Server r un command. Note the
following:

If you execute the mapping remotely through SSH, first unlock the keychain with the
security unl ock-keychai n command.

If you execute the mapping through the Mac OS graphical user interface, when prompted
to allow MapForce Server access to the keychain, click Allow.

mapforceserver wants to sign using key
“arivateKey" in your keychain.

The authenticity of “mapforceserver” cannot be verified. Do
you want to allow access to this item?

? Always Allow Deny Allow
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7.8 Client Certificates on Windows

When you run on Windows a mapping which requires client certificates, the conditions to run the
mapping successfully are as follows:

e The client certificate must exist in the Current User\Personal certificate store (also
referred to as the My store). For the certificate to exist in this store, it must be imported
through the Certificate Import Wizard. For instructions, see http://
windows.microsoft.com/en-us/windows/import-export-certificates-private-
keys#1TC=windows-7.

¢ The certificate must hawe a private key.

e The Enhanced Key Usage property of the certificate must include "Client authentication"
as purpose.

I =

Certificate @

Details | Certification Path

Show: [<.|5.JI:=v v]
Field Value o
DBasic Constraints Subject Type=CA, Path Lengt...
DK@; Usage Certificate Signing, Offdine CR...
I:lThumI:uprint algorithm shal
|:=| thumbprint 42 b6 d5 78 49 9b 1ccF 5F 58 ...
I:lFriendIy name Verisign
. Enhanced key usage (prope... Server Authentication, Client ...
. Extended Validation [1]Certificate Policy:Policy Ide... —

Server Authentication
Client Authentication
Secure Email

Code Signing

Edit Properties. .. ] [ Copy to File. .. ]

Learn mare about certificate details

In the current version of MapForce, due to a limitation of the library used by MapForce, Windows
will select the required certificate automatically from the certificate store when you run the
mapping. The mapping will execute successfully if, after filtering the Current User\Personal
certificate store, the server finds a suitable certificate. Note that the HTTPS authentication (and
the certificate selection operation) is managed by Windows and is not controlled by MapForce or
MapForce Sener. In some cases, if multiple certificates exist in the Current User\Personal

© 2017 Altova GmbH Altova MapForce Server 2017


http://windows.microsoft.com/en-us/windows/import-export-certificates-private-keys#1TC=windows-7
http://windows.microsoft.com/en-us/windows/import-export-certificates-private-keys#1TC=windows-7
http://windows.microsoft.com/en-us/windows/import-export-certificates-private-keys#1TC=windows-7

102 Digital Certificate Management Client Certificates on Windows

store, an unsuitable certificate may be selected automatically by the operating system, which
causes the mapping execution to fail. This situation can be awided by limiting the number of
certificates available in the Current User\Personal store.
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