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8 Introduction

1 Introduction

FlowForce Server is a cross-platform software solution that enables you to automate XML/XBRL-processing
tasks, data mappings, data transformations, common server tasks, and many other tasks. FlowForce Senver
has a Web interface that allows you to create, administer, and modify jobs. The Web interface also enables
you to create and manage users and roles, define privileges and permissions, and configure various other
settings. FlowForce Sener continuously checks for trigger conditions, starts and monitors job execution, and
logs all system- and job-related activities. FlowForce Sener is available on Windows, Linux, and macOS.

=
{ @ FlowForce®
- SERVER

You can integrate FlowForce Server with other Altova products, which will enable you to automate various data-
processing tasks:

e For example, you can deploy MapForce mappings and StyleVision transformations directly to
FlowForce Sener, which allows converting your data transformations to flexibly configurable jobs.

e To run jobs created from deployed MapForce mappings and StyleVision transformations, FlowForce
Senver calls MapForce Senver and StyleVision Sener, respectively.

e You can also configure RaptorXML Server and RaptorXML+XBRL Server tasks as FlowForce Server job
steps. This will enable you to validate XML and JSON files, XBRL instance documents and XBRL
taxonomies, and perform XSLT and XQuery operations.

With FlowForce Server, you can also create and automate common server tasks, such as sending emails,
managing files on the local system or network, running shell scripts, and others. FlowForce Serer Advanced
Edition can send and accept AS2 messages and supports the distributed execution of jobs on multiple servers
running as a cluster.

Last updated: 17 March 2025
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Introduction New Features 9

1.1 New Features

This section describes new features of each FlowForce Sener release. For more details, see the respective
subsection.

111 Version 2025

Version 2025 Release 2

e The/systen ftp functions now support a more secure option for explicit FTPS. For more information,
see the functions in the / system ft 9 container.

e On object import, you can now change the user name and password for password credentials @ and
local credentials in jobs. For details, see Import.

e Internal updates and optimizations.

Version 2025

e It is now possible to give priority to jobs in a queue (Advanced Edition).
e Internal updates and optimizations.

1.1.2 Version 2024

Version 2024 Release 2

e The Setup page has been enhanced to allow users to customize the data directory before creating
instance data and installing senices. This makes the setup procedures more flexible and user-friendly.
For details, see Configuration via Setup Pagem.

e When you deploy your MapForce mapping to FlowForce Server, you can choose to attach the mapping
files for later retrieval. This will prevent you from losing your mapping files and enable you to download
them at any time. For details, see Deploy Mappings to FlowForce Server<=,

e The Error/Success-Handling step now enables you to set a timeout that will abort ﬁb step if it is not
successful after the specified time. For details, see Error/Success-Handling Steps ==,

e It is now possible to add a Resume step inside a protected block, which allows continuing execution
even after an error has occurred. For more details, see Error/Success-Handling Steps =1

e New expression functions have been introduced to create the result that an error-handling block should
return. For details, see Result Functions €.

e Internal updates and optimizations.

Version 2024

e FlowForce Server now allows you to send a test email to test SMTP_parameters &),

e The Client Credentials, Password, and Implicit grant types are now supported in OAuth credentials, in
addition to the Authorization Code grant type (Advanced Edition).

e Internal updates and optimizations.

© 2019-2025 Altova GmbH Altova FlowForce Server 2025



10 Introduction New Features

1.1.3 Version 2023

Version 2023 Release 2

e It is now possible to view exported log entries. For more information, see Job Info in Log and

Instance Log.
e Internal updates and optimizations.

Version 2023

e Inthe Execution Steps section (Configuration page), it is now possible to expand or collapse all
execution steps, which might be useful when you want to do a search in the browser or print the page.

e Itis now also possible to expand/collapse information in the wg.

e The system function / systeni sftp/retrieve-w | dcard has a new parameter called Target directory
that specifies where retrieved files will be stored (Flowforce Server Advanced Edition).

e FlowForce Server now allows you to copy over previously set values of function parameters into
parameters of a new step function. For details, see I_nputF%arM.

e FlowForce Serve now displays more detailed information about file triggers on the Active Triggers
and Services page, which gives you more fin&grained control over jobs triggered by file triggers. For
more information, see Monitor Job Execution*,

e Internal updates and optimizations.

1.1.4 Version 2022

Version 2022 Release 2

e A new sevwerity filter called Verbose is now available on the Log View & page. The Verbose messages
can be useful for troubleshooting file system triggers @

Version 2022

e The Running Jobs ® section of the Home page now displays the following job execution details: all
jobs, recently finished, starting, and running jobs.

e A new system function called create-file has been introduced. This function allows you to store
stream content in a file you would like to keep for future use.

115 Version 2021

Version 2021 Release 2

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH



Introduction New Features 11

e The existing FlowForce built-in functions from the /system/ftp library now support options for
connecting to a sener via FTPS (FTP via SSL).

e New FTP functions are available that enable uploading, retrieving, and deleting files on a remote FTP
server using wildcards. Specifically, if you connect to the FTP server through FTP or FTPS, you can
use the functions del et e-wi | dcard, retri eve-w | dcard, and st ore-w | dcard from
the /system/ftp library.

e When creating a file system trigger, you can set the minimum polling interval to 1 second
(previously, the minimum interval was 30 seconds).

e Statistics Detail Page: changes in the color scheme and labeling.

e File Path Functions: '|oin-paths is a new function that allows combining paths supplied as
arguments into one path.

Version 2021

e The Log View @ page has been optimized to load records faster and includes new navigation and
filtering options, as well as the ability to save the current state of the log as a permanent link.

e Anewlog Instance & page is available that is dedicated exclusively to viewing one logged job
instance at a time. From this page, you can export the logged information to a .zip archive in order to
view it later or send it to another party. You can also load previously exported job instances into the
"Log Instance" page and view them for post mortem debugging, for example.

e There are new Logging Settings available that let you configure whether certain logging details
should be stored or skipped for logging purposes. You can also configure the lewvel of logging detail
based on the job outcome. For example, on job failure, you might want to keep full tracing information
in the log, whereas on successful execution you might want to keep only the most basic information.

e You can configure certain logging settings not.only at application lewvel, but also for specific FlowForce

|9

Sener jobs. See Logging rules at object leve

© 2019-2025 Altova GmbH Altova FlowForce Server 2025



12 Introduction

Owveniew

1.2 Overview

Altova website: ¢ Workflow Automation Tool

This topic describes the FlowForce Server architecture. The architecture is illustrated in the diagram below. The
components that are optionally licensed are represented with dashed borders. The FlowForce Server solution

consists of two senvices: FlowfForce Web Server and FlowForce Server. They run as separate senices and can
be configured, started, and stopped separately. The manner in which these two senices are managed depends
on the operating system family (Linux, Windows, or macOS).

FlowForce Web Sener accepts and validates requests from clients (see Clients below) and passes these
requests to FlowForce Server. FlowForce Sener is the core of the FlowForce Server solution and runs as a
background senice without a graphical user interface. FlowForce Server continuously checks for trigger
conditions, starts and monitors job execution, and logs all system- and job-related events. In addition to this,

FlowForce Sener listens to requests for jobs that are exposed as Web senices

FlowForce Web Server handles requests through the Web administration interface where you can create,
modify, and monitor jobs, create users and roles, define privileges and permissions, and configure various
FlowForce settings. FlowForce Web Server accepts HTTP (or HTTPS) connections from the clients described
below. For information about terminology associated with job configuration and execution, see Terminology.

FlowForce Sener can be integrated with other Altova products. For details, see Clients and Integration with

Altova Server Products below.

|
MapForce

Web Browser

w
b4
=
M
<
o,
=]

Server Machine

FlowForce Web Server

&

FlowForce Server

StyleVision Server

RaptorXML Server

Custom Jobs

Altova FlowForce Server 2025
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Clients

The clients from which FlowForce Web Server can accept requests and send them further to FlowForce Server
are described below.

Web browser
A Web browser is used to configure FlowForce Sener jobs and various settings. For an oveniew of the Web
administration interface, see Web Ul Reference ¥,

MapForce Enterprise and Professional editions
MapForce is a data mapping desktop application in which you visually design mappings that transform your

data or conwert it from one format to another. Once you have created your mapping in MapForce, you can
deploy it to FlowForce Server. This will enable you to convert your mapping to a flexibly configurable job. For
example, you can configure a mapping job that will run at a specific time or whenewer a file is added to the
monitored directory.

To run jobs created from MapForce mappings, FlowForce Server calls MapForce Server, whose role is to
actually execute mappings and generate output files. For details about deploying MapForce mappings to
FlowForce Server, see Integration with Altova Products @

StyleVision Enterprise and Professional editions
StyleVision is a desktop application that enables you to visually design reports and forms for XML, database,

and XBRL data. StyleVision enables you to create StyleVision Power Stylesheets (i.e., SPS) that control the
display and entry of data of databases, XML and XBRL documents and specify the output design of an XML
document transformation. Once you have designed your SPS, you can sawe it as a Portable XML Form (PXF)
file that packages the SPS file with its related files and deploy this PXF file to FlowForce Sener. The deployed
file then becomes available for use in any transformation job on the sener.

To execute jobs created from deployed StyleVision transformations, FlowForce Sener calls StyleVision Server,
whose role is to actually execute transformations and produce output files.

For more information about each product, refer to the Altova documentation page

(https://www.altova.com/documentation.html).

Integration with Altova server products

You can integrate FlowForce Server with other Altova sener products. This enables you to automate these
servers' tasks with the help of FlowForce Server. On Windows, the FlowForce Senrver installer comprises
several Altova server products that you can install in addition to FlowForce Senver. On other platforms, the
Altova server products need to be installed separately. For information about each server product, see the
subsections below.

StyleVision Server
StyleVision Server is based on the built-in report and document generation engine developed for StyleVision.

StyleVision Server uses PXF files, which contain StyleVision stylesheets with related files, to render XML,
XBRL, and database data into HTML, RTF, PDF, text, and Microsoft Word files. You can automate business
report and document generation by deploying PXF files to FlowForce Server. This will enable you to run data
transformations as scheduled jobs.

MapForce Server
MapForce Server is based on the built-in data transformation engine developed for MapForce. MapForce Server

© 2019-2025 Altova GmbH Altova FlowForce Server 2025
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14 Introduction Owveniew

performs data transformations, using preprocessed data mappings stored in MapForce Server Execution (MFX)
files. When MapForce Server operates under the management of FlowForce Sener, data mappings are
executed as FlowForce Sener job steps.

RaptorXML Server
RaptorXML Sernver is Altova's third-generation, super-fast XML and XBRL processor, optimized for the latest

standards and parallel computing environments. RaptorXML is available in two editions: RaptorXML Server and
RaptorXML+XBRL Sener. XBRL processing is available only in RaptorXML+XBRL Server.

When you integrate RaptorXML Server and FlowForce Server, RaptorXML Sener's functions become available
as built-in FlowForce Server functions. This means that you can create jobs that validate and check the well-
formedness of XML and JSON documents, XBRL taxonomies and instance files. You can also perform XSLT
transfo&rréations and execute XQuery documents. For more information, see Integration with RaptorXML
Sernver s,

For more information about each product, refer to the Altova documentation page

(https://www.altova.com/documentation.html).

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH
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1.3 Terminology

This topic provides information about basic concepts associated with job execution and access-control
management.

Job A job is a task or a sequence of tasks that will be executed by the server. A job consists of the
following parts (some of them are optional): input parameters, execution steps, triggers,
credentials and various settings.

The degree of complexity of a job can vary, depending on your business needs and
requirements. A job can consist of one step (e.g., performing a MapForce transformation) or
can be configured to perform multiple actions (e.g., creating a directory listing and sending it by
email). For details about job configuration, see Job Configuration.

Job A job instance is not the same as a job. When you configure a FlowForce job on the job

instance configuration page, you create in fact a job configuration. Every time the defined trigger criteria
for a job apply, an instance of the job starts running. Every job instance has an execution result
that can be successful, failed, or interrupted/unknown. For details, see Statistics €.

Trigger When you create %ob, you must specify conditions that will start the job. These conditions are
known as triggers <.

FlowForce Server continuously checks for trigger conditions and executes jobs whenever
specific trigger conditions are met. A job can have multiple triggers. You can enable and
disable triggers when necessary.

Step In FlowForce Sener, steps define what a job must do (e.g., delete a file, execute a MapForce
mapping, send an email). In its simplest form, a st%is an operation with failed or successful
outcome. Each step must execute a step function®™=*. You can create as many steps as
required for your job and set the order in which the steps must be executed. You can also use

the result of a step in other steps.

To find out more about steps, see Job Execution Steps @,

Function In FlowForce Sener, there are two types of functions: (i) step functions and (ii) expression
functions.

A step function defines a particular operation to be performed. Each execution step must have
a step function. For example, the syst eni nai | / send @ function instructs FlowForce Server to
send an email to the specified recipients. The following types of step functions are available:

System functions
StyleVision transformations
MapForce mappings

A job as an execution step of another '|ob

Most step functions have parameters. Parameters can accept different values, including
expressions and expression functions @ Expression functions manipulate values supplied
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as arguments, for example, to join strings (see the concat € function). For an example of a
job that uses expression functions, see Example 2 in the send- ni ne function.

Step result The result of a step defines what is returned after the step has been executed (e.g., a file). You
can use the step result in other execution steps. See Example 1 in the send- nmi ne function,
in which the result of the second step is used in the Message body parameter of the last step.

For more information about step results, see Step Result @

Execution FlowForce Sener enables you to declare the return type of a job. You must specify the return
result type of a job if you want to cache the job result @ Declaring the return type of a job result is
also meaningful if you intend to process the return value of this job in another job.

For more information, see Execution Result.

Credential A credential object is a piece of data that stores authentication information such as usernames
and passwords, certificates, APl keys, tokens, etc. that are used to securely manage and
transmit authentication details and access different senices and resources.

For more information about credentials, see Credentials .

Container  FlowForce Senver manages jobs, credentials, step functions, and other configuration objects in
a hierarchical structure of containers. A container is similar to a folder on an operating system.
Containers can hawe any of the following: jobs, credentials, functions, and other containers. By
setting permissions on a container, you can control who can access the container's contents.

User A user is a person who logs on to FlowForce Server to create and monitor jobs, deploy
MapForce mappings and StyleVision transformations, and configure various settings. The
scope of actions available to users in FlowForce Server depends on the following:

e The permissions and privileges assigned to the users
e The permissions and privileges assigned to the roles that the users are members of

Role A role defines a set of privileges and permissions. It can be assigned to another role or to a
user. A role's privileges automatically become the privileges of any other role or any user that
the role is assigned to. A user can be assigned any number of roles. As a result, a user will
have all the privileges defined in the multiple assigned roles.

Note that privileges are global, whereas permissions are defined per container.

Privilege A privilege is an activity that a user is allowed to carry out (e.g., set a password, read users
and roles, stop any job, etc.). A user can be assigned zero to all of the available privileges. It is
recommended to assign privileges via roles rather than to assign privileges directly to the user.
The assigning of privileges and roles to a user is done by a user that has been assigned this
privilege. Initially, it is the r oot user that has this privilege.
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Permissio  Permissions are access rights and can be set for each container individually. Permissions

n determine which users or roles have access to that container and what kind of access each
user/role has (read, write, use, no access). Permissions can be defined for containers,
configuration objects, credentials, queues, senices, functions, resources, and child containers.
In FlowForce Sener Advanced Edition, permissions can also be set for certificates and AS2
partner objects.

Password A password policy defines a set of minimum requirements that a user password must meet in
policy order to be valid (e.g., a password must be at least N characters long). FlowForce Seners uses
password policies to enable administrators to enforce the complexity of user passwords.
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1.4 Important Paths

After installing FlowForce Server, note the following directories where important files are stored:

e Installation directory (I NSTALLDI R)
e Application-data directory (APPDATADI R)
¢ Instance-data directory (I NSTANCEDI R)

The tables below provide information about the default locations of these directories on different operating
systems.

INSTALLDIR
FlowForce Server installation directory (INSTALLDIR)
Linux / opt/ Al t ova/ Fl owFor ceSer ver 2025/
macOS /usr/local /A toval/ Fl owFor ceServer 2025/
Windows C. \ Program Fi | es\ Al t ova\ Fl owFor ceSer ver 2025\
C\Program Fil es (x86)\ Al tova\ Fl owFor ceSer ver 2025\

APPDATADIR

The application-data directory (table below) contains two configuration files (f | owf or ceserver.ini and

f1 owf or ceweb. i ni ) that enable you to configure global configuration settings (currently, the language used in
sener logs and in error messages).

FlowForce Server application-data directory (APPDATADIR)

Linux /var/opt/ A toval/ Fl owFor ceServer 2025

macOS /var/ Al t oval/ Fl owFor ceSer ver 2025

Windows C.\ Progr anDat a\ Al t ova\ Fl owFor ceSer ver 2025
INSTANCEDIR

The instance-data directories shown below are default paths. You can also select your custom location of the
instance-data directory via the FlowForce Sener Setup pagea.

FlowForce Server instance-data directory (INSTANCEDIR)
Linux /var/opt/ A toval Fl owFor ceServer/ dat a
macOS /var/ Al t oval Fl owFor ceServer/ dat a

Windows C.\ Progr anDat a\ Al t ova\ Fl owor ceSer ver\ dat a

Important information about INSTANCEDIR
Starting with 2024 R2, the default path to the instance-data directory has changed and contains no year
anymore. This is the new recommended naming convention, because in-place upgrades are safer and faster.
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2024 R2 has also introduced a new way of installing sener instances: via the Setup page as opposed to the
installation wizard. The new method provides more control over the location of your instance data. For more

information, see Configuration via Setup Pagem.
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1.5 Security Considerations

XSLT, XPath, XQuery are Turing-complete functional programming languages with local and remote file access
and dynamic execution possibility — therefore, it is recommended to only permit access to them for
transformations and/or file processing in a safe and regulated environment, where one has control over the input
files and can ensure to execute only previously audited scripts. Should there be a need to access them from an
external/public network (or a non-secure sub-network), then it is recommended to limit access with a reverse
proxy that implements user authentication and authorization. Furthermore, it is recommended to run the
process with a separate user account with access control configured at OS-level to restrict access only to
authorized parts of the file system.

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH



Installation and Configuration 21

2 Installation and Configuration

To be able to work with FlowForce Sener, you need first to install it, configure it, and carry out various
administration tasks. For information about these procedures, see the subsections below.

Part 1: Installation and licensing
The installation of FlowForce Sener consists of the following procedures:

Installing FlowForce Server

Installing LicenseSener

Starting LicenseSenver

Registering FlowForce Server with LicenseSener
Assigning a license to FlowForce Sener

SHESESEN .

For more information about these procedures, see Installation and Licensing. The next step is to configure
the server on the FlowForce Sener Setup page (see below).

Part 2: Configuration on Setup page
The FlowForce Server Setup page provides a centralized way of configuring and managing your sener

instances. The configuration of FlowForce Server on the Setup page inwolves the procedures described below.
Some of the procedures are optional (e.g., setting up SSL encryption).

1. Creating a new server instancem

2. Configuring instance parameters@, which includes:
a. Setting ports to connect to FlowForce Server and FlowForce Web Server

b. Setting up SSL encryption
c. Configuring the default time zone
d. Configuring cluster-related settings (Advanced Edition)

3. Installing the senices
4. Starting the senices
Alternatively, you can configure your sener instance via the configuration files and cL® .

After you hawe finished installing and configuring FlowForce Server, you can log in® and carry out various
administration tasks (see below).

Part 3: Administration tasks

Administration tasks involve the procedures described below. These procedures are on-demand tasks that you
can carry out when necessary and in any order.

e Creating and configuring users and roles @
e Configuring basic settings (the default time zone, parameters for the / syst eni nai | / send &

function, directory senice and logging settings)

e Backing up. restoring. mig'rating data %
e Reuvisiting the Setup page &1 case you need to change ports, enable SSL, etc.)
e Localizing FlowForce Server

Next step
After you have completed the configuration procedures described above, you can proceed with job

configuration.
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2.1 Installation and Licensing

This section describes installation, licensing and other setup procedures. It is organized into the following
sections:

e Setup on Windows

e Setup on Linux

e Setup on macOS

e Upgrade FlowForce Server

2.1.1 Setup on Windows

This section describes the installation and licensing of FlowForce Serner on Windows systems. The setup of
FlowForce Server comprises the following procedures:

Installing FlowForce Server

Installing LicenseSener

Starting LicenseSenver

Reaqistering FlowForce Server with LicenseServera
Assigning a license to FlowForce Sener

Configuring a senver instance \via the FlowForce Senver Setup page or configuration ﬁIes

oA~ wNE

In order for FlowForce Server to work, it must be registered and licensed with an Altova LicenseSener on your
local machine or on another machine on your network. If LicenseSener is already installed and running on your
network, you can skip Steps 2 and 3 and proceed with licensing and instance configuration.

Note that you can postpone registration and assigning a license and carry out these tasks within the framework
of or after the configuration of FlowForce Server. Howeer, it is mandatory to register FlowForce Sener first, and
only then will you be able to assign a license to FlowForce Server. Note that assigning a license to FlowForce
Server does not require that FlowForce Server be running; only LicenseServer must be running.

Also note that if you install FlowForce Senver together with LicenseSeneer, LicenseServer will start
automatically after the installation process has successfully finished.

System requirements (Windows)
Note the following system requirements:

e Windows 10, Windows 11
e Windows Server 2016 or newer

Prerequisites
Note the following prerequisites:

e Perform installation as a user with administrative privileges.
e From version 2021 onwards, a 32-bit version of FlowForce Server cannot be installed over a 64-bit
version, or a 64-bit version over a 32-bit version. You must either (i) remowve the older version before
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installing the newer version or (ii) upgrade to a newer version that is the same bit version as your older
installation.

2.1.1.1 Install on Windows

FlowForce Server is available for installation on Windows systems. The broad installation and setup procedure
is described below.

Installing FlowForce Server

To install FlowForce Sener, download the installation package from the Altova Download Center
(https://www.altova.com/download.html), run it and follow the on-screen instructions. You can select your
installation language from the box in the lower left area of the wizard. Note that this selection also sets the
default language of FlowForce Server. You can change the language later from the command line.

Installing LicenseServer
In order for FlowForce Server to work, it must be registered and licensed with an Altova LicenseSener on your

local machine or on another machine on your network. When you install FlowForce Server on Windows
systems, you can install LicenseServer together with FlowForce Sener. For details, see Install
LicenseSener®. If LicenseSenver is already installed on your network, you might be prompted to update
LicenseSener to the latest version (if applicable).

The installation wizard will also suggest registering FlowForce Server with Altova LicenseServer during the
installation process. Alternatively, you can do this at a later stage (from the Setup page@ or from the
command Iinea). For information about licensing FlowForce Sener, see Assign License to FlowForce
Server &,

Installing additional Altova server products
The FlowForce Server installer also includes installers for the products listed below.

e Altova MapForce Server
e Altova StyleVision Server
e Altova RaptorXML Server (the installer for Altova RaptorXML+XBRL Server is available separately)

You can always install any Altova server product separately at a later time. Standalone installers are available
in the Altova Download Center. After having installed all the server products you wish to integrate with
FlowForce Server, it is recommended to register FlowForce Server with LicenseSener first, and then all the
other Altova sener products will be registered automatically. After that, you can proceed to assign licenses to
all these products.

After installation, the FlowForce Server executable will be located by default at the following path:

<Pr ogr anfi | esFol der >\ Al t ova\ Fl owFor ceSer ver 2025\ bi n\ Fl owFor ceSer ver . exe

Invoking Setup page
After the installation wizard has informed you that FlowForce Sener has successfully been installed, you will

need to access the FlowForce Server Setup page on which you will proceed with server configuration. The
Setup page provides a centralized way of configuring and managing sener instances. To access the Setup
page, make sure the Invoke FlowForce Setup check box is selected and then click Finish. This will open the
Setup page in a new browser window.

© 2019-2025 Altova GmbH Altova FlowForce Server 2025


https://www.altova.com/download.html
https://www.altova.com/manual/en/licenseserver/3.17/index.html
https://www.altova.com/download

24 Installation and Configuration Installation and Licensing

Alternatively, you can access the Setup page from the Start menu: Navigate to the Start menu and select
Altova FlowForce Server 2025 > FlowForce Server Setup Page.

On Windows, together with the Setup page, a Command Prompt window also opens (screenshot below). This
window remains open for the duration of the setup and will close automatically after you have clicked the Finish
setup button at the bottom of the Setup page.

03 FlowForce Setup — O x

FlowForce Setup
http://doc-wléx64:52281/setup?key=83D7B575F36F15459F77E13DBBO1742E
http://localhost:522 setup?key D7BL75F36F15459F77E13DERO1742E

This window shall automatically close once FlowForce setup complet

You can manually end setup using Ctrl-C or the close button.

For more information about configuring FlowForce Sener on the Setup page, see Configuration via Setup
Pagem.

Alternatively, you can configure your sener in.stance via the configuration files and CLI. For details, see
s

Configuration via Configuration Files and CL

Installing on Windows Server Core

Windows Server Core has no GUI and must be installed via the command line. See the section Installing on
Windows Server Core6 for information about how to do this.

Uninstalling FlowForce Server
Uninstall FlowForce Senver as follows:

Right-click the Windows Start button and select Settings.

Open the Control Panel (start typing "Control Panel" and click the suggested entry).
Under Programs, click Uninstall a program.

In Control Panel, select FlowForce Server and click Uninstall.

rpODOPE

Evaluation license

During the installation process, you will be given the option of requesting a 30-day evaluation license for
FlowForce Server. After submitting the request, an evaluation license will be sent to the email address you
registered.

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH



Installation and Configuration Installation and Licensing 25

2.1.1.2 Install on Windows Server Core

Windows Server Core is a minimal Windows installation that does not use a number of GUI features. You can
install FlowForce Server on a Windows Server Core machine as follows:

w

Download the FlowForce Server installer executable from the Altova website. This file is named

Fl owFor ceSer ver . exe. Make sure to choose the executable matching your sener platform (32-bit or
64-bit).

On a standard Windows machine (not the Windows Server Core machine), run the command

Fl owFor ceSer ver. exe /u. This unpacks the . nsi file to the same folder as the installer executable.
Copy the unpacked . nsi file to the Windows Server Core machine.

If you are updating an earlier version of FlowForce Server, shut down FlowForce Senver before carrying
out the next step.

Use the . nsi file for the installation by running the command nsi exec /i Fl owFor ceSer ver. nsi .
This starts the installation on Windows Server Core.

Important: Keep the MSi file!
Note the following points:

Keep the extracted . nsi file in a safe place. You will need it later to uninstall, repair, or modify your
installation.

If you want to rename the MSiI file, do this before you install FlowForce Senver.

The MSI filename is stored in the registry. You can update its name there if the filename has
changed.

Register FlowForce Server with LicenseServer

If you are installing FlowForce Server for the first time or are upgrading to a major version, you will need to
register FlowForce Server with an Altova LicenseServer on your network. If you are upgrading to a non-major
version of FlowForce Server, then the previous LicenseSenver registration will be known to the installation and
there is no need to register FlowForce Server with LicenseServer. However, if you want to change the
LicenseSeneer that is used by FlowForce Senver at any time, then you will need to register FlowForce Server
with the new LicenseSenver.

To register FlowForce Server with an Altova LicenseServer during installation, run the installation command with
the REG STER W TH_LI CENSE_SERVER property, as listed below, providing the name or address of the
LicenseSener machine as the value of the property, for example:

nsi exec /i Fl owForceServer. nsi REA STER W TH_LI CENSE_SERVER="1 ocal host"

To register FlowForce Server with an Altova LicenseSener after installation, run the following command:

nsi exec /r Fl owForceServer. nsi REQ STER W TH_LI CENSE_SERVER="<M/LS- | PAddr ess>"

Useful commands
Given below are a set of commands that are useful in the installation context.
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To test the return value of the installation, run a script similar to that below. The return code will be in the %
errorl evel % environment variable. A return code of 0 indicates success.

start /wait nsiexec /i Fl owForceServer.nmsi /q
echo %rrorlevel %

For a silent installation with a return code and a log of the installation process:
start /wait nsiexec /i FlowForceServer.nmsi /q /L*v! <pathTolnstallLogFile>
To modify the installation:
nsi exec / m Fl owFor ceServer. nsi
To repair the installation:
nsi exec /r Fl owFor ceServer. nsi
To uninstall FlowForce Server:
nsi exec /x Fl owFor ceServer. nsi
To uninstall FlowForce Server silently and report the detailed outcome in a log file:
start /wait nsiexec /x Fl owrorceServer.nsi /q /L*v! <pathToUninstall LogFil e>

To install FlowForce Senver using another langauge (available language codes are: German=de; Spanish=es;
French=fr):

nmsi exec /i Fl owForceServer. nsi | NSTALLER LANGUAGE=<| anguageCode>

Note: On Windows Senver Core, the charts functionality of FlowForce Senver will not be available.

2.1.1.3 Install LicenseServer

In order for FlowForce Server to work, it must be licensed via an Altova LicenseServer on your network. When
you install FlowForce Server on Windows systems, you can install LicenseSener together with FlowForce
Sener. If a LicenseServer is already installed on your network, you do not need to install another one—unless a
newer version of LicenseServer is required. (See next point, LicenseServer versions.)

During the installation process of FlowForce Sener, check or uncheck the option for installing LicenseSener as
appropriate. Note the following points:

e Ifyou hawe not installed LicenseSener yet, leave the default settings as is. The wizard will install the
latest version on the computer where you are running the wizard.

e Ifyou hawe not installed LicenseSenver yet and want to install Altova LicenseSener on another
computer, clear the check box Install Altova LicenseServer on this machine and choose Register
Later. In this case, you will need to install LicenseSener separately and register FlowForce Server
afterwards.
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e If LicenseSener has already been installed on your computer but is a lower version than the one
indicated by the installation wizard, leave the default setting (for upgrading to the newer version) as is.

In this case, the installation wizard will automatically upgrade your LicenseServer version. The existing

registration and licensing information will be carried over to the new version of LicenseSener.

e If LicenseSenrver has already been installed on your computer or network and has the same version as
the one indicated by the wizard, do the following:

0 Clear the check box Install Altova LicenseServer on this machine.

0 Under Register this product with, choose the LicenseServer with which you want to register
FlowForce Server. Alternatively, choose Register Later. Note that you can always select
Register Later if you want to ignore the LicenseServer associations and carry on with the
installation of FlowForce Sener.

For information about how to register and license FlowForce Server with Altova LicenseServer, see the section
License FlowForce Server &,

LicenseServer versions
Note the following information about LicenseServer versions:

e Altova products must be licensed either (i) with a version of LicenseServer that corresponds to the
installed FlowForce Server version or (ii) with a later version of LicenseSener.

e The LicenseServer version that corresponds to the current version of FlowForce Server is 3.17.

¢ On Windows, you can install the corresponding version of LicenseSener as part of the FlowForce
Server installation or install LicenseSener separately. On Linux amd macOS, you must install
LicenseSener separately.

e Before a newer version of LicenseServer is installed, any older one must be de-installed.

e At the time of LicenseServer de-installation, all registration and licensing information held in the older
version of LicenseSenver will be saved to a database on your server machine. This data will be imported
automatically into the newer version when the newer version is installed.

e LicenseSener ersions are backwards compatible. They will work with older versions of FlowForce
Senver.

e The latest version of LicenseSener available on the Altova website. This version will work with any
current or older version of FlowForce Server.

e The version number of the currently installed LicenseSenver is given at the bottom of the LicenseServer

configuration page (all tabs).

2.1.1.4 License FlowForce Server

In order to use FlowForce Server, you must license it with Altova LicenseSenser. Licensing is a two-step
process:

1. Register FlowForce Server with LicenseServer.

2. Assign a license to FlowForce Server from LicenseSener. Download the latest version of
LicenseSener from the Altova website and install it on your local machine or a machine on your
network.

These steps are described in this section. For detailed information, see the LicenseSener user manual on the
Altova website.
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You can register FlowForce during the installation process or at a later stage, when you configure FlowForce
Server on the FlowForce Server Setup page. For details, see Register FlowForce Sener® . Atter you have
registered FlowForce Senver with LicenseServer, you need to assign a license to FlowForce sener® . You can
assign a license to FlowForce Server immediately after installation, in parallel with server configuration on the
Setup page, or after you have finished configuring the sernver on the Setup page.

2.1.1.4.1 StartLicenseServer

After you installed LicenseSener (alone or together with FlowForce Senver), LicenseSener will automatically
start after the installation process has been completed. If LicenseSenrver is not running, you can start it via
Altova SeniceController (details below).

Altova ServiceController

Altova SeniceController (SenviceController for short) is an application for conveniently starting, stopping and
configuring Altova senices on Windows systems. SeniceController is installed with Altova LicenseSener and
with Altova server products that are installed as senices (DiffDog Server, FlowForce Server, Mobile Together
Sener, and RaptorXML(+XBRL) Senver). SeniceController can be accessed via the system tray (screenshot
below).

To specify that SeniceController starts automatically on logging in to the system, click the ServiceController
icon in the system tray to display the ServiceController menu (screenshot below), and then toggle on the
command Run Altova ServiceController at Startup. (This command is toggled on by default.) To exit
SeniceController, click the ServiceController icon in the system tray and, in the menu that appears (see
screenshot below), click Exit Altova ServiceController.

Altova FlowForce 2019 b
Altova FlowForce Web 2019 L4
Altova LicenseServer 2.8 L
Altova MobileTogether Server 4
Altova RaptorkML Server 2019 b
Altova RaptorXML+XEBRL Server 2019 4
Exit Altova ServiceController
|! Eun Altova ServiceController at startup

Start LicenseServer

To start LicenseSener, click the ServiceController icon in the system tray, hover over Altova LicenseServer
in the menu that pops up (see screenshot below), and then select Start Service from the LicenseSener
submenu. If LicenseServer is already running, then the Start Service option will be disabled. You can also stop
the senice via SeniceController. If you install FlowForce Server together with LicenseServer, LicenseSener will
automatically start after installation has been completed.
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ﬁ Altova FlowForce Server »
ﬂ Altova FlowForce Web k
| Altova LicenseServer >| | Configure
© Altova MobileTogether Server » Start service
2% Altova RaptorXML+XBRL Server » i
Exit Altova ServiceController
Run Altova ServiceController at startup

<]

N . T () 11:00 AM

|

2.1.1.4.2 Register FlowForce Server

To be able to license FlowForce Server with Altova LicenseSenver, you must first register FlowForce Server with
LicenseSener. You can register FlowForce Sener with Altova LicenseServer during the installation process
or at a later stage (from the Setup pagetB or from the command line).

Registration from the command line
To register FlowForce Server from the command line interface, use the | i censeser ver command and supply

the address of the LicenseServer machine (see below).
Fl owFor ceServer |icenseserver [options] ServerName- O - P-Address

For example, if | ocal host is the name of the server on which LicenseServer is installed, use the following
command:

Fl owFor ceServer |icenseserver | ocal host

After successful registration, go to the Client Management tab of LicenseSenver's configuration page or use the
assignl i cense & command to assign a license to FlowForce Sener.

For more information about registering Altova products with LicenseServer, see the LicenseServer user manual.

2.1.1.4.3 Assign License to FlowForce Server

After successful registration of FlowForce Server, it will be listed in the Client Management tab of the
configuration page of LicenseServer. Go there and assign a license to FlowForce Sener. Alternatively, you can
assign a license \ia the assi gnl i cense & command.

The licensing of Altova senver products is based on the number of processor cores available on the product
machine. For example, a dual-core processor has two cores, a quad-core processor four cores, a hexa-core
processor six cores, and so on. The number of cores licensed for a product must be greater than or equal to

© 2019-2025 Altova GmbH Altova FlowForce Server 2025


https://www.altova.com/manual/en/licenseserver/3.17/alsconfig_clientmgmt.html
https://www.altova.com/manual/en/licenseserver/3.17/alsregister.html
https://www.altova.com/manual/en/licenseserver/3.17/alsassignlicenses.html

30 Installation and Configuration Installation and Licensing

the number of cores available on that server machine, whether the server is a physical or virtual machine. For
example, if a server has eight cores (an octa-core processor), you must purchase at least one 8-core license.
You can also combine licenses to achieve the core count. So, two 4-core licenses can also be used for an
octa-core sener instead of one 8-core license.

If you are using a computer server with a large number of CPU cores but only have a low wlume to process,
you may also create a virtual machine that is allocated a smaller number of cores and purchase a license for
that number. Such a deployment, of course, would have less processing speed than if all available cores on the
server were utilized.

Note: Each Altova senver product license can be used for only one client machine at a time, even if the license
has unused licensing capacity. (A client machine is the machine on which the Altova senver product is
installed.) For example, if a 10-core license is used for a client machine that has 6 CPU cores, then the
remaining 4 cores of licensing capacity cannot be used simultaneously for another client machine.

FlowForceServer and MapForceServer licensing
FlowForce Sener Advanced Edition and MapForce Server Advanced Edition will run only on machines with two
or more cores.

When assessing the number of cores you should license, take into account the data volume you need to
process and the processing time your business environment is expected to allow for. In most scenarios, a
larger number of cores means more wlume of data processed in less time. Given below are a few application-
specific tips:

o FlowForce Server runs as a multi-threaded application. If the number of concurrent requests to the
server is big, an insufficient number of cores will lead to latency (waiting times). For example, if you are
exposing jobs as Web senvices, there may be hundreds of concurrent requests from clients. In this
case, FlowForce Server will significantly benefit from a larger number of cores.

e MapForce Server will utilize a single core at a time, per mapping. Therefore, if you need to run multiple
mappings simultaneously, a larger number of cores is highly recommended. For example, when
MapForce Server runs under FlowForce Server management, several mapping jobs may overlap and
run concurrently, depending also on the setup. Note, howeer, that if the volumes processed by your
mappings are extremely big, latency could still occur.

In addition to the abowe, note that there are various external factors that typically influence the processing
wlumes and times that your sener is capable of handling (for example, the hardware, the current load on the
CPU, memory allocation of other applications running on the senver). In order to get the most accurate
performance measurements, it is generally advisable to first run the tools in your environment and expose them
to actual factors and data specific to your business.

Single-thread execution
If an Altova server product allows single-thread execution, an option for Single-thread execution will be available.

In these cases, if an Altova server-product license for only one core is available in the license pool, a machine
with multiple cores can be assigned this one-core license. In such a case, the machine will run that product on
a single core. Processing will therefore be slower, because multi-threading (which is possible on multiple cores)
will not be available. The product will be executed in single thread mode on that machine.

To assign a single-core license to a multiple-core machine in LicenseSener, select the Limit to single thread
execution check box for that product.

Estimate of core requirements
There are various external factors that influence the data volumes and processing times your server can handle

(for example: the hardware, the current load on the CPU, and memory allocation of other applications running

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH



Installation and Configuration Installation and Licensing 31

on the sener). In order to measure performance as accurately as possible, test the applications in your
environment with data wvolumes and in conditions that approximate as closely as possible to real business
situations.

2.1.2 Setup on Linux

This section describes the installation and licensing of FlowForce Sener on Linux systems (Debian, Ubuntu,
CentOS, RedHat). The setup of FlowForce Server comprises the following procedures:

Installing FlowForce Server

Installing LicenseSener

Starting LicenseSenver

Reqistering FlowForce Server with LicenseServer

Assigning a license to FlowForce Sener

Configuring a senver instance \via the FlowForce Senver Setup page or configuraiton files@

In order for FlowForce Server to work, it must be registered and licensed with an Altova LicenseSener on your
local machine or on another machine on your network. If LicenseSener is already installed and running on your
network, you can skip Steps 2 and 3 and proceed with licensing and instance configuration.

ouAcwdE

Note that you can postpone registration and assigning a license and carry out these tasks within the framework
of or after the configuration of FlowForce Server. Howeer, it is mandatory to register FlowForce Seneer first, and
only then will you be able to assign a license to FlowForce Server. Note that assigning a license to FlowForce
Sener does not require that FlowForce Sener be running; only LicenseServer must be running.

System requirements (Linux)

e Red Hat Enterprise Linux 7 or newer
e CentOS 7, CentOS Stream 8

e Debian 10 or newer

e Ubuntu 20.04, 22.04, 24.04

e AlmaLinux 9.0

e Rocky Linux 9.0

Prerequisites
e Perform installation either as root user or as a user with sudo privileges.

e The previous version of FlowForce Server must be uninstalled before a new one is installed.

e Ifyou are installing FlowForce Server with other Altova server products, it is recommended that you
install FlowForce Server first.

e The following libraries are required as a prerequisite to install and run the application. If the packages
below are not already available on your Linux machine, run the yumcommand (or apt - get if applicable)
to install them.

CentOS, RedHat Debian Ubuntu

krb5-libs libgssapi-krb5-2 libgssapi-krb5-2
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2.1.2.1 Install on Linux
FlowForce Server is available for installation on Linux systems. Its installation and setup procedure is described

below. Perform installation either as the r oot user or as a user with sudo privileges.

Uninstall FlowForce Server

If you need to uninstall a previous version of FlowForce Server, do this as follows. In the Linux command line
interface (CLI), you can check which Altova server products are installed with the following commands:

[ Debi an, Ubuntu]: dpkg --list | grep Altova
[ Cent OS, RedHat]: rpm-qga | grep flowforce

If FlowForce Server is not installed, go ahead with the installation as documented below in Install FlowForce
Server.

If you need to uninstall an old version of FlowForce Sener, do this with the following commands:

[ Debi an, Ubuntu]: sudo dpkg --renove fl owforceserver
[ Cent OS, RedHat]: sudo rpm -e fl owforceserver

On Debian and Ubuntu systems, it might happen that FlowForce Server still appears in the list of installed
products after it has been uninstalled. In this case, run the pur ge command to clear FlowForce Sener from the
list. You can also use the pur ge command instead of the r enove command listed above.

[ Debi an, Ubuntu]: sudo dpkg --purge fl owforceserver

Download the FlowForce Server Linux package
FlowForce Sener installation packages for the following Linux systems are available on the Altova website.

Distribution Package extension
Debian . deb
Ubuntu . deb
CentOS .rpm
RedHat .rpm

After downloading the Linux package, copy it to any directory on the Linux system. Since you will need an
Altova LicenseServer to run FlowForce Sener, you may want to download LicenseSenver from the Altova
website at the same time as you download FlowForce Sener.

Install FlowForce Server

In a terminal window, switch to the directory where you copied the Linux package. For example, if you copied it
to a user directory called M/Al t ova that is located in the / hone/ User directory, switch to this directory as
follows:

cd / hone/ User/ MyAl t ova
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Install FlowForce Server using the relevant command:

[ Debi an] : sudo dpkg --install flowforceserver-2025-debi an. deb
[ Ubunt u] : sudo dpkg --install flowforceserver-2025-ubuntu. deb
[Cent OS] : sudo rpm -ivh flowf orceserver-2025-1. x86_64.rpm
[ RedHat ] : sudo rpm -ivh flowf orceserver-2025-1. x86_64.rpm

You may need to adjust the name of the package above to match the current release or senice pack version.
The FlowForce Server package will be installed in the following folder:

[ opt/ Al t ova/ Fl owFor ceSer ver 2025

2.1.2.2 Install LicenseServer

In order for FlowForce Server to work, it must be licensed via an Altova LicenseSernver on your network. On
Linux systems, Altova LicenseServer will need to be installed separately. Download LicenseSener from the
Altova website and copy the package to any directory on the Linux system. Install it in the same way you
installed FlowForce Sener (see previous topic ).

[ Debi an] : sudo dpkg --install |icenseserver-3.17-debian. deb
[ Ubunt u] : sudo dpkg --install |icenseserver-3.17-ubuntu. deb
[Cent OS] : sudo rpm-ivh licenseserver-3.17-1. x86_64.rpm
[ RedHat ] : sudo rpm-ivh licenseserver-3.17-1. x86_64.rpm

The LicenseSener package will be installed at the following path:
[ opt/ Al tova/ Li censeSer ver

For information about how to register and license FlowForce Server with Altova LicenseSenser, see the section
License FlowForce Server®. Also see the LicenseSener documentation for more detailed information.

LicenseServer versions
Note the following information about LicenseServer versions:

e Altova products must be licensed either (i) with a version of LicenseServer that corresponds to the
installed FlowForce Sener version or (ii) with a later version of LicenseSener.

e The LicenseSenver version that corresponds to the current version of FlowForce Senver is 3.17.

¢ On Windows, you can install the corresponding version of LicenseSener as part of the FlowForce
Sener installation or install LicenseSener separately. On Linux amd macOS, you must install
LicenseSener separately.

e Before a newer version of LicenseServer is installed, any older one must be de-installed.

e At the time of LicenseServer de-installation, all registration and licensing information held in the older
version of LicenseSener will be saved to a database on your sener machine. This data will be imported
automatically into the newer version when the newer version is installed.

e LicenseSener \ersions are backwards compatible. They will work with older versions of FlowForce
Senver.

e The latest version of LicenseSener available on the Altova website. This version will work with any
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current or older version of FlowForce Server.
e The version number of the currently installed LicenseSenver is given at the bottom of the LicenseServer

configuration page (all tabs).

2.1.2.3 License FlowForce Server

In order to use FlowForce Server, you must license it with Altova LicenseSenser. Licensing is a two-step
process:

1. Register FlowForce Server with LicenseServer.

2. Assign a license to FlowForce Server from LicenseSener. Download the latest version of
LicenseSener from the Altova website and install it on your local machine or a machine on your
network.

These steps are described in this section. For detailed information, see the LicenseSener user manual on the
Altova website.

Before you register FlowForce Server, make sure that LicenseSenver is running@. Then you can register
FlowForce Sener with LicenseServer via the FlowForce Sener Setup page or from the command line®. When
you have registered FlowForce Sener, you can proceed to assign a license ¥ to FlowForce Sener. You can
also assign a license at a later stage, for example, after you have finished configuring FlowForce Server on the
Setup page.

2.1.2.3.1 Start LicenseServer

When you hawe installed LicenseSener, it will automatically be started. In case it is not running, you can use
one of the following options to start it: (i) you can be the root user and leave out the sudo keyword from the
commands listed below (leaving out sudo is optional), or (ii) you can run the sudo command as a normal user
with the corresponding permissions for sudo.

Start LicenseServer

To correctly register and license FlowForce Server with LicenseServer, LicenseServer must be running as a
daemon on the network. Start LicenseServer as a daemon with the following command:

sudo systenctt| start |icenseserver
If at any time you need to stop LicenseSener, replace st art with st op in the command abowe. For example:
sudo systencttl stop |icenseserver

Check status of daemons

To check if a daemon is running, run the following command, replacing <ser vi cenane> with the name of the
daemon you want to check:

sudo service <servicenane> status
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2.1.2.3.2 Register FlowForce Server

To be able to license FlowForce Server with Altova LicenseServer, you must first register FlowForce Server with
LicenseSener. You can register FlowForce Sener with Altova LicenseSener from the Setup pagetB or from
the command line.

Registration via the command line
To register FlowForce Server from the command line interface, use the | i censeser ver command:

sudo /opt/ A toval/ Fl owFor ceServer 2025/ bi n/ f | owf or ceserver |icenseserver [options]
Ser ver Nane- O - | P- Addr ess

For example, if | ocal host is the name of the server on which LicenseSener is installed, use the following
command:

sudo /opt/ A toval/ Fl owFor ceSer ver 2025/ bi n/ f | owf or ceserver |icenseserver |ocal host

Notice also that the location of the FlowForce Sener executable is:

/opt/ Al t ova/ Fl owFor ceSer ver 2025/ bi n/

If you hawe installed FlowForce Sener together with other Altova sener products, it is recommended to register
FlowForce Server with LicenseSenver first. After this, all the other installed Altova sener products will be
registered automatically. After successful registration, go to the Client Management tab of LicenseSener's
configuration page or use the assi gnl i cense command to assign a license to FlowForce Sener.

For more information about registering Altova products with LicenseServer, see the LicenseServer user manual.

2.1.2.3.3 Assign License to FlowForce Server

After successful registration of FlowForce Sener, it will be listed in the Client Management tab of the
configuration page of LicenseSener. Go there and assign a license to FlowForce Server. Alternatively, you can
assign a license \ia the assi gnl i cense & command.

The licensing of Altova sener products is based on the number of processor cores available on the product
machine. For example, a dual-core processor has two cores, a quad-core processor four cores, a hexa-core
processor six cores, and so on. The number of cores licensed for a product must be greater than or equal to
the number of cores available on that server machine, whether the sener is a physical or virtual machine. For
example, if a sener has eight cores (an octa-core processor), you must purchase at least one 8-core license.
You can also combine licenses to achiewve the core count. So, two 4-core licenses can also be used for an
octa-core senver instead of one 8-core license.

If you are using a computer sener with a large number of CPU cores but only have a low volume to process,
you may also create a virtual machine that is allocated a smaller number of cores and purchase a license for
that number. Such a deployment, of course, would have less processing speed than if all available cores on the
sernver were utilized.

Note: Each Altova senver product license can be used for only one client machine at a time, ewven if the license
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has unused licensing capacity. (A client machine is the machine on which the Altova server product is
installed.) For example, if a 10-core license is used for a client machine that has 6 CPU cores, then the
remaining 4 cores of licensing capacity cannot be used simultaneously for another client machine.

FlowForceServer and MapForceServer licensing
FlowForce Sener Advanced Edition and MapForce Server Advanced Edition will run only on machines with two

Or more cores.

When assessing the number of cores you should license, take into account the data volume you need to
process and the processing time your business environment is expected to allow for. In most scenarios, a
larger number of cores means more wlume of data processed in less time. Given below are a few application-
specific tips:

o FlowForce Server runs as a multi-threaded application. If the number of concurrent requests to the
server is big, an insufficient number of cores will lead to latency (waiting times). For example, if you are
exposing jobs as Web senices, there may be hundreds of concurrent requests from clients. In this
case, FlowForce Server will significantly benefit from a larger number of cores.

e MapForce Server will utilize a single core at a time, per mapping. Therefore, if you need to run multiple
mappings simultaneously, a larger number of cores is highly recommended. For example, when
MapForce Server runs under FlowForce Server management, several mapping jobs may overlap and
run concurrently, depending also on the setup. Note, howeer, that if the volumes processed by your
mappings are extremely big, latency could still occur.

In addition to the abowe, note that there are various external factors that typically influence the processing
wlumes and times that your sener is capable of handling (for example, the hardware, the current load on the
CPU, memory allocation of other applications running on the senver). In order to get the most accurate
performance measurements, it is generally advisable to first run the tools in your environment and expose them
to actual factors and data specific to your business.

Single-thread execution
If an Altova server product allows single-thread execution, an option for Single-thread execution will be available.

In these cases, if an Altova server-product license for only one core is available in the license pool, a machine
with multiple cores can be assigned this one-core license. In such a case, the machine will run that product on
a single core. Processing will therefore be slower, because multi-threading (which is possible on multiple cores)
will not be available. The product will be executed in single thread mode on that machine.

To assign a single-core license to a multiple-core machine in LicenseSener, select the Limit to single thread
execution check box for that product.

Estimate of core requirements
There are various external factors that influence the data volumes and processing times your server can handle

(for example: the hardware, the current load on the CPU, and memory allocation of other applications running
on the sener). In order to measure performance as accurately as possible, test the applications in your
environment with data wvolumes and in conditions that approximate as closely as possible to real business
situations.

2.1.2.4 Configure Instance

After you hawe installed FlowForce Sener, you will need to proceed with server configuration. Methods 1 and 2
enable you to configure the server via the FlowForce Server Setup page. The Setup page provides a centralized
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way of configuring and managing server instances. Method 3 enables you to configure the server via the
command line and configuration files. For more information about server configuration, see the methods below.

Method 1
If you run Linux with a graphical user interface on your local machine, run the FlowForce Web sener
executable with the setup command as shown below:

sudo /opt/ Al t oval/ Fl owFor ceSer ver 2025/ bi n/ f | owf or cewebser ver setup

Method 2
If you want to connect to the Setup page from a browser on a different machine, run the same setup command
as abowve and add the - - 1i st en option and, if necessary, with the - - key option (see below).

After you have used Method 1 or 2 above, the terminal will display two alternative URLs for the setup page that
you can copy-paste into your browser's address bar. In the event that the first URL does not work, you can use
the second one. For information about server configuration on the Setup page, see Configuration via Setup

Pagem.

Method 3
The third method enables you to configure your senver instance via the command line and configuration files.

For details, see Configuration via Configuration Files and cL@.

Options of the setup command

The set up command supports the following options:

--listen

By default, every time when you run the setup, the URL of the setup page is regenerated on a free random port
(e.g., http://1 ocal host : 50492/ set up). The - -1 i st en option enables you to specify an alternative

interface/port combination to listen to (other than | ocal host or 127. 0. 0. 1). This might be useful if you want to
access the Setup page from a browser on a different machine.

Note the following points:

e Itis not recommended to make the setup run privileged with the actual data directory and bind it to an
external network interface. If you intend to do that, the next option (- - key) is useful.

e Do not use the same port as the normal (non-setup) FlowForce Web Sener or FlowForce Server
instance, because when the instance runs, that port will already be in use.

If the binding address (interface) is non-local, you may need to configure the operating system's firewall so as
to enable access through the designated port.

Example
For example, the command f | owf or cewebserver setup --1isten=0.0.0.0: 10008 would make the setup

listen on port 10008 on all interfaces.

- -key
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The - - key option enables you to set an access key for the setup page. With this option set, it is possible to
save the setup page only if the correct access key is provided in the URL. The key can be any string that will
be included in the URL. The setup page is not available continuously but only for the duration of the setup
operation. For example, if you run a Linux command like the one below,
f | owf or cewebserver setup --listen=wild.berries.com 8015

--key=all _cats_l ove_fish

--dat adi r=/var/opt/ Al t ova/ Fl owFor ceSer ver 2025/ dat a
the URL to connect to will be as follows:

http://wild. berries.com8015/setup?key=all _cats_|ove_fish

Note that the setup page does not use HTTPS, because it used itself to configure the HTTPS parameters.

2.1.3 Setup on macOS

This section describes the installation and licensing of FlowForce Server on macOS systems. The setup of
FlowForce Server comprises the following procedures:

Installing FlowForce Server@

Installing LicenseSenver

Starting LicenseServer

Regqistering FlowForce Server with LicenseServer
Assigning a license to FlowForce Senver

Configuring a server instance via the FlowForce Server Setup page or configuraiton filestB

oo~ wWN R

In order for FlowForce Server to work, it must be registered and licensed with an Altova LicenseSener on your
local machine or on another machine on your network. If LicenseSener is already installed and running on your
network, you can skip Steps 2 and 3 and proceed with licensing and instance configuration.

Note that you can postpone registration and assigning a license and carry out these tasks within the framework
of or after the configuration of FlowForce Server. However, it is mandatory to register FlowForce Sener first, and
only then will you be able to assign a license to FlowForce Server. Note that assigning a license to FlowForce
Server does not require that FlowForce Server be running; only LicenseServer must be running.

System Requirements (macOS)
Note the following system requirement:

e macOS 12 or newer

Prerequisites
Note the following prerequisites:

e Perform installation as the r oot user or as a user with sudo privileges.

e The previous version of FlowForce Server must be uninstalled before a new one is installed.

e Ifyou are installing FlowForce Server with other Altova sener products, it is recommended to install
FlowForce Sener first to preserve the correct associations of FlowForce Server with other Altova server
products.
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The macOS machine must be configured so that its name resolves to an IP address. This means that
you must be able to successfully ping the host name from the Terminal using the command pi ng

<host nanme>.

2.1.3.1 Install on macOS

FlowForce Server is available for installation on macOS systems. The installation and setup procedure is
described below.

Uninstall FlowForce Server
Before uninstalling FlowForce Senver, stop the senice with the following command:

sudo launchct!| unl oad /Li brary/LaunchDaenons/ com al t ova. Fl owFor ceSer ver 2025. pl i st

To check whether the senice has been stopped, open the Activity Monitor in Finder and make sure that
FlowForce Sener is not in the list. In the Applications folder in Finder, right-click the FlowForce Server icon and
select Move to Trash. The application will be moved to Trash. You will, howewer, still need to remowve the
application from the usr folder. Do this with the following command:

sudo rm-rf /usr/local /Al toval/ Fl owForceServer 2025/

If you need to uninstall an old version of Altova LicenseSenver, you must first stop it as a senice. Do this with
the following command:

sudo | aunchct| unl oad /Li brary/LaunchDaenons/ com al t ova. Li censeServer. pli st

To check whether the senice has been stopped, open the Activity Monitor in Finder and make sure that
LicenseSener is not in the list. Then proceed to uninstall in the same way as described abowve for FlowForce

Server.

Install FlowForce Server
To install FlowForce Senver, follow the instructions below:

1.

w

5.

Download the disk image (. dnyg) file of FlowForce Server from the Altova website
(https://www.altova.com/download.html).

Click to open the downloaded disk image (. dng). This causes the FlowForce Server installer to appear
as a new virtual drive on your computer.

On the new virtual drive, double-click the installer package (. pkg).

Go through the successive steps of the installer wizard. These are self-explanatory and include one
step in which you hawe to ag&e to the license agreement before being able to proceed. See also
Licensing FlowForce ServerS=.

To eject the drive after installation, right-click it and select Eject.

The FlowForce Server package will be installed in the folder:

/usr/local / Al t ova/ Fl owFor ceSer ver 2025 (application binaries)
/var/ Al toval Fl owFor ceServer (data files: database and logs)
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The FlowForce Server server daemon starts automatically after installation and a re-boot of the machine. You
can always start FlowForce Senver as a daemon with the following command:

sudo launchct!l | oad /Library/LaunchDaenons/ com al t ova. Fl owFor ceSer ver 2025. pl i st

Installing LicenseServer and other Altova server products
The virtual drive also enables you to install LicenseSener @ and, if necessary, other Altova server products:

StyleVision Server, MapForce Server, and RaptorXML Seneer (the installer for Altova RaptorXML+XBRL Server is
available separately). You can always install any Altova server product separately at a later time. Standalone
installers are available in the Altova Download Center.

2.1.3.2 Install LicenseServer

In order for FlowForce Server to work, it must be licensed via an Altova LicenseServer on your network. The
LicenseSener installation package is available on the virtual drive you mounted in the previous step@. To
install LicenseSenver, double-click the installer package included on the virtual drive and follow the on-screen
instructions. You will need to accept the license agreement for installation to proceed.

Altova LicenseServer can also be downloaded and installed separately from the Altova website

(https://www.altova.com/download. html).

The LicenseSener package will be installed in the following folder:
[usr/1ocal /Al tovalLicenseServer

For information about how to register FlowForce Server with Altova LicenseSenver and license it, see Licensing
on macos @

LicenseServer versions
Note the following information about LicenseServer versions:

e Altova products must be licensed either (i) with a version of LicenseServer that corresponds to the
installed FlowForce Sener version or (ii) with a later version of LicenseSener.

e The LicenseSenver version that corresponds to the current version of FlowForce Senver is 3.17.

¢ On Windows, you can install the corresponding version of LicenseSener as part of the FlowForce
Sener installation or install LicenseSener separately. On Linux amd macOS, you must install
LicenseSener separately.

e Before a newer version of LicenseServer is installed, any older one must be de-installed.

e At the time of LicenseServer de-installation, all registration and licensing information held in the older
version of LicenseSener will be saved to a database on your sener machine. This data will be imported
automatically into the newer version when the newer version is installed.

e LicenseSener \ersions are backwards compatible. They will work with older versions of FlowForce
Server.

e The latest version of LicenseSener available on the Altova website. This version will work with any
current or older version of FlowForce Server.

e The version number of the currently installed LicenseSener is given at the bottom of the LicenseSenver

configuration page (all tabs).
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2.1.3.3 License FlowForce Server

In order to use FlowForce Server, you must license it with Altova LicenseSener. Licensing is a two-step
process:

1. Register FlowForce Server with LicenseServer.

2. Assign a license to FlowForce Server from LicenseSener. Download the latest version of
LicenseSener from the Altova website and install it on your local machine or a machine on your
network.

These steps are described in this section. For detailed information, see the LicenseSener user manual on the
Altova website.

Before you register FlowForce Server, make sure that LicenseSenver is running. Then you can register
FlowForce Sener with LicenseServer via the FlowForce Sener Setup page or from the command line®®. When
you have registered FlowForce Sener, you can proceed to assign a license " to FlowForce Sener. You can
also assign a license at a later stage, for example, after you have finished configuring FlowForce Server on the
Setup page.

2.1.3.3.1 Start LicenseServer

When you hawe installed LicenseSener, it will automatically be started. In case it is not running, you must have
administrator (root) privileges to be able to start it. If you are logged in as r oot , you can leave out the sudo
keyword from the command listed below.

Start LicenseServer

To correctly register and license FlowForce Server with LicenseServer, LicenseServer must be running as a
daemon. Start LicenseServer as a daemon with the following command:

sudo launchct!l load /Library/LaunchDaenons/ com al t ova. Li censeServer. pli st

If at any time you need to stop LicenseSener, replace | oad with unl oad in the command above.

2.1.3.3.2 Register FlowForce Server

To be able to license FlowForce Server with Altova LicenseServer, you must first register FlowForce Server with
LicenseSenwer.

You can register FlowForce Sener with Altova LicenseSener from the Setup page‘B or from the command
line.

Registration via the command line
To register FlowForce Server from the command line interface, use the | i censeser ver command:
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sudo /usr/ | ocal / Al t oval/ Fl owFor ceSer ver 2025/ bi n/ FI owFor ceServer |icenseserver [options]
Ser ver Nane- Or - | P- Addr ess

For example, if | ocal host is the name of the server on which LicenseServer is installed, use the following
command:

sudo /usr/local /Al toval Fl onmor ceSer ver 2025/ bi n/ Fl owFor ceServer |icenseserver | ocal host

Notice also that the location of the FlowForce Sener executable is:

[usr/local/A toval Fl owFor ceServer 2025/ bi n/

If you hawe installed FlowForce Server together with other Altova server products, it is recommended to register
FlowForce Sener with LicenseSenver first. After this, all the other installed Altova server products will be
registered automatically. After successful registration, go to the Client Management tab of LicenseServer's
configuration page or use the assi gnl i cense & command to assign a license to FlowForce Sener.

For more information about registering Altova products with LicenseSenver, see the LicenseServer user manual.

2.1.3.3.3 Assign License to FlowForce Server

After successful registration of FlowForce Sener, it will be listed in the Client Management tab of the
configuration page of LicenseSener. Go there and assign a license to FlowForce Senver. Alternatively, you can
assign a license ia the assi gnl i cense & command.

The licensing of Altova sener products is based on the number of processor cores available on the product
machine. For example, a dual-core processor has two cores, a quad-core processor four cores, a hexa-core
processor six cores, and so on. The number of cores licensed for a product must be greater than or equal to
the number of cores available on that server machine, whether the sener is a physical or virtual machine. For
example, if a sener has eight cores (an octa-core processor), you must purchase at least one 8-core license.
You can also combine licenses to achiewve the core count. So, two 4-core licenses can also be used for an
octa-core sener instead of one 8-core license.

If you are using a computer sener with a large number of CPU cores but only have a low volume to process,
you may also create a virtual machine that is allocated a smaller number of cores and purchase a license for
that number. Such a deployment, of course, would have less processing speed than if all available cores on the
sernver were utilized.

Note: Each Altova senver product license can be used for only one client machine at a time, ewven if the license
has unused licensing capacity. (A client machine is the machine on which the Altova sener product is
installed.) For example, if a 10-core license is used for a client machine that has 6 CPU cores, then the
remaining 4 cores of licensing capacity cannot be used simultaneously for another client machine.

FlowForceServer and MapForceServer licensing
FlowForce Server Advanced Edition and MapForce Server Advanced Edition will run only on machines with two

or more cores.

When assessing the number of cores you should license, take into account the data volume you need to
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process and the processing time your business environment is expected to allow for. In most scenarios, a
larger number of cores means more wlume of data processed in less time. Given below are a few application-
specific tips:

e FlowForce Server runs as a multi-threaded application. If the number of concurrent requests to the
server is big, an insufficient number of cores will lead to latency (waiting times). For example, if you are
exposing jobs as Web senices, there may be hundreds of concurrent requests from clients. In this
case, FlowForce Server will significantly benefit from a larger number of cores.

e MapForce Server will utilize a single core at a time, per mapping. Therefore, if you need to run multiple
mappings simultaneously, a larger number of cores is highly recommended. For example, when
MapForce Server runs under FlowForce Server management, several mapping jobs may overlap and
run concurrently, depending also on the setup. Note, howeer, that if the volumes processed by your
mappings are extremely big, latency could still occur.

In addition to the abowe, note that there are various external factors that typically influence the processing
wlumes and times that your sener is capable of handling (for example, the hardware, the current load on the
CPU, memory allocation of other applications running on the senver). In order to get the most accurate
performance measurements, it is generally advisable to first run the tools in your environment and expose them
to actual factors and data specific to your business.

Single-thread execution
If an Altova server product allows single-thread execution, an option for Single-thread execution will be available.

In these cases, if an Altova server-product license for only one core is available in the license pool, a machine
with multiple cores can be assigned this one-core license. In such a case, the machine will run that product on
a single core. Processing will therefore be slower, because multi-threading (which is possible on multiple cores)
will not be available. The product will be executed in single thread mode on that machine.

To assign a single-core license to a multiple-core machine in LicenseSener, select the Limit to single thread
execution check box for that product.

Estimate of core requirements
There are various external factors that influence the data volumes and processing times your server can handle

(for example: the hardware, the current load on the CPU, and memory allocation of other applications running
on the sener). In order to measure performance as accurately as possible, test the applications in your
environment with data wvolumes and in conditions that approximate as closely as possible to real business
situations.

2.1.3.4 Configure Instance

After you hawe installed FlowForce Sener, you will need to proceed with server configuration. To configure the
senver on macQOS, you can select any of the methods below.

Method 1
The first method enables you to configure your sener instance \ia the FlowForce Sernver Setup page. To access
this page, do one of the following:

e Open the Finder, navigate to Applications, and double-click the FlowForce Server 2025 icon.
e Or open the terminal and use the following command to enter the setup mode:

sudo /usr/ 1l ocal / Al toval Fl owFor ceSer ver 2025/ bi n/ FI owFor ceWebSer ver set up
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After you have used the command abowe, the terminal will display two URLs for the Setup page that
you can copy-paste into your browser's address bar. In the event that the first URL does not work, you
can use the second one.

For information about sener configuration on the Setup page, see Configuration via Setup Pagem.

Method 2
The second method enables you to configure your senver instance via the command line and configuration files.

For details, see Configuration via Configuration Files and cL@.

Options of the setup command

The set up command supports the following options:

--listen

By default, every time when you run the setup, the URL of the setup page is regenerated on a free random port
(e.g., http://1 ocal host : 50492/ set up). The - -1 i st en option enables you to specify an alternative

interface/port combination to listen to (other than | ocal host or 127. 0. 0. 1). This might be useful if you want to
access the Setup page from a browser on a different machine.

Note the following points:

e It is not recommended to make the setup run privileged with the actual data directory and bind it to an
external network interface. If you intend to do that, the next option (- - key) is useful.

¢ Do not use the same port as the normal (non-setup) FlowForce Web Server or FlowForce Server
instance, because when the instance runs, that port will already be in use.

If the binding address (interface) is non-local, you may need to configure the operating system's firewall so as
to enable access through the designated port.

Example
For example, the command f | owf or cewebserver setup --1isten=0.0.0.0: 10008 would make the setup

listen on port 10008 on all interfaces.

- - key

The - - key option enables you to set an access key for the setup page. With this option set, it is possible to
sawe the setup page only if the correct access key is provided in the URL. The key can be any string that will
be included in the URL. The setup page is not available continuously but only for the duration of the setup
operation. For example, if you run a Linux command like the one below,

f1 owf or cewebserver setup --listen=wld.berries.com 8015
--key=all _cats_love fish
--dat adi r=/var/ opt/ Al t ova/ Fl owFor ceSer ver 2025/ dat a
the URL to connect to will be as follows:

http://wild.berries.com8015/setup?key=all_cats_| ove_fish

Note that the setup page does not use HTTPS, because it used itself to configure the HTTPS parameters.
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2.1.4 Upgrade FlowForce Server

When you upgrade to a newer version of FlowForce Sener, the license of your previous version will be used
automatically for the newer version if, during installation:

e the new version is registered with the same LicenseSener as the one with which the previous version of
FlowForce Server was registered,;
e you accept the license agreement of FlowForce Sener.

The simplest way to carry over a license from the previous version of FlowForce Sener to the newer version is
to let the installation process implement the required steps. The relevant steps during the installation process
are listed below in the order in which they occur:

1. Let the installer register the new version of FlowForce Server with the LicenseServer that holds the
license used by the older version of FlowForce Server.

2. Accept the license agreement of FlowForce Senver. (If you do not accept the agreement, the new
version will not be installed.)

Note: If you do not register FlowForce Sener with the correct LicenseSener during the installation process,
you will need to register and license FlowForce Server manually with your alternative LicenseServer.

Important information about instance-data directory
With 2024 R2, the default path to the instance-data directory has changed and contains no year anymore. This

is the new recommended naming convention, because in-place upgrades are safer and faster. 2024 R2 has
also introduced a new way of installing senver instances: via the Setup page as opposed to the installation
wizard. The new method provides more control over the location of your instance data. For more information,

see Configuration via Setup Pagem.
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2.2 Configuration via Setup Page

After you hawe installed FlowForce Sener, you must configure it. This section explains how to configure it via
the FlowForce Server Setup page. The Setup page provides a centralized way of managing and configuring
sener instances. Alternatively, you can use configuration files @ to configure FlowForce Sener.

Note: Internet Explorer is not supported for the FlowForce Sener Setup page.

How to access Setup page
Depending on your operating system, the instructions on how to access the Setup page vary:

. Windows
e Linux
. macOS

Overview of Setup page
The Setup page consists of two sections: LicenseServer and Instances.

LicenseServer

FlowForce Server must be registered with Altova LicenseSenver (see Altova LicenseServer). If you do not
specify a LicenseSenrver host during installation, you will need to do this via the Setup page, by entering the
address or host name of the machine where Altova LicenseSener runs (LicenseServer field shown below). This
can be the address of the local machine if LicenseSenver is installed locally or a network address. After
entering the relevant address/host name, click Register with LicenseServer.

LicenseServer

|E|‘|tE|' address here or search for LicenseServer 8

Register with LicenseServer

The registration of FlowForce Server with LicenseSenser is also possible during the installation process
(Windows) or from the command line (Windows, Linux, macOS). The details are provided in the following
topics:

e Reqister FlowForce Sener (Windows)@
e Redqister FlowForce Sener (Linux
e Reqister FlowForce Sener (macOS)

Instances
The Instances section of the Setup page is shown in the screenshot below.
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Instances

Actions log:

AFinish FlowForce setup mode to go to the FlowForce home page.

Data directory:  C:\ProgramData\Altova\FlowForceServer\data ' & +

State: Altova FlowForce Server: Altova FlowForce Web Ul Server:

J - Service state: & Running Stop Service state: Running Stop.
Compatible version

HTTP interface: 127.0.0.1:4646 HTTP interface: 0.0.0.0:8082

Configure parameters... Install services... Uninstall services... Reset root password...

2024-06-14 16:39:08 Started service AltovaFlowForceWeb.

2024-06-1416:39:06 Started service AltovaFlowForce.

3
v

3 2024-06-14 16:38:53 Stopped service AltovaFlowForceWeb.
3 2024-06-14 16:38:50 Stopped service AltovaFlowForce.

3

2024-06-14 16:38:09 Installed services.

L]

This section enables you to carry out the following actions:

Create a new senver instancem

Add an existing instance
Hawve an ovenview of existing server instances

Configure instance parametersE
Install and uninstall the senices (the same tasks can be carried out via the i nst al | @ and

uni nst al | commands, respectively)

Upgrade the database to the latest version @ (fulfills the same function as the upgr adedb @®
command)

Migrate the instance directory to a new location (fulfills the same function as the mi gr at edh @
command)

Integrate the Altova RaptorXML Server functionalityeb into FlowForce Sener, by using the Inte%lte
Tools button (or via the - - i nt egr at et ool s option of the i ni tdb@, creat edb, upgr adedb <=,
and ni gr at edh @ commands)
Reduce the size of the database files (fulfills the same function as the conpact db @ command)
Reset the password of the r oot user to the default value (fulfills the same function as the

r eset passwor 4@ command)

For information about creating, configuring, and installing a server instance, see Configuration Procedures
below. Importantly, before compacting the database files, upgrading the database, integrating tools, and
migrating your instance data, you must stopm the FlowForce Sener and FlowForce Web Server senices.

Note that you can have multiple server instances, but only one server instance can be running at a given time.

Configuration procedures

The configuration of FlowForce Sener on the Setup page inwlves the procedures described below. Some of the

procedures are optional (e.g., setting up SSL encryption).

1.
2.

Creating a new server instancem

Configuring instance parameters@, which includes:
Setting ports to connect to FlowForce Sener and FlowForce Web Senver

b. Setting up SSL encryption
c. Configuring the default time zone
d. Configuring cluster-related settings (Advanced Edition)

o
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3. Installing the servicesm
4. Starting the senices

Note that besides creating a new server instance, you can also add an existing one. If the state on the Setup
page shows that your sener instance is outdated, you will need to upgrade the instance-data directory. See the
details in the topic Create New Senver Instance@.

After yg have finished configuring FlowForce Server, you can log in® and carry out various administration
tasks @,

2.2.1 Create New Server Instance

After you have accessed the Setup pagem, you can proceed to create a new server instance or add an
existing one. If the state on the Setup page shows that your sener instance is outdated, you will need to
upgrade the instance-data directory (see Upgrade Instance-Data Directory below).

Add a new instance
If you are installing FlowForce Senver for the first time, you might see the page similar to the one below:

Instances

A No instance directory of appropriate version found nor older version to upgrade. Create a new instance or add an existing instance directary.

Data directory:  C:\ProgramData\Altova\FlowForceServer\data ' @&

States Altova FlowForce Server: Altova FlowForce Web Ul Server:

Directory does not exist. Service not installed Service not installed

£ Directory 'C\ProgramData‘\Altova\FlowForceberver\data' does not exist.

New instance... Add existing instance...

To create a new server instance, follow the instructions below:

1. Click New Instance (highlighted button in screenshot above).

2. Enter the folder where instance data will be stored. This can be any directory; note, however, that you
must select your local drive for instance-data storage. Alternatively, you can opt for the default
location® of the instance-data directory.

3. Click Initialize New Instance.

As soon as you hawe initialized the instance, the current state, logged activities, and various configuration
options will appear (screenshot below). The state will inform you about whether the server version is compatible.
You will also see information about whether the FlowForce Server and FlowForce Web Senver senices are
installed and running.
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State: Altova FlowFarce Server: Altova FlowFarce Web Ul Server:
Service not installed Service not installed
Compatible version
HTTP interface: 127.0.0.1:4646 HTTP interface: 0.0.0.0:8082
Configure parameters... Install services... Migrate instance directory to... Compact database files... Reset root password...
Actions log: 4 2024-05-2115:21:29 Run FlowForce ‘initdb’ command.

2024-05-21 15:21:29 Info Executing "C:\Program Files\Altova\FlowForceServer20254bin\FlowForceServer.exe” initdb --datadir="C:\ProgramData\Altova‘\FlowForceServeridata”...

\ Prugr‘am[lata\ Altu.la \FluwFur‘(ehEr‘.rer‘\d ata\flowforce.db

532 | info | flowforce | flowforce | Creating dat se version 27

519 | info | flowforce | Flowforce|Creating dat: \ProgramData\Altova\FlowForceServeridata\state.db
1|info|flowforce |flowforce|Creating dat: \Programi Altova\FlowForceServer\data\private.db

379 | info | flowforce | flowforce | FlowForce instance setup success: C:\ProgramData\Altova\FlowForceServer\data.

Data directory:  C:\ProgramData\Altova\FlowForceServer\data ' & T

&

Add

an existing instance

If, for some reason, you have deleted a senver instance from the Setup page and would like to add the instance

back, take the steps below:
1. Click Add Existing Instance on the Setup page. This opens the Add Instance Data Directory dialog.
2. Select an existing instance-data directory that contains f | owf or ce. db and other FlowForce instance
files.
3. Click the Add Existing Instance button. The existing instance will be added to the list of instances on

the Setup page.

Upgrade instance-data directory

If the

Directory button on the Setup page (screenshot below). This will upgrade the database to the latest version.

state on the Setup page indicates that your sener instance is outdated, click the Upgrade Instance

Data directory: | CG\ProgramData\Altova\FlowForceServer2020\data ' /&

State: Altova FlowForce Server: Altova FlowForce Web Ul Server:
Older version, upgrade database Service not installed Service not installed
HTTP interface: 127.0.0.1:4646 HTTP interface: 0.0.0.0:80582
Configure parameters... Upgrade instance directory... Migrate instance directory to...

Next step
The next step is to configure various parameters, such as ports, SSL encryption, the default time zone. To

configure these parameters, click the Configure Parameters button on the Setup page, which will open a

separate page. For details, see Configure Instance Parameters €
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Besides, if you hawe installed RaptorXML Server together with FlowForce Server (available on Windows) or
separately (available on any platform) and wish to use the Altova RaptorXML Server functionality in FlowForce
Sener, you will need to integrate Altova RaptorXML Senrver into FlowForce Sener. It is recommended to
integrate RaptorXML Server before installing@ the FlowForce Server and FlowForce Web Server senices. For

details, see Integration with RaptorXML Server@.

2.2.2 Configure Instance Parameters

The FlowForce Server Setup page enables you to configure various network settings, including the interface and
port on which FlowForce Sener and FlowForce Web Server should listen. Most of the settings from the Setup
page can also be defined by means of configuration files . The settings defined on the Setup page will be
preserved when you install a new minor version of FlowForce Server. If you install a new major version, the
settings will be preserved only if you opted to migrate your data from the previous major version during
installation.

To get access to the network settings, click Configure Parameters on the Setup page. The screenshots
below illustrate the connection settings for FlowForce Web Senver and FlowForce Server, respectively.

FlowForce Web Server

Unencrypted Connection

Enabled:
Bind address: i |;-".II interfaces (0.0.0.0) | ) other Port: 8082
Host name:

SSL Encrypted Connection

Enabled:

Bind address: i |;-".II interfaces (0.0.0.0) | ) other Port: 8090
Host name: example.name.com

Certificate file: Cisecure\flowforceweb.crt

Private Key file: Chsecure\flowforceweb.key

Certificate Chain file: | Chsecurg\intermediate.pem

Settings

Default time zone: Europe/Berlin -
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FlowForce Server

Unencrypted Connection

Enabled:
Bind address: i |L:uca| anly (127.0.01) | O gthen Port: 4845
Host name:

SSL Encrypted Connection

Enabled:

Bind address: i |L:uca| anly (127.0.01) | O gthen Port: 4847
Host name: example.name.com

Certificate file: Cisecura\flowforce.crt

Private Key file: Chsecureflowforce key

Certificate Chain file: | Chsecurg\intermediate.pem

Master Instance Encrypted Connection

Enabled: l

Bind address: i |;-".II interfaces (0.0.0.0) | ) other Port: 4845

The available settings are described below.

=l Unencrypted connection enabled

Select this check box to enable plain HTTP (unencrypted) connections to FlowForce Web
Senver/FlowForce Senver.

=I Bind address

FlowForce Web Server
On Windows, the FlowForce Web Server administration interface is available by default on all network

interfaces on port 8082. On Linux and Mac OS, the port number is chosen randomly during installation. To

specify a custom address other than Local only or All interfaces, enter it in the Other text box.

FlowForce Server
The default setting for FlowForce Server accepts only requests from the same machine (127. 0. 0. 1) on

port 4646, through an unencrypted connection. If you intend to start jobs as Web senices via plain HTTP
from remote machines, select All interfaces (0.0.0.0) from the Bind address combo box.

If the binding address (interface) is non-local, you may need to configure the operating system's firewall so
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as to enable access through the designated port.

= Port

Specifies the TCP port on which FlowForce Web Sener/FlowForce Serner should listen. The port must not
be already in use.

=l Host name

FlowForce Web Server

The Host name field, if non-empty, sets a fixed host name that is used for the binding. It sets the name of
the machine running FlowForce Web Sener, and other machines on the network will use this name to
connect to it. FlowForce automatically detects the appropriate host name to use. If you set this field
explicitly, then automatic detection will be overridden. Depending on the network configuration in your
organization, you may need to use a value such as sonehost or sonehost . exanpl e. or g.

The host hame associated with a binding is used for SSL (see Enable SSL for FlowForce Sernver/Web
Server@) and by Altova SeniceController* on Windows. If SSL is enabled, the host name must match
the Common Name property of the certificate.

Setting a host name is meaningful if the bind address is not local (i.e., when the Bind address field is set
to something other than Local (127.0.0.1).

FlowForce Server

The field Host name designates the host hame bound to the interface where FlowForce Sener listens for
connections from clients that access jobs exposed as Web senices. Setting a host name is meaningful

when the Bind address field is not set to Local (127.0.0. 1) . Depending on the network configuration in
your organization, you may need to use a value such as sonehost or sonehost . exanpl e. or g.

The host nhame associated with a binding is used for SSL (see Set Up SSL Encuption@). If SSL is
enabled, the host name must match the Common Name property of the certificate. The host name is also
used by Altova SeniceController* on Windows. If the host name is not set, FlowForce automatically
detects the first appropriate host name to be used by Altova SeniceController.

If the host name is configured, the FlowForce Web interface can show clickable links to navigate to jobs
exposed as Web senices, including links in the Active Triggers and Senices ® section of the Home
page. Also, the Call Web Service button becomes available in the Service section of the job
configuration page. Clicking this button enables you to call the Web senice in a new browser window. For
more information, see Jobs as Web Senices @&

* Altova ServiceController is an application that enables you to conveniently start, stop, and configure
Altova services on Windows systems.

=l SSL Encrypted Connection

SSL (Secure Sockets Layer) is an encryption security protocol that encrypts data transmitted between a
client and a server. In FlowForce Server, you can encrypt the following HTTP connections with SSL
certificates:

e The connection between a browser and FlowForce Web Senver
e The connection between a Web senice consumer (e.g., a client application) and the FlowForce
Server senice
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¢ The internal connection between FlowForce Web Sener and FlowForce Server

For more details, see Set Up SSL Encuption@.

=l Settings

In addition to encrypted and unencrypted connections, you can also set the default time zone for
FlowForce Web Server. You can also set the default time zone through the Administration ® page.

=I Master Instance Encrypted Connection (Advanced Edition)

The settings shown in the screenshot below must be configured if FlowForce Sener is a master instance
in a cluster of multiple machines that run FlowForce Server.

Master Instance Encrypted Connection

Enabled: []

Bind address: ® |Allinterfaces (0.0.0.0) | O other. Port: 4645

When you have finished defining the network settings and other parameters, click Save Changes. This action
will redirect you to the main Setup page. The next step is to install the senices (63 ]

2.2.3 Set Up SSL Encryption

SSL (Secure Sockets Layer) is an encryption security protocol that encrypts data transmitted between a client
and a server. In FlowForce Sener, you can encrypt the following HTTP connections with SSL certificates:

e The connection between a browser and FlowForce Web Sener

e The connection between a Web senice consumer (e.g., a client application) and the FlowForce Senver
senice

¢ The internal connection between FlowForce Web Server and FlowForce Sener

For the first two connections, you need an SSL certificate and a private key corresponding to that certificate.
For security reasons, you might want to use a separate SSL certificate and private key for each connection. If
you want to use the same certificate and private key for both connections, this requires that both FlowForce
Server and FlowForce Web Sener have the same fully qualified domain name (FQDN). For example, if
FlowForce Web Sener listens on htt ps://sonehost : 8083, then FlowForce Server should listen on

htt ps: // sonehost : 4647. Note that you can always change the port later; only the host name is important in
this case.

For the last connection, there is no need for a third certificate and private key pair—you can use the same SSL
certificate as for FlowForce Server. In this case, FlowForce Web Senver acts as an HTTP client for FlowForce
Senver.
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FlowForce Server Advanced Edition
If you use FlowForce for exchanging AS2 data, you can also use SSL certificates to sign or encrypt data as
part of the AS2 senvice.

SSL encryption precedures

If you need to encrypt communications with the SSL protocol, follow the instructions below. In this example, we
have used the open-source OpenSSL toolkit to set up SSL encryption. The steps listed below, therefore, need
to be carried out on a computer on which OpenSSL is available. OpenSSL typically comes pre-installed on
most Linux distributions and on macOS machines. It can also be installed on Windows computers. For
download links to installer binaries, see the OpenSSL Wiki.

1. Generate a private key

SSL requires that a private key be installed on FlowForce Sener. This private key will be used to
encrypt all data sent to clients. To create the private key, use the following OpenSSL command:

openssl genrsa -out private. key 2048

The command above creates a file called pri vat e. key, which contains your private key. Note where
you save the file. You will need the private key (i) to generate the Certificate Signing Request (CSR)
and (ii) to be installed on FlowForce Sener (see Step 7 below). The value 2048 refers to the 2048-bit
size of the private key, which is the minimum encryption strength normally accepted by a
centification authority.

Private key requirements
Because FlowForce Senver runs unattended, enabling SSL requires that the certificate's private key

be unencrypted, which means it must not be protected with a password. Otherwise, the private key
cannot be used by FlowForce Senrver. For this reason, the file that stores the private key must have
restricted access and be accessible only to entitled personnel in your organization.

To check whether the private key is password-protected or unencrypted, open the private key file
using a text editor or the command line. An encrypted private key begins with the following lines:

----- BEG N RSA PRI VATE KEY-----

Proc- Type: 4, ENCRYPTED
DEK- | nf 0: AES- 256- CBC, DFC3FAD546517ED6336CFF72AA23F6C7

To decrypt the private key, you can use the following OpenSSL command:
openssl rsa -in enc.key -out dec. key
Note also the following requirements:
e The private key must be in PEM (Privacy Enhanced Mail) format. The file extension of PEM

files is usually . pem but it can also be . key, . cert, .cer, or.crt.
e The private key must be stored securely.

2. Create a Certificate Signing Request (CSR)

A Certificate Signing Request (CSR) is sent to a certificate authority (CA), such as VeriSign or
Thawte, to request a public key certificate. The CSR is based on your private key and contains
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information about your organization. Create a CSR with the following OpenSSL command (which
provides the private-key file, pri vat e. key, that was created in Step 1, as one of its parameters):

openssl reqg -new -nodes -key private. key -out ny.csr

During the generation of the CSR, you will need to give information about your organization (listed
below). This information will be used by the certificate authority to verify your company's identity.

e Country

e Locality (the city where your business is located)

e Organization (your company name). Do not use special characters - these will invalidate
your certificate.

e Common Name (the DNS name of your server). This must exactly match your server's
official name, that is, the DNS name that client apps will use to connect to the sener.

o A challenge password. Keep this entry blank.

3. Buy an SSL cettificate

In the next step, you need to purchase an SSL certificate from a recognized certificate authority
(CA), such as VeriSign or Thawte. For the rest of these instructions, we follow the VeriSign
procedure. The procedure with other CAs is similar.

1. Go to the VeriSign website.

2. Click Buy SSL Certificates.

3. Different types of SSL certificates are available. For FlowForce Sener, Secure Site or
Secure Site Pro certificates are sufficient. EV (extended verification) is not necessary, since
there is no "green address bar" for users to see.

4. Proceed through the sign-up process and fill in the information required to place your order.

5. When prompted for the CSR (created in Step 2: Create a Certificate Signing Request
above), copy and paste the contents of the ny. csr file into the order form.

6. Pay for the certificate with your credit card.

Obtaining public key certificates from an SSL certificate authority (CA) typically takes two to three
business days. Please take this into account when setting up your FlowForce Senser.

Alternative method: Create a self-signed SSL certificate
Alternatively, if FlowForce Server runs on a private network, you can configure your own SSL root

certification authority (provided you are entitled to do this in your organization). No browser or
operating system trusts such an authority by default. Therefore, you will need to configure each
machine (or browser, depending on the case) that connects to FlowForce Sener to trust your self-
signed root certificate. Otherwise, the browser will still display warnings, or the Web senvice call will
not be successful. For more information, see Create Self-Signed SSL Certificates €.

4. Receive the public key from CA

Your certificate authority will complete the enroliment process over the next two to three business
days. During this time, you might get emails or phone calls to check whether you are authorized to
request an SSL certificate for your DNS domain. Please work with the authority to complete the
process.
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After the authorization and enrollment process has been completed, you will get an email containing
the public key of your SSL certificate. The public key will be in plain text form or attached as a . cer
file.

5. Sawe the public key to a file

For use with FlowForce Server, the public key must be saved in a . cer file. If the public key was
supplied as text, copy-paste all the lines from

--BEG N CERTI FI CATE- -
- - END CERTI FI CATE- -

into a text file that we will call nycertificate. cer.

6. Sawe CA's intermediate certificates to a file

When you sign a certificate with a certificate authority, you will receive a single intermediate
certificate or intermediate certificates (primary and secondary) that form the chain of trust between
your sener and the certificate authority. If you receive a primary certificate and a secondary
centificate, you must combine them into a single file (the so-called Certificate Chain File), as shown
in the instructions below.

1. Using a text editor such as Notepad, create a new text file. In our example, we hawe called it
i nt er medi at e. pem You can choose another file name and extension.

2. Open each intermediate certificate in a text editor and copy-paste its contents into
i nt er medi at e. pem Importantly, the certificate text must be copied in reverse order: The
secondary intermediate certificate goes first; the primary one goes second (code listing
below).

--BEG N CERTI FI CATE- -
(secondary internediate certificate)
- - END CERTI FI CATE- -
- - BEG N CERTI FI CATE- -
(primary intermedi ate certificate)
- - END CERTI FI CATE

3. Sawe the changes. You will need i nt er nedi at e. pemon the FlowForce Setup page later.

7. Enable SSL for FlowForce Server/Web Server

The instructions below show you how to enable SSL for FlowForce Web Sener (the senice which
drives the Web administration interface of FlowForce) and FlowForce Sener (the senice responsible
for exposing Web senices created from FlowForce jobs to HTTP(S) clients).

Note: If you created self-signed certificates, each client browser must be configured to trust your
self-signed certificate authority. See Import Root Certificate ® for more information.

To enable SSL for FlowForce Server/Web Senver, follow the instructions below:
1. Open the FlowForce Server Setup page‘B and click Configure Parameters.

2. Depending on your needs, navigate to the settings of FlowForce Web Sener or FlowForce
Sener.

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH



Installation and Configuration Configuration via Setup Page 57

9.

Select the Enabled check box in the SSL Encrypted Connection section.

Select All Interfaces (0.0.0.0) in the Bind address drop-down list. This value means that
FlowForce Server/FlowForce Web Server will be accessible externally, not only from the
current machine.

Enter the host (domain) name and port where FlowForce Server/Web Server should listen to
SSL-encrypted connections. The domain name entered in the Host name field must
correspond to the SSL certificate's Common Name. The port must not be in use. Depending
on the case, you can also enter a different IP address. If you enter an IP address in the
Other field without entering a host name, this IP address must correspond to the SSL
certificate's Common Name.

Enter the path to the certificate in the Certificate File field. The certificate must be in PEM
(Privacy Enhanced Mail) format. The file extension of PEM files is usually . pem but it can
also be . key, . cert, .cer, or.crt. The certificate must be issued for the domain name on
which FlowForce Sener is running.

Enter the path to the private key file in the Private Key File field. The private key must be in
PEM (Privacy Enhanced Mail) format. The file extension of PEM files is usually . pem but it
can also be . key, . cert, . cer, or.crt. The private key must be stored securely. In order
for the private key to be usable in FlowForce, it must not be password protected.

Enter the path to the certificate chain file in the Certificate Chain File field. If there is no
intermediate certificate, you can leave this field empty. If there are several intermediate
certificates available, then you must combine all of them into the so-called Chain File (see
Save CA's Intermediate Certificates to a File (Step 6) above).

Click Apply settings and restart FlowForce services at the bottom of the Setup page.

Optionally, clear the Enabled check box under Unencrypted Connection. Note that this will make
FlowForce Server/Web Server unavailable through plain HTTP, so you should take this step only after
the SSL encrypted connection starts working. Instead of disabling the HTTP connection completely,
you may want to restrict it to local connections only (the Local only option in the Bind address
drop-down list).

Note the following points:

The browser (or connecting client) will display warnings if the Common Name (CN) of the
SSL certificate does not correspond to the domain name or IP address where FlowForce
Server runs.

If you are using self-signed certificates, the browser (or connecting client) will display
warnings if you have not added your CA root certificate to the operatin%s’ystem's certificate
store or to the browser's certificate store (see Import Root Certificates )

8. Test SSL communication

You can now use any SSL testing tool to check whether secure communication with your sener via
HTTPS is working properly. This will tell you (i) whether the public key certificate file was properly
constructed with the intermediate trust chain in Step 6, and (ii) whether your server can be reached
properly through the firewall.
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2.2.3.1 Create Self-Signed SSL Certificates

This demo shows you how to create self-signed SSL certificates for FlowForce Senver running on a private
network. Note that this demo is intentionally simplified and not suitable for use in production. Your organization
will likely have specific security policies concerning SSL certificates and could use SSL tools other than the
ones described below.

Creating self-signed SSL certificates inwlves the following procedures:

1. Creating a root certificate
2. Creating a FlowForce certificate
3. Importing the root certificate

For more information about each step, see the subsections below.

Prerequisites
This example makes use of the OpenSSL toolkit (https://www.openssl.org/) to generate self-signed certificates.

Note that OpenSSL is an open source library and may need to be compiled before you can use it at the
command line. The compilation and installation instructions for OpenSSL vary for each operating system.
OpenSSL typically comes pre-installed on most Linux distributions and on macOS machines. You can quickly
check if OpenSSL is installed by typing the command below (it displays the current OpenSSL version):

openssl version

OpenSSL can also be jnstalled on Windows computers. For download links to installer binaries, see the
OpenSSL Wiki.

Step 1. Create root certificate

The instructions below explain how to create a root certificate. The root certificate will be used to sign the
sener certificate (Step 2 below).

1. Create a directory that will store all certificates used in this demo (e.g., C. \ secur e). This will be the
working directory for all subsequent OpenSSL commands. Then change to this directory from the
command line:

cd C \secure

2. For this demo, we will be issuing certificates with OpenSSL extensions. To make this possible, find
the openssl . cnf file of your OpenSSL distribution and copy it to the working directory created in the
previous step.

3. Create the root key that acts as your certificate authority's (CA) private key. Be aware that the root
private key is the most sensible piece of your public key infrastructure, so it must always be generated
and stored in a secure environment (in this demo, it is stored in C: \ secur e).

openssl genrsa -aes256 -out root.key 2048

When prompted, type a password to protect the root key. You will subsequently need this password to
sign certificate requests.

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH


https://www.openssl.org/
http://www.openssl.org/
https://www.openssl.org/community/binaries.html
https://wiki.openssl.org/index.php/Binaries

Installation and Configuration Configuration via Setup Page 59

Create the root certificate that is the public certificate of your certificate authority. The command below
generates a self-signed certificate for the private key created abowve, with a validity of 3650 days. Notice
that the - confi g parameter points to the openssl . cnf file in the same directory. The - ext ensi ons
parameter refers to the v3_ca extension (section) defined in openssl . cnf .

openssl req -config openssl.cnf -extensions v3_ca -x509 -new -nodes -key root.key -
sha256 -days 3650 -out root.pem

When prompted, enter information about your organization, for example:

Country Nanme (2 letter code) [AU]: AT

State or Province Nane (full nane) [Some-State]:

Locality Nane (eg, city) []: Vienna

O gani zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: MyConpany Ltd
Organi zational Unit Name (eg, section) []: IT

Common Nane (eg, YOUR nane) []: Deno CA

Enai|l Address []: test@xanple.org

You can fill in the required fields as applicable to your organization. For the Cormon Nane field, enter
the name of your self-signed certificate authority (Deno CA in this example).

Step 2: Create FlowForce certificate

The next step is to create the actual certificate that will be used for SSL encryption (by FlowForce Sener,
FlowForce Web Server, or both). The FlowForce certificate will be signed with the root certificate that was
created in Step 1.4. Follow the instructions below:

1.

Create the private key, using the OpenSSL command below. The private key accompanies your self-
signed certificate used by FlowForce.

openssl genrsa -out fl owforce. key 2048

The private key must be in PEM (Privacy Enhanced Mail) format. The file extension of PEM files is
usually . pem but it can also be . key, . cert, . cer, or.crt. In order for the private key to be usable in
FlowForce, it must not be password-protected. The private key must be stored securely.

Open the working openssl . cnf file and add the following section to it:

[ server_cert ]

# Extensions for server certificates (" man x509v3_config’).
basi cConstrai nts = CA: FALSE

nsCert Type = server

nsComent = "QpenSSL Generated Server Certificate"

subj ect Keyl denti fi er = hash

aut horityKeyldentifier = keyid,issuer:al ways

keyUsage = critical, digital Signature, keyEnciphernent

ext endedKeyUsage = serverAuth

subj ect Al t Nanme=DNS: ser ver . ny. donai n. com

Make sure to change the subj ect Al t Nane (Subject Alternative Name) so that it corresponds to the
FQDN (fully qualified domain name) of the machine where FlowForce Server runs. In this example, it is
set to server. ny. donmai n. com Specifying a subject alternative name is required by Google Chrome 58
and later; otherwise, your self-signed certificate will generate a NET: : ERR_CERT_COVWMON_NAVME_| NVALI D

error (see the Chrome Help page).
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3. Create a Certificate Signing Request (CSR), using the command shown below. Notice that the -
conf i g parameter points to the openssl . cnf file edited previously. The - ext ensi on parameter refers
to the server _cert extension defined in openssl . cnf.
openssl req -config openssl.cnf -extensions server_cert -new -nodes -key
fl owforce. key -out flowforce.csr

4. When prompted, enter information about your organization, for example:

Country Nanme (2 letter code) [AU]: AT

State or Province Nane (full nane) [Some-State]:

Locality Nane (eg, city) []: Vienna

O gani zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: MyConpany Ltd

Organi zational Unit Name (eg, section) []: IT

Common Nane (eg, YOUR nane) []: server.ny.domai n.com

Enai|l Address []: test@xanple.org

For the Common Narre field, make sure to enter the FQDN (fully qualified domain name) of the host
machine where FlowForce Sener runs. Leave the challenge password field empty when prompted.

5. Sign the FlowForce certificate with the root certificate. Note that, in a production environment, the root
certificate does not normally sign sener certificates directly; instead, intermediate certificates are
used. The command below signs the f | owf or ce. csr certificate request against the root certificate
created previously and creates the f1 owf or ce. crt file (which is the senver certificate required in
FlowForce Server):
openssl x509 -extfile openssl.cnf -extensions server_cert -req -in flowforce.csr -CA
root. pem - CAkey root. key -CAcreateserial -out flowforce.crt -days 365 -sha256

Summary

After taking Step 1 and Step 2, you must have the following certificates and keys:

root . key: This is your certificate authority's (CA) private key. Store this file in a secure place; if this
key becomes compromised, then anyone can generate browser-trusted certificates on your behalf.
root. pem This is the public certificate of your certificate authority. You will need to install (import) this
certificate into the trusted certificates store of each machine (or browser) that needs to access
FlowForce securely (Step 3 below).

f1 owf or ce. key: This private key accompanies your self-signed certificate used by FlowForce (see
next item).

flowforce. crt: This is your self-signed certificate that will be used by FlowForce Server, FlowForce
Web Senver, or both.

Step 3: Import root certificate

When you create your own certificate authority (CA), the root certificate is self-signed; therefore, no browser will
trust it by default. In order for an HTTP client (such as a browser) to trust your self-signed certificate, the
certificate must be imported as follows:

Into the operating system's trusted certificate store if the browser uses it. On Windows, for example,
Google Chrome and Microsoft Edge use the operating system's certificate store, while Mozilla Firefox
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uses its own store. On Linux, Google Chrome and Mozilla Firefox use their own certificate stores (see
next point). On Mac, Safari uses the operating system's certificate store (Keychain Access).
e Into the trusted certificates store of the browser itself.

Notes
e The self-signed certificate must be imported for each client machine (or browser, if applicable) that
will access FlowForce Sener.
e When you enable SSL encryption between FlowForce Web Sener and FlowForce Sener, it is not

sufficient to import the certificate into the browser. Your self-signed root CA certificate must also be
trusted by the operating system.

Depending on your operating system, the instructions on how to import the root certificate vary. For details, see
the subsections below.

=l Linux

On Linux, you can import a trusted certificate into the system's certificate store as shown below. Perform
the following steps only if you are sure of the authenticity of the certificate you want to trust.

On Debian and Ubuntu, follow the steps below:
1. Copy the certificate file of the Web senver to the following directory.
sudo cp /home/ downl oads/ server_cert.crt /usr/local /share/ca-certificates/
2. Update the certificate store as follows:

sudo update-ca-certificates

On CentOS, follow the steps below:
1. Install the ca-certificates package:
yuminstall ca-certificates
2. Enable the dynamic certificate authority configuration feature:
updat e-ca-trust enabl e
3. Copy the server certificate to the following directory:
cp server_cert.crt /etc/pki/ca-trust/source/ anchors/
4. Use the following command:
updat e- ca-trust extract

For cases in which you need to access the sener only through the browser, it is sufficient to import the
certificate into the browser certificate store. The exact instructions will vary for each browser. For
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example, in Firefox 59.0.2, you can do this as follows:

1. Under Options | Privacy & Security, click View Certificates.
2. On Authorities tab, click Import and browse for the root certificate file created previously.
3. When prompted, select Trust this CA to identify websites and click OK.

= Mac
On macOS, you can import a trusted certificate into Keychain Access as follows:

Run Keychain Access.

Click System and then click Certificates.

Open the File menu and click Import Items.

Browse for the trusted certificate and click Open.

Enter the Keychain Access password when prompted and then click Modify Keychain.
Double-click the certificate, expand the Trust section, and select Always Trust.

ook~ wNE

[ ] & APOLLO CA

APOLLO CA
Root certificate authority

Expires: Thursday, 15. June 2028 at 09:53:18 Central European
—— Summer Time

€3 This certificate has custom trust settings

i e

¥ Trust

When using this certificate: Use Custom Settings

[ < |

Secure Sockets Layer (SSL) | Always Trust
Secure Mail (S/MIME) | Never Trust
Extensible Authentication (EAP) | Never Trust
IP Security {IPsec)  Mever Trust
Code Signing | Mever Trust

Time Stamping | Never Trust

olojofolololol

X.509 Basic Policy | Always Trust

¢ Details

= Windows

On Windows, you can manage certificates in the Microsoft Management Console (MMC) snap-in, either
for your user account or for the computer account.

To open the Certificates snap-in for the current Windows user, run the following command in the command
line:
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certngr. msc
To open the Certificates snap-in for the computer account, take the steps below:

Run ne in the command line.

Go to the File menu of the MMC and click Add/Remove Snap-in.
Click Certificates and then click Add.

Select Computer account and click Next.

Select Local computer and then click Finish.

SHESNSEN .

On Windows, you can import a trusted certificate into the system certificates store as follows:

1. Open the Windows certificate store for the computer account, see .
2. Expand the Trusted Root Certification Authorities folder of the Certificates (Local Computer) tree,
right-click Certificates, select All Tasks | Import and follow the Certificate Import Wizard.

For more information, see the article Import a Certificate on the Microsoft website.

Next step

After taking Steps 1-3, you can now enable SSL for FlowForce Sener, FlowForce Web Server, and for the
HTTP connection between them, which is described in Step 7 of the section Set Up SSL Encuption@.

2.2.4 Install and Start Services

After you have configured all the necessary parameters @, you can go on to install the senices, start them,
and finish the setup.

Install services

To install the senices, click Install Services on the Setup page. As a result, the Install FlowForce Services
dialog box will appear (see below). This dialog box gives an ovenview of the senices to be installed and the
location of the instance-data directory.

Most of the data in this dialog is for information purposes only. However, you can set the way the services will
start after the reboot of the machine. On Windows, you can also select the logon user (screenshot below). You
can also copy the start type and logon details from FlowForce Sener to FlowForce Web Sener by clicking the
Copy Parameters button.
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Data directory: C\ProgramData‘\Altova\FlowForceServer\data
FlowForce Server
Service name: |AltovaFlowForce

Display name: |Altova FlowForce Server 2024 rel. 2 (x64)

Descripticn:  Altova FlowForce Server

Service name: AltovaFlowForceWeb
Display name: Altova FlowForce Web Ul Server 2024 rel. 2 (x64)

Descripticn:  |Altova FlowForce Web

Logonuser  '® Local System

L) Other user

After installation: Start services

Install Services Cancel

Start type Automatic b
Logon user: @ Local System

(U Other user
FlowForce Web Server Copy parameters .

Start type Automatic W

After checking all the details and, possibly, modifying the start type, click Install Services.

Start services

As soon as you click Install Services in the Install FlowForce Services dialog box, the information about
the instance will be updated and logged. By default, the senices will start automatically after installation. In
case the senices have not started yet, click their respective Start buttons on the Setup page. The states of

both senices will switch to Running.

Alternative ways of starting services

Besides being able to start the senices via the Setup page, you can also use some alternative ways.

Depending on the operating system, the instructions vary (see details below).

Start services on Windows

Altova FlowForce Server 2025
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To start the FlowForce Server and FlowForce Web Server senices, click the ServiceController & icon in the
system tray, hover over the corresponding senice in the menu that pops up, and then select Start Service
from the senvice's submenu. If the senices are already running, their respective Start Service options will be
disabled. You can also stop the senvices via SeniceController. Note that you will be able to start FlowForce
Sener and FlowForce Web Server from SeniceController only after you have configured your server instance on
the FlowForce Server Setup page. You can also start and stop FlowForce Server via the Setup page.

Start services on Linux
Since the FlowForce Sener solution consists of two senices, FlowForce Server and FlowForce Web Sener,
you need to start both of them. To start FlowForce Server, use the following command:
sudo systenct!| start fl owforceserver
To start FlowForce Web Server, use the following command:
sudo systenctl start flowforcewebserver
If you need to stop the senices, replace st art with st op in the commands abowve. For example:
sudo systenctl stop fl owforceserver
Note that you can start FlowForce Server and FlowForce Web Server only after you have configured your sernver

instance on the FlowForce Server Setup page. You can also start and stop the senices via the Setup page.

Start services on macOS
Since the FlowForce Server solution consists of two senices, FlowForce Server and FlowForce Web Sener,
you need to start both of them. To start FlowForce Seneer, use the following command:
sudo launchct!l | oad /Library/LaunchDaenons/ com al t ova. Fl owFor ceServer. pli st
To start FlowForce Web Server, use the following command:
sudo launchct!l |oad /Library/LaunchDaenons/ com al t ova. Fl owFor ceWebSer ver. pl i st
If you need to stop the senvices, replace | oad with unl oad in the commands abowe. For example:

sudo | aunchct!| unl oad /Library/LaunchDaenons/ com al t ova. Fl owFor ceServer. pl i st

Note that you can start FlowForce Server and FlowForce Web Server only after you have configured your sener
instance on the FlowForce Server Setup page. You can also start and stop the senices via the Setup page.

Setup page after service installation
After you have successfully installed and started the senices, the Setup page will look similar to the

screenshot below:
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Instances

AFinish FlowForce setup mode to go to the FlowForce home page.

Data directory:  C:\ProgramData\Altova\FlowForceServer\data ' & AN |
State: Altova FlowForce Server: Altova FlowFarce Web Ul Server:
~ Service state: & Running | Stop Servicestate: w Running  Stop
Compatible version
HTTP interface: 127.0.0.1:4646 HTTP interface: 0.0.0.0:8082
Configure parameters... Install services... Uninstall services... Reset root password...

Actions log: 3 2024-06-14 16:39:08 Started service AltovaFlowForceWeb.
3 2024-06-1416:39:06 Started service AltovaFlowForce.
3 2024-06-14 16:38:53 Stopped service AltovaFlowForceWeb.
3 2024-06-14 16:38:50 Stopped service AltovaFlowForce.

3 2024-06-14 16:38:09 Installed services.

Finish setup

The last step is to finish the setup by clicking Finish Setup. After you have finished setting up your server
instance, you will need to log on to the Web UI@, where you can proceed with administration tasks @ and
job configuration.

Information for Windows users
After you hawe finished the configuration of FlowForce Server on the Setup page, the FlowForce Server and
FlowForce Web Senver senices will become available in Altova SeniceController ¥,
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2.3 Configuration via Configuration Files and CLI

Besides being able to configure FlowForce Server via the ElowForce Server Setup pagem, you can also
configure it via the configuration files and CLI. This section describes the contents of the FlowForce Server
application-data and instance-data directories @ and explains how to use the configuration files and the CLI to
set up FlowForce Senver.

Licensing
Note that to be able to use the FlowForce Server functionality, you must register and license FlowForce Server

with Altova LicenseServer. For information about registration and licensing, see the instructions corresponding
to your operating system:

e Licensing on Windows
e Licensing on Linux
e Licensing on macOS

Configuration procedures
The configuration of FlowForce Sener via the configuration files and the CLI consists of the procedures listed

below. Some of the procedures are optional (e.g., setting SSL encryption). The steps below assume that you
have already installed FlowForce Server ¥,

1. Creating a new FlowForce database or upgrading the existing one via the cL@®
2. Configuring instance parameters \ia the configuration files, which includes “¥:

a. Setting ports to connect to FlowForce Senver and FlowForce Web Server

b. Setting up SSL encryption

c. Configuring the default time zone

d. Configuring cluster-related settings (Advanced Edition)

3. Installing the FlowForce Server and FlowForce Web Server senices via the CLI@
4, Starting the senices

Integration with Altova RaptorXML Server
If you hawve installed RaptorXML Server together with FlowForce Server (available on Windows) or separately

(available on any platform) and wish to use the Altova RaptorXML Sener functionality in FlowForce Server, you
will need to integrate Altova RaptorXML Senver into FlowForce Sener. It is recommended to integrate
RaptorXML Sener before installing@ the FlowForce Sener and FlowForce Web Server senices. For details,

see Integration with RaptorXML Server.

After you hawe finished configuring your senice instance, you can proceed to log on to the Web ul® and carry
out administration tasks @.

2.3.1 Overview of Configuration Files

This topic provides an oveniew of configuration files stored in the application-data and instance-data directories.
The paths to the application-data directory and instance-data directories depend on your operating system.
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Application-data directory
The application-data directory (table below) contains two configuration files (f | owf or ceserver. i ni and

f1 owf or ceweb. i ni ) that enable you to configure global configuration settings (currently, the language used in
sener logs and in error messages).

FlowForce Server application-data directory (APPDATADIR)

Linux /var/opt/ A toval/ Fl owFor ceSer ver 2025

macQOS [ var/ Al t ova/ Fl owFor ceSer ver 2025

Windows C.\ Progr anDat a\ Al t ova\ Fl owFor ceSer ver 2025

Instance-data directory
The instance-data directory stores data generated by FlowForce Sener and its users. This can be data related

to jobs, triggers, system functions, server logs, and other files. The instance-data directory also contains two
.ini configuration files. Administrators can edit the . i ni configuration files with a text editor, as an alternative
to changing settings from the Web Administration Interface@, the Setup page@, and from the Command
Line Interface =,

The instance-data directories shown below are default paths. You can also select your custom location of the
instance-data directory via the FlowForce Sernver Setup pagem.

FlowForce Server instance-data directory (INSTANCEDIR)

Linux /var/opt/ A toval Fl owFor ceServer/ dat a
macOS /var/ Al t ova/ FIl owFor ceSer ver/ dat a
Windows C.\ Progr anDat a\ Al t ova\ Fl owFor ceSer ver\ dat a

List of installed FlowForce instances
The f1 owf or cei nst ances. j son file contains a list of FlowForce instances that are managed by the FlowForce

Server Setup pagem. The table below shows the path to this file on different operating systems. This file is for
information purposes only.

File with the list of FlowForce instances (INSTANCELIST)

Linux /var/opt/ Al t ova/ Shar edBet weenVer si ons
macOS /var/ Al t ova/ Shar edBet weenVer si ons
Windows C.\ Progr anDat a\ Al t ova\ Shar edBet weenVer si ons

Contents of APPDATADIR
The list below summarizes the configuration files in the application-data directory.

fl owforceser Stores global configuration settings of FlowForce Server (currently, the language used in
ver.ini server logs and in error messages).
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f | owf or ceweb
Lini

Stores global configuration settings of FlowForce Web Server (currently, the language of the
Web administration interface).

Note: Do not confuse this file with the f | owf or ceweb. i ni file stored in the | NSTANCEDI R
directory (described below).

Contents ofINSTANCEDIR
The list below describes the contents of the instance-data directory.

cache. db

state.db

ffweb. | og
flowforce.lo

g

fl owforce. db

f | owf or cel og
. db

flowforce.in

f | owf or ceweb
Lini

files

| ogs

tnp

tool s

This database file stores data related to the caching feature of FlowForce (see Cache Job
Results ).

This database file stores the wolatile (that is, not configured) state of FlowForce.

These files store the log of messages from FlowForce Web Server and FlowForce Server,
respectively. This is applicable to Windows and macOS systems. On Debian, Ubuntu and
CentOS or later, the log is written to the system log (/ var /|1 og/ sysl og).

This database file stores the FlowForce Server object system, user data, active jobs, roles,
and others.

This database file stores the FlowForce Server logs.

This configuration file defines the port and listening interfaces of FlowForce Sener. See also
Instance Parameters in Configuration Files @ .

This configuration file defines the port and listening interfaces of FlowForce Web Serer. See
also Instance Parameters in Configuration Files %=,

Stores files associated with deployed functions.
Contains captured output from job execution steps.
Stores temporary files.

When other Altova sener products (such as MapForce Server or StyleVision Server) are
installed alongside FlowForce Server, this directory stores .t ool files which enable
FlowForce Server to work with these products. If this directory is empty, you can manually
copy any tool files from the installation directory of the relevant product to this directory.
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You may need to edit a . t ool file to set environment variables that may be required to
execute MapForce mappings and StyleVision transformations (see Environment Settings
).

2.3.2 Instance Parameters in Configuration Files

This topic describes structure of the . i ni configuration files.

Important

After editing the . i ni files, make sure to restart the FlowForce Server and FlowForce Web Server senices.

Structure of .ini files
The f1 owf orce. i ni file has the following structure:

[ Li sten]
active=1

host =127.0.0.1
port =4646

host nane=

[ Li st enSSL]
active=1
SSL=1
host=0.0.0.0
port =4647
host nane=

[SSL]

certificate=/path/to/certificate.crt
private_key=/path/to/private_key. key
certificate_chain=/path/to/certificate _chain

[ Mast er]
host=0.0.0.0
port =4645
active=1

The f1 owf or ceweb. i ni file has the following structure:

[ Li sten]

active=1

host=0.0.0.0

port =8082

host nane=exanpl e. domai n. org

[ Li st enSSL]
active=1

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH



Installation and Configuration Configuration via Configuration Files and CLI 71

SSL=1

host=0.0.0.0
port =8083
host nane=exanpl e. donai n. org

[ SSL]

certificate=path/to/certificate.crt
privat e_key=path/to/ private_key. key
certificate_chain=/path/to/certificate_chain

[ FI owFor ce]
host =127.0.0. 1
port =4646

host nane=

The . i ni files are organized into sections. For details, see the subsections below.

[ Li sten]

The [ Li st en] section defines the HTTP connection settings. You can define multiple [ Li st en] sections. Each
[ Li st en] section must begin with Li st en (e.g., [ Li st enSSL] ). The available parameters are listed below.

active

host

port

host nane

(Optional) Activates or deactivates the current [ Li st en] section. The valid values are 0
(disabled) and 1 (enabled). For example, act i ve=1 means that HTTP connections are enabled.

Specifies the network bind address of FlowForce (Web) Sener (e.g., 127. 0. 0. 1). This can be
an IPv4 or IPv6 address. Use 0. 0. 0. 0 to listen on all interfaces. For local access only, use
127.0.0. 1.

Specifies the port on which FlowForce (Web) Server will listen. Make sure to specify the port
that is not in use yet.

If the binding address (interface) is non-local, you may need to configure the operating
system's firewall so as to enable access through the designated port.

The Host name field, if non-empty, sets a fixed host name that is used for the binding. It sets
the name of the machine running FlowForce Web Sener, and other machines on the network
will use this name to connect to it. FlowForce automatically detects the appropriate host name
to use. If you set this field explicitly, then automatic detection will be overridden. Depending on
the network configuration in your organization, you may need to use a value such as sonehost
or sonehost . exanpl e. or g.

The host name associated with a binding is used for SSL (see Enable SSL for FlowForce

Server/Web Server@) and by Altova SeniceController* on Windows. If SSL is enabled, the

host name must match the Common Name property of the certificate.

* Altova ServiceController is an application that enables you to conveniently start, stop, and
configure Altova services on Windows systems.
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max_reques This option enables you to specify the maximum size, in bytes, of HTTP requests to

t _body_siz FlowForce Sener/Web Server (e.g., max_r equest _body_si ze=500000000). The default limit is

e around 100 MB (100,000,000 bytes). You may need to set this option explicitly in the following
situations:

1. Ifyou call FlowForce Web senices exposed as jobs and the HTTP request body is
larger than the default limit.

2. Ifyou deploy mappings from MapForce to FlowForce Server and the input files are
larger than the default limit.

For Case 1 above, the option must be set only in the f| owf orce. i ni file. For Case 2, the
option must be set in both f1 owf orce. i ni and f | owf or ceweb. i ni files.

[ Li st enSSL]

This section enables you to configure the encrypted HTTPS connection settings. Besides all the parameters
listed in the [ Li st en] section abowe, the [ Li st enSSL] section also has the ssl parameter that can be used to
enable SSL support. The valid values are 0 (disabled) and 1 (enabled). If you enable SSL, the [ SSL] section is
required (see below).

[SSL]
The [ SSL] section defines the SSL/HTTPS connection settings. This section is required if the HTTPS interface
is active (see [ListenSSL] above). The available parameters are listed below.

certifica Specifies the absolute path of the certificate file in PEM format.
te

private_k Specifies the absolute path of the private key file in PEM format.
ey

certifica (Optional) The path to the certificate chain file.
te_chain

[ FI owFor ce]

The [ Fl owFor ce] section applies only to FlowForce Web Server (f | owf or ceweb. i ni ). This section enables
you to configure the connection settings between FlowForce Web Server and FlowForce Server. This section
must match the [ Li st en] section in f | owf or ce. i ni . The available parameters are described below.

host Specifies the IP address or host name of FlowForce Serwer. If FlowForce Sener is not bound to
all interfaces, this value must be the same as in the [ Li st en] section of f| owf orce. i ni ;
otherwise, the value of the host parameter will be 127. 0. 0. 1. If SSL is enabled, this value
must match the Common Name property of the certificate configured in the [ SSL] section of
flowforce.ini.

port Specifies the TCP port on which FlowForce Web Server will connect to FlowForce Sener. This
value must be the same as in the corresponding [ Li st en] or [ Li stenSSL] section of
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fl owforce.ini. If SSLis enabled on this port, the host and hostname (or just the host if the
hostname is not present) must match the Common Name property of the certificate configured
in the [ SSL] section of f| owf orce. i ni .

host nane If non-empty, this field sets a fixed host name that is used by other machines on the network
to connect to FlowForce jobs that are exposed as Web senices @ vou may need to use a
value like sonehost or sonehost . exanpl e. or g, depending on the network configuration in your
organization.

The host name is also used by Altova SeniceController*. If you do not set the host name,
FlowForce detects automatically the first appropriate host name that will be used by Altova
SenviceController.

If the hostname is configured, the FlowForce Web interface may show clickable links to
navigate %Obs exposed as Web senices, including links in the Active Triggers and

Senices section of the Home page. Also, the Call Web Service button becomes available
in the Senice section of the job configuration page. This button enables you to call a Web
senice in a new browser window.

* Altova ServiceController is an application that enables you to conveniently start, stop, and
configure Altova services on Windows systems.

certifica (Optional) Specifies the server certificate that will be accepted by FlowForce Sener. If no

te certificate is given, the system root CA certificates will be used to verify the sener certificate. If
present, this value must match the certificate that FlowForce Sener is using (specified in the
flowforce.ini file).

ssl (Optional) Enables SSL support for the connection between FlowForce Web Sener and
FlowForce Server. The valid values are 0 (disabled) and 1 (enabled).

[ FI owFor ceVeb]
This section applies only to FlowForce Web Server (the f | owf or ceweb. i ni file).

ti mezone Specifies the default time zone of FlowForce Web Sener (e.g., t i nezone=Eur ope/ Ber | %
You can also configure the default time zone in the Settings on the Administration page“<~.

[ Mast er] (Advanced Edition)

This section applies only to the f | owf or ce. i ni file. It is relevant when multiple FlowForce Sener instances run
in a cluster, and the current instance is the master instance

active Enables encrypted connection to this master instance. The valid values are 0 (disabled) and 1
(enabled).
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bi ndi ng Specifies the binding address of the master FlowForce Server instance. Use 0. 0. 0. 0 to listen
addr ess on all interfaces.
por t The port on which this master instance listens to requests from worker instances.

Encrypted connections between FFS and FFW

To enable encrypted connections between FlowForce Server and FlowForce Web Server, you need to configure
fl owforce.ini and fl owf or ceweb. i ni as shown below.

fl owf orce. i ni

[ Li st enSSL]

active=1

ssl =1

host =0.0.0.0

port =4647

host nane=ser ver. ny. domai n. com

[ SSL]

certificate=C \secure\flowforce.crt
private_key=C \secure\fl owf orce. key
certificate_chain=

The port value 4647 refers to the default port for encrypted connections. The paths in the [SSL] section point to
the locations of the certificate and private key for FlowForce Sener.

f 1 owf or ceweb. i ni

[ FI owFor ce]

host =127.0.0.1

port =4647

ssl =1

certificate=C \secure\flowforce.crt

The host in this case is 127. 0. 0. 1, because the communication between FFS and FFW is local. The port
points to the port where FFS accepts encrypted connections, i.e., 4647. The certi fi cat e parameter refers to
the local path of the FFS certificate file (or the path of the common certificate of FFS and FFW if they are using
the same).
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2.4 Administration Tasks

Administration tasks comprise the following procedures:

e Creating and configuring users and roles @
e Configuring basic settings (the default time zone, parameters for the / syst eni nai | / send &

function, directory senice and logging settings)

e  Backing up, restoring, migrating data %
¢ Reuisiting the Setup page (in case you need to change ports, enable SSL, etc.)

e Localizing FlowForce Sener“=

The administration procedures are on-demand tasks that you can carry out when necessary.

Revisit the Setup page
In case you need to revisit the Setup page, for example, to change ports, enable SSL, or configure a new senver

instance, you can do this at any time. For more information, see the instructions corresponding to your
operating system:

e Access the Setup page on Windows
e Access the Setup page on Linux

e Access the Setup page on macOS

2.4.1 Define Users and Roles

A user account is defined by a login name and password and has a set of access rights associated with it.
Users access FlowForce Sener for administrative purposes or as end users.

Access rights are determined by the privileges a user is granted. A user receives privileges in the following
ways: (i) privileges inherited from roles the user is a member of and (ii) privileges assigned directly to the user.
A role is defined by a set of privileges. A role is assigned privileges directly and/or inherits the privileges of
another role that it is a member of. Privileges themselves are access rights to the various administrative
functions and senvices of FlowForce Server. Examples of privileges are as follows: the right to override security
settings, to set a user's own password, to stop any job.

Through the use of roles, user privileges can be defined in a hierarchical way. For example, the Si npl eAdni n
role has the Stop any job privilege. If AdvancedAdmi n is a member of Si npl eAdni n, AdvancedAdni n inherits the
right to stop any job, regardless of the user who created this job, and could additionally be assigned the
Maintain users, roles and privileges privilege. The hierarchical chain can then be further extended.

About users

A user is a person who logs on to FlowForce Server to create and monitor jobs, deploy MapForce mappings
and StyleVision transformations, and configure various settings. The scope of actions available to users in
FlowForce Server depends on the following:

e The permissions and privileges assigned to the users
e The permissions and privileges assigned to the roles that the users are members of

Two special users are predefined:
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e The root user is the initial administrator user. By default, it has all permissions and privileges available
in the system. Its initial name-password combination is r oot - r oot . The password can be changed at
any time.

e The anonynous account is for anonymous users that access senices exposed via the HTTP senvice
interface (see Jobs as Web Senices ). It cannot be used for logging in to the Web Ul, and it has no
initial password.

For more information about how to create, edit, import, and delete users, see Users @

About roles

A role defines a set of privileges and permissions. It can be assigned to another role or to a user. A role's
privileges automatically become the privileges of any other role or any user that the role is assigned to. A user
can be assigned any number of roles. As a result, a user will have all the privileges defined in the multiple
assigned roles.

Note that privileges are global, whereas permissions are defined per container.
The following roles are predefined:

e The aut henti cat ed role is automatically assigned to every user except the anonynous account.
e The al | role is automatically assigned to every user including the anonynous user.

For more information about how to create, edit, import, and delete roles, see Roles 123

About privileges

A privilege is an activity that a user is allowed to carry out (e.g., set a password, read users and roles, stop any
job, etc.). A user can be assigned zero to all of the available privileges. It is recommended to assign privileges
via roles rather than to assign privileges directly to the user. The assigning of privileges and roles to a user is
done by a user that has been assigned this privilege. Initially, it is the r oot user that has this privilege.

Inheritance

You can assign privileges directly to a user (e.g., Epaethia A onso) or to a particular role (e.g., 2
Mar ket i ng Manager). It is recommended to assign privileges to roles rather than to individual users, because
it simplifies the maintenance and management of privileges in the long term.

You can model the hierarchy of your organization in FlowForce Server, by assigning roles to other roles. The
diagram below illustrates a sample organization, for which three roles and one user have been defined. The 2
Enpl oyees role contains a role called 2 \or ket i ng Departnent. This means that the privileges and

permissions granted to the 2 Enpl oyees role will automatically be inherited by the users belonging to the &
Mar ket i ng Depart nent role.

The & Mar ket i ng Depart nent role contains the 2 \ar ket ng Manager role. In this case, the & \ar ket ng
Manager role will inherit all the privileges from the ‘-;BI\/lar keting Departnent and 2 Enpl oyees roles. A user

called £ Al ethia Al onso is the marketing manager, and she has been assigned the 2 varketi ng Manager
role. This implies that she will inherit all the privileges from the broader roles.
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Assigning a privilege
To assign a privilege to a user or role, click a user or role of interest in the Users or Roles tab (Administration

page), respectively, and select the privilege(s) you wish to assign. The available privileges are summarized in

the table below.

Define execution
gueues

Maintain global
settings

Maintain users,
roles and
privileges

Override security

Read users and
roles

Retrieve
sensitive data

This privilege allows defining settings related to job execution gueues.

This privilege allows changing the FlowForce Sener global settings (the time zone and
mail server settings) on the Settings page. This is an administrative privilege and should
only be granted to FlowForce Server administrators.

This privilege allows adding, editing, and deleting the following data: users, roles,
privileges, and passwords. This is an administrative privilege and should only be granted
to FlowForce Server administrators. By default, only the r oot user has this privilege.

Users with this privilege can change container permissions without having the write
permission. This allows FlowForce Server administrators to regain access to resources
accidentally rendered inaccessible. This is an administrative privilege and should only be
assigned to FlowForce Sernver administrators. By default, only the r oot user has this
privilege.

By default, users can see only their own user accounts and any roles they are members
of. When users are granted this privilege, they can see all existing users and roles. By
default, only the r oot user has this privilege.

This privilege allows retrieving and viewing passwords as plain text. By default, only the
root user has this privilege.
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Set own This privilege allows changing their password. Users who do not have this privilege need to
password have their password set by a FlowForce Server administrator. By default, the
aut hent i cat ed role has this privilege, which means that every user account, except for
anonynous, also has this privilege.

Stop any job This privilege allows stopping any running FlowForce Server job, regardless of the user
who created it.

View unfiltered By default, users can see log entries related to configurations to which they have read
log access. Users with this privilege can read all log entries, including those not associated
with a specific configuration. By default, only the r oot user has this privilege.

The tab Administration | Reports | Privileges Report provides a list of all privileges, with each privilege being
listed together with all the users/roles that have that privilege.

2.4.2 Back Up, Restore, and Migrate Data

This section explains how to perform a backain FlowForce Sener, restore data, and copy FlowForce Senver
data from a previous instance-data directory to the current one.

2.4.2.1 Backup

This topic explains how to back up data in FlowForce Server. There are two possible options:

¢ From the Web administration interface. This type of backup includes only configuration data: jobs,
credentials, deployed MapForce mappings and StyleVision transformations, resources. It does not
include application settings or users. Any FlowForce Server user can import and export configuration
data if their permissions on the respective object allow it.

¢ Administrative backup of the application data directory. This approach requires access to the
FlowForce Server instance-data directou on the machine where FlowForce Server is installed. The
application data directory includes all the data from the previous point as well as users and roles,
including users and roles imported from a Directory Senvice such as Active Directory. The application
data directory also includes application-level settings, such as email or LDAP senver settings,
password policies

Note: This topic does not cover backup and recovery of data external to FlowForce Sener, such as files or
directories that are input/output to jobs, FlowForce resources or local file-based databases. You will need to
back up this data separately. It is recommended to keep all such external data (if possible) in the same
directory for easier backup and maintenance.

Useful tips
In case you want to migrate data to a new machine in the future or restore it from a backup, the tips below will

help you carry over data more easily:
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e It is recommended to configure LicenseSenver to have a fallback second sener. For details, see the
LicenseServer documentation (https://www.altova.com/documentation).

e It is recommended that all jobs should use standalone (not inline) credentials @ you are using local
(inline) credentials in jobs, all such jobs will have to be edited on a new server machine to match the
user credentials linked to that operating system. By contrast, if you are using standalone credentials,
you will only need to edit the standalone credentials on the new server machine.

e If you are running mapping functions deployed from MapForce, consider referring to file and folder paths
and databases using resources instead of absolute references.

e As an alternative to creating and maintaining users and roles directly in FlowForce Server, you might
want to use Windows Active Directory or another LDAP Server with support for Directory Senices. For

details, see Changing the Directory Senice Settings .

Partial backup from the Web administration interface

To perform a backup of selected objects, log in to the FlowForce Web administration interface, and use the
Export functionality@. To restore data, use the Import functionality@.

Note: You can import configuration data into a FlowForce Server instance that is of the same or later version
than the one from where data was exported. Importing configuration data into an earlier version of FlowForce
Sener may work but should be awided.

Backup of all FlowForce application data

The backup of all application data involves creating a copy of the FlowForce Server database (I NSTANCEDI R)
in a safe location from which you can later restore it, if necessary. To save time and disk space, you will want
the | NSTANCEDI R directory to be as compact as possible. You can achieve this by performing the following
optional steps before the actual backup:

1. Archive the old log records by creating a job that runs the ar chi ve-| og function.
2. Delete old log records by creating a job that runs the t runcat e- | Oi function.

3. Delete unused files by creating a job that runs the cl eanug-fi | es function.

4. Run the FlowForce Senver executable with the conpact db function.

You can now proceed with the actual backup as follows:

1. Stop both the FlowForce Server and FlowForce Web Senver services. Depending on your operating
system, the instructions vary. For details, see Set Up FlowForce Sener.

2. Create a copy of the | NSTANCEDI R in a safe directory (preferably on a different machine or disk). By
conwvention, we will call this copy | NSTANCEDI R_BACKUP in subsequent steps (see Data Restoration and

Migration).

The pri vat e. db file in the | NSTANCEDI R contains sensitive information, such as passwords and private keys.
Ensure that the backup is stored in a secure location.

2.4.2.2 Data Restoration and Migration

This topic explains how to restore data in FlowForce Senser. It also provides information about data migration,
which allows copying FlowForce Server data from a previous instance-data directou to the current one. If
necessary, it also upgrades the FlowForce database to the latest version. The ni gr at edh @ command, which
is used to migrate data, can be invoked to copy application data from one folder to another. Running this
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command may be useful when you want to migrate FlowForce Serner to a new machine or when you need to
restore the application data directory from a backup.

If you only need to upgrade the FlowForce database version to the latest one, it is sufficient to run
upgr adedb.

Data restoration

If the | NSTANCEDI R_BACKUP (which is the copy of the | NSTANCEDI R) is of the same wersion and on the same
machine as the currently running FlowForce Senver, you can restore data as follows:

1. If FlowForce Server senices are running, stop them.

2. Rename the | NSTANCEDI R, for example, to t enp_dat a.

3. Copy the | NSTANCEDI R_BACKUP to | NSTANCEDI R.

4, Start both the FlowForce Web Server and FlowForce Server senices.

You can also restore backups that originate from another machine and perhaps have an older database version.
The steps below could be useful, for example, if you want to migrate FlowForce data to a new senver, or if a
hardware failure has occurred.

Note that you can restore data on a machine that runs the same or a different operating system. In the latter
case, note that all the paths used in jobs may not be valid on the new operating system, in which case they
will need to be updated manually. Importantly, credentials that are tied to operating system user accounts, that
is, credentials where the Allow usage for job execution option is enabled, may no longer be valid on a new
machine, in which case they will need to be updated manually.

To restore data to a new FlowForce Server installation or version, follow the instructions below:

1. Install FlowForce Sernver and any of the following, if applicable: MapForce Server, StyleVision Server
and RaptorXML Sener. If you need to install LicenseServer as well, you can select it as part of the
FlowForce Server installation (Windows only). On other platforms, you will need to install
LicenseSener separately.

2. Log on to the LicenseSerer Web administration interface and deregister all the products from the old

machine. Then register all the products from the new machine with LicenseServer. This step can also

be performed after migration.

If FlowForce Server senices are running, stop them.

Rename the | NSTANCED! R, for example, to t enp_dat a.

5. Run the m grat edb command by supplying | NSTANCEDI R as - - dat adi r and | NSTANCEDI R_BACKUP as
--ol ddat adi r (see examples below).

H~w

Windows

FI owFor ceServer m gratedb
--dat adi r=C: \ Progr anDat a\ Al t ova\ Fl owFor ceSer ver 2025\ dat a
- - ol ddat adi r=C: \ t ransf er\ backup_dat a

CentOS

sudo ./fl owf orceserver nigratedb

--dat adi r=/var/opt/ Al t ova/ Fl owFor ceSer ver 2025/ dat a
- - ol ddat at di r =/ home/ chang/ backups/ dat a

6. Start (in this order) the FlowForce Server and FlowForce Web Sener senices.
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Data migration
This subsection provides information about data migration on Windows, Linux, and macOS.

Windows

On Windows, you do not typically need to migrate configuration data manually. When you install a new major
version of FlowForce Senver, and a previous major version is already installed, the installation wizard prompts
you to migrate the configuration data.

Should you need to migrate configuration data manually, follow the instructions below:

1. Ensure that Altova SeniceController is running in the system notification area. Otherwise, w
the Altova SeniceController.

2. m@ the FlowForce Server senice and the FlowForce Web Server senice.

3. Delete the FlowForce Sener data folder installed by the 2025 installation wizard.

4. At the command prompt, run the FlowForce executable with the ni gr at edh @ command, for
example:

"C: \Program Fi | es(x86)\ Al t ova\ Fl owFor ceSer ver 2025\ bi n\ Fl owFor ceSer ver . exe" m grat edb

--dat adi r=C: \ Progr anDat a\ Al t ova\ Fl owFor ceSer ver 2025\ dat a
- - ol ddat adi r =C: \ Pr ogr anDat a\ Al t ova\ Fl owFor ceSer ver 2024\ dat a

5. Startm the FlowForce Sernver Web and the FlowForce Server senices.

Linux
Before migrating data on Linux, take the following steps:

1. Uninstall® the previous version of FlowForce Senver. Note that deinstallation does not remowe the
application data directory. For more information, see Important Paths @ The path to the application
data directory depends on the major version of FlowForce Senrver (for
example, / var/ opt / Fl owFor ceSer ver 2024).

2. Install‘g FlowForce Server 2025. This creates a new application data directory with the default
configuration data (for example, / var/ opt / FI owFor ceSer ver 2025).

To migrate data to FlowForce Server 2025, follow the instructions below:
1. Stop the FlowForce Web Sener senice if it is running:
sudo systenctl stop fl owf or cewebserver
2. Stop the FlowForce Server senice if it is running. Use the same command as above but replace
f1 owf or cewebser ver with f1 owf or ceserver.
3. Remowe or rename the NEW data directory created during the installation:

sudo rm-rf /var/opt/ A tova/ Fl owFor ceServer 2025/ dat a

4. Migrate the EXISTING data by running the m gr at edb @ command available in the command-line
interface of FlowForce Sener. For example:

sudo /opt/ Al toval Fl owFor ceSer ver 2025/ bi n/ f| owf or ceserver mi grat edb
- -ol ddat adi r =/ var/ opt/ Al t ova/ Fl owFor ceSer ver 2024/ dat a
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--dat adi r=/var/opt/ Al t ova/ Fl owFor ceSer ver 2025/ dat a
5. Start the FlowForce Web Server senice:
sudo systenctl start flowf orcewebserver

6. Start the FlowForce Sener senice. Use the same command as abowve but replace
f1 owf or cewebser ver with f1 owf or ceser ver.

macOS
Note the following prerequisites:

e FlowForce Server 2025 must be installed (see Installation on macOS ).
e Perform data migration as a user with administrative (root) privileges.
To migrate data to FlowForce Sener 2025, follow the instructions below:
1. Stop the FlowForce Sener senice:
sudo | aunchct!l unl oad /Library/LaunchDaenons/ com al t ova. Fl owFor ceSer ver. pl i st
2. Stop the FlowForce Web Sener senice:
sudo launchct!l unl oad /Library/LaunchDaenons/ com al t ova. Fl owFor ceWebSer ver. pli st
3. Remowe or rename the data directory that was created during the installation:
sudo rm-rf /var/ A toval Fl omFor ceServer 2025/ dat a
4. Run the nigrat edb @ command:
sudo /usr/ 1l ocal /Al toval/ Fl owFor ceServer 2025/ bi n/ FI owFor ceServer m grat edb
- - ol ddat adi r=/ var/ Al t ova/ Fl owFor ceSer ver 2024/ dat a
--dat adi r=/var/ Al t oval/ Fl owFor ceSer ver 2025/ dat a
5. Start the FlowForce Server senice:
sudo launchct!l | oad /Library/LaunchDaenons/ com al t ova. Fl owFor ceSer ver. pli st
6. Start the FlowForce Web Sener senice:

sudo launchct!l | oad /Library/LaunchDaenons/ com al t ova. Fl owFor ceWebSer ver . pl i st

2.4.3 Localize FlowForce Server

FlowForce Sener is delivered with support for the following languages: English, French, German, Spanish, and
Japanese. To set any of these languages as the default language, use FlowForce Sener's set def | ang@
command. To create a localized version of FlowForce Server in a different language, follow the instructions
below:
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1. Generate an XML file containing the resource strings, by using the exportresourcestri ngs
command.

2. Translate the resource strings into the target language. The resource strings are the contents of the
<st ri ng> elements in the XML file. Do not translate variables in curly braces, such as {opti on} or
{product}.

3. Contact Altova Support to generate a localized DLL file from your translated XML file.

4. After you receive your localized DLL file from Altova Support, save the DLL in the | NSTALLDI RED\ pin
folder. Your DLL file will have a nhame in the following format: Fl owFor ceServer 2025 I c.dll. The _Ic
part of the name contains the language code. For example, in FI owFor ceSer ver 2025_de. dl | , the de
part is the language code for German (Deutsch).

5. Runthe set def | ang command to set your localized DLL file as the FlowForce Server app to use.
Use the language code that is part of the DLL name as the argument of the set def | ang command.
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3 Tutorials

This section familiarizes you with some common job scenarios and explains how to achieve the following goals:

e To create a simple job that outputs the text "Hello World!" in the browser@
e To copy files from the source directory to the target directory
e To configure a job that lists a directory's contents and saves the listing to a fiIe@

e To deEon an Altova MapForce mapping to FlowForce Server and run the mapping as a scheduled
job

For more information about other possible job scenarios, see Job Examples €

Prerequisites

e Required licenses: FlowForce Senver.

e The FlowForce Web Server and Flowforce Server senices must be listening at the configured network
address and port@.

e The FlowForce Web Server and Flowforce Server senices must be up and running.

e You have a FlowForce Sener user account with permissions to one of the containers. By default,
the / publ i ¢ container used in this example is accessible to any authenticated user.
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3.1 Hello World

This example shows you how to create a simple job that outputs the text "Hello World!" in the browser. The
broad outline is described below:

1. We will create a new job in the / publ i ¢/ Exanpl es container.

After that, we will add an execution step that will compute the expression "Hello World!"

3. Then we will configure the job as a Web senice® . This means that we will be able to trigger the job
on demand by clicking a link in the browser.

We will also select an existing password credential, with which the job will be run.

5. After saving the job configuration, we will run the job at the URL configured.

N

Ea

Implementation

This subsection describes step-by-step instructions on how to create a simple job that outputs the text "Hello
World!" in the browser. The implementation of this scenario is also shown in the GIF file at the bottom of this
topic.

Step 1: Create a job
To create a job, follow the instructions below:

1. Log onm to FlowForce Server.

2. Navigate to a container where you have the permission to create new jobs. For testing purposes, we
will be using the / publ i c/ Exanpl es container. If this container does not exist yet, create it using the
Create | Create Container command.

3. Inthe/public/ Exanpl es container, create a new job by clicking Create | Create Job.

4. Enter a job name (e.g., SampleJob), and, optionally, a job description.

In our example, the job is called HelloWorld and contains the following description: "Outputs the text 'Hello
World!™

Step 2: Add a job execution step
To add an execution step that will compute the expression "Hello World!", take the steps below:

1. Click new Execution step in the Execution Steps section.
2. Type the name of the built-in function / syst enf conput e ® in the Execute function field.
3. Inthe Expression field, enter the text ' Hel | o Worl d!', enclosed within single quotes.

Step 3: Configure the job as a Web service
To configure the job as a Web senvice, select the Make this job available via HTTP check box and type

Hel | ovor | dJob as the name of the senice. For more information about Web senices, see Jobs as Web
Services.

Step 4. Select a credential
When you create a job in FlowForce Sener, you must supply the credentials of the user account with which

the job must be executed.

In the Credentials section, we will select a password credential that we created before starting this tutorial. This
is a standalone credential object that you can use in any job. Standalone credentials are convenient, because
you can change them in one place, and this change will affect all jobs that use that credential reference.
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Alternatively, you can specify a local credential, by entering your user name and password.

For more information about types of credentials and instructions on how to create them, see Credentials 15: ]

Step 5: Save the job and run it
To sawve the job configuration, click Save at the bottom of the configuration page. To run the job, you can select

one of the following options:

e Go to the Home page and click Show all active triggers and services. Next, click the job's URL
displayed in the Info column.

o Enter the URL configured previously (Step 3) in the browser's address bar. Note that this URL works
only if the FlowForce Server senice listens at the default host address and port name. If you have
defined other host and port settings on the Setup page@, change the address accordingly.

e If you set the optional Host name field of FlowForce Serner on the Setup page@, you can execute the

web senvice call directly from the job configuration page, by clicking the " button adjacent to the
Mak e this job available via HTTP check box. The button is not displayed otherwise.

If you are asked for credentials when you access the Web senice, supply the same credentials you use to log
on to FlowForce Sener.

Important

Supplying your FlowForce Server user credentials for HTTP authentication is only for testing purposes. For
production, it is recommended to create a new FlowForce user, grant the Service - Use permission to this
user on the container where the job is, and then access the Web senice with the corresponding user
account. To disable HTTP authentication and make the Web senice public,gﬁant the Service - Use
permission to the user Anonynous. For details, see How Permissions Work <.

Job outcome
If the job executes successfully, the browser will display the following output:

Hel |l o Worl d!

If the job fails, the browser will display a "Senice execution failed" message. In this case, check the FlowForce
Sener job Iog to identify the error. In Advanced Edition, you will also be able to see bar charts that display

job statistics .

Implementation shown in GIF
For a quick demo of the steps described in this tutorial, please refer to this topic in the online FlowForce Server

manual on the Altova website (https://www.altova.com/documentation).
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3.2 Copy Files

This tutorial explains how to create a job that copies files with a particular pattern from one folder to another.
Let's assume the Sales department daily receives various purchase orders for books and needs to share some
of the files with the Accounting department. We will create a scheduled job that will copy only JSON files with
the BookLi st prefix to the Accounting folder.

Currently, the folder of the Sales department contains the following files:

Aut hor s. xmi

Aut hor s. xsd

BookCat al og. x| sx

BookLi st . csv

BookLi st Bi ogr aphy. j son
BookLi st Chi I dren.j son
BookLi st d assi cs.j son
BookLi st Ori neMystery.json
BookLi st Fant asy. j son
BookLi st Horror.json
BookLi st Hunor . j son
BookLi st Sci Fi . j son
BookOr der . t xt

BookOr der . xm

BookOr der . xsd

Books. j son

Books. schena. j son
FileList.txt

Not es. t xt

ORDERS. EDI

This list contains sample files that we have created for this tutorial. These files are used for demonstration
purposes only. Please use your own files to test the functionality described in this tutorial.

The broad outline is described below:

1. We will create a new job in the / publ i c/ Exanpl es container.

2. Atter that, we will add a For-Each step that will iterate through a sequence of files and copy them

from the source folder to the target folder.

Then we will configure a timer*® that will trigger the job according to a specific schedule.

We will also select an existing password credential <<, with which the job will be run.

5. After saving the job configuration, we will obsenve the status of the job on the Home page. After
successful execution, we will be able to see the copied files in the destination folder.

Hw

Implementation

This subsection describes step-by-step instructions on how to create the job outlined above. The
implementation of this scenario is also shown in the GIF file at the bottom of this topic.

Step 1: Create a job
To create a job, follow the instructions below:

1. Log on@B to FlowForce Server.
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2. Nanmgate to a container where you have the permission to create new jobs. For testing purposes, we
will be using the / publ i ¢/ Exanpl es container. If this container does not exist yet, create it using the
Create | Create Container command.

3. Inthe/public/ Exanpl es container, create a new job by clicking Create | Create Job.

4. Enter a job name (e.g., SampleJob), and, optionally, a job description.

In our example, the job is called CopyFiles and contains the following description: "Copies files from Sales to
Accounting.”

Step 2. Add a For-Each step
For-Each steps enable you to iterate through a sequence (e.g., a list of files in a directory). A For-Each block,

which may contain multiple steps, is executed until FlowForce Sener finishes looping through all the items of
the sequence expression. To configure a For-Each step, follow the instructions below:

1. Click New For-Each Step in the Execution Steps section, which causes a For-Each block to appear.
2. In the Sequence text field, we will supply the following expression:

list-files('C \Test\Fl owrorceServer\ CopyFi | es\ Sal es\ BookLi st*.json")

The fil e- syst enf® function lists JSON files with the BookLi st prefix located in the Sal es folder. The
* sign means that anything can come after the BookLi st prefix. All the other files in the folder will be
ignored.

3. The next step is to add an Execution step inside the For-Each block: Click the plus icon inside the

block and then select New Execution Step from the list.

Enter the / systeni fil esyst enl copy function in the Execute Function field.

5. Set the Source parameter to {i ten} - this refers to the value specified in the For Each field. The value
in the For Each field means that for each item in the sequence a certain action will be performed. In our
example, each file matching the pattern in the Sequence field will be copied to the Account i ng folder.

6. Set the Target parameter to the following path: C: \ Test\ Fl owFor ceSer ver\ CopyFi | es\ Accounti ng -
this is the path of the target directory to which the files will be copied.

7. Enable the Overwrite option - this will enable FlowForce Server to overwrite the files that already exist
in the destination folder.

>

Thus, the For-Each step will loop through the list of files in the Sal es folder and copy only the JSON files with
the BookLi st prefix. If there are files in the Account i ng folder that match the files that are being copied, the
destination files will be overwritten.

Step 3: Configure a timer
Since one of our goals is to run the job according to a particular schedule, we need to set a timer that will

trigger the job. To add a timer, take the steps below:

Navigate to the Triggers section and select New Timer.
Set the Run option to Dai | y.

Set the start date and time in the Start parameter.
Make sure the Enabled check box is selected.

PO

Step 4: Select a credential
When you create a job in FlowForce Server, you must supply the credentials of the user account with which

the job must be executed.

In the Credentials section, we will select a password credential that we created before starting this tutorial. This
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is a standalone credential object that you can use in any job. Standalone credentials are convenient, because
you can change them in one place, and this change will affect all jobs that use that credential reference.

Alternatively, you can specify a local credential, by entering your user name and password.

For more information about types of credentials and instructions on how to create them, see Credentials 12§

Step 5: Save the job and monitor its status on Home page
Click Save at the bottom of the configuration page. Click the Home tab to go to the Home page. The Home

page will display the newly configured job in the Active Timers section. As soon as the job is triggered by the
timer, the job may appear in the Running Jobs section for a short time. For more information about monitoring
job statuses and statistics, see Job Info on Home Page and Job Statuses @

Job outcome
After successful execution, all the JSON files with the BookLi st prefix will have been copied to the Accounti ng

folder:

BookLi st Bi ogr aphy. j son
BookLi st Chi I dren.j son
BookLi st d assi cs.j son
BookLi st Ori neMystery.json
BookLi st Fant asy. j son
BookLi st Horror.json

BookLi st Hunor . j son

BookLi st Sci Fi . j son

If the execution of the job fails, check the FlowForce Senver job Iog to identify the issues.

Implementation shown in GIF
For a quick demo of the steps described in this tutorial, please refer to this topic in the online FlowForce Server

manual on the Altova website (https://www.altova.com/documentation).
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3.3 List Directory Contents

This tutorial shows how to configure a job that lists the contents of a directory and saves the directory listing as
a TXT file. The broad outline is described below:

1. We will create a new job in the / publ i ¢/ Exanpl es container.

2. After that, we will add an execution step that will run the shell command di r. This command lists the
contents of the specified directory.

3. Inthe next step, we will add another execution step that will use the result of the first step and save
this result as a TXT file called Fi | eLi st . t xt .

4. We will also configure a file-system trigger that will poll the directory for changes every 60 seconds

and start the job whenever a new file is added to theﬁeciﬁed directory.

We will also select an existing password credential =+, with which the job will be run.

6. After we hawe saved the job configuration, any existing files in the specified directory will be considered
as newly created, and the job will be executed. As a result, Fi | eLi st. t xt will be created and will

contain the directory listing.

o

Implementation

This subsection describes step-by-step instructions on how to create the job outlined above. The
implementation of this scenario is also shown in the GIF file at the bottom of this topic.

Step 1: Create a job
To create a job, follow the instructions below:

1. Log on® (o FlowForce Senr.

2. Navigate to a container where you have the permission to create new jobs. For testing purposes, we
will be using the / publ i ¢/ Exanpl es container. If this container does not exist yet, create it using the
Create | Create Container command.

3. Inthe/public/ Exanpl es container, create a new job by clicking Create | Create Job.

4. Enter a job name (e.g., SampleJob), and, optionally, a job description.

In our example, the job is called ListFiles and contains the following description: “Lists directory contents and
sawes the list as a TXT file."

Step 2: Add an execution step that lists directory contents
To add an execution step that lists the contents of a directory, follow the instructions below:

1. Click new Execution step in the Execution Steps section.

2. Type the name of the built-in function / syst enf shel | / commandl i ne @ in the Execute function field.
This system function can execute shell commands and batch files.

3. Inthe Parameters | Command field, type di r. This command is used on various operating systems to
list the contents of a directory.

4. The next step is to specify the working directory, whose contents will be listed. Click the plus icon
next to the Working Directory parameter. This will cause a text field to appear. In our example, the
working directory is C: \ Test \ Fl owFor ceSer ver\ Exanpl eFi | es.

5. To be able to use the result produced by this execution step, we need to assign the step's result to a
value of type resul t. In our example, the name of the value is I i st. You can select any convenient
name for the step's result. For details about step results, see Step Result @
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Step 3: Add an execution step that saves the directory listing to a file
To add an execution step that saves the directory listing to a file, take the steps below:

1. Add another execution step in the Execution Steps section.

2. Type the name of the built-in function / systeni creat e-fi | e @ in the Execute function field.

3. Type the name of the target file to which the directory listing will be saved. In our example, we will
supply the full path to the target file: C:\ Test\ Fl owFor ceSer ver\ Exanpl eFi | es\ Fi | eLi st .t xt.

4. The next step is to supply the result of the first execution step in the Source Stream field. Since the
result of the first step is of type resul t and the Source Stream field expects a stream, there is a
mismatch between the data types. To be able to use the first step's result in the second step, the data
types must match. Therefore, we will use the st dout expression function that takes resul t as its
parameter and produces a stream. Type the following in the Source Stream field: st dout (1i st), where
I'i st is the name of the step result that we declared in Step 2.4 abowe.

5. Enable the Overwrite Target parameter - this will enable FlowForce Sener to overwrite the files that
already exist in the destination folder.

Step 4: Configure a file-system trigger that will fire the job
For any job you configure, you need to specify a condition or conditions that will start the job. In this tutorial,

we will set a file-system trigger that will poll the directory (specified in Step 1) every 60 seconds. If new files are
detected, the trigger will start the job and write the directory listing to the target file we specified in Step 3.3. To
configure a file-system trigger, follow the steps below:

1. Nawvgate to the Triggers section and click New Filesystem Trigger. The trigger's block with various
parameters appears.

2. Select Newly Created from the drop-down list of the Check parameter.

3. Supply the path to the directory that will be checked: C:\ Test\ Fl owfFor ceSer ver\ Exanpl eFi | es.

Step 5: Select a credential
When you create a job in FlowForce Server, you must supply the credentials of the user account with which

the job must be executed.

In the Credentials section, we will select a password credential that we created before starting this tutorial. This
is a standalone credential object that you can use in any job. Standalone credentials are convenient, because
you can change them in one place, and this change will affect all jobs that use that credential reference.

Alternatively, you can specify a local credential, by entering your user name and password.

For more information about types of credentials and instructions on how to create them, see Credentials ®.

Step 6: Save and run the job
To save the job configuration, click Save at the bottom of the configuration page. To run the job for the first

time, you do not need to take any actions. When you add a new trigger and save the job configuration, any
existing files in the specified directory will be considered as newly created, and the job will be executed.

To trigger the execution of the job again, you need to fulfill the trigger conditions, which means you need to add
at least one file to C: \ Test \ FI owFor ceSer ver\ Exanpl eFi | es or rename an existing file in this directory.

Job outcome
After the job has successfully been executed, Fi |l eLi st. t xt displays the directory's contents. An extract of

this text file is shown below:

Directory of C\Test\Fl owrorceServer\ Exanpl eFi |l es
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05/ 24/ 2024 02:18 PM <Dl R>
05/ 24/ 2024 02:18 PM <Dl R> .
05/23/ 2023 12:01 PM 25,126 Aut hors. xm
05/ 05/ 2023 05:17 PM 2,280 Aut hors. xsd
05/ 22/ 2024 11: 05 AM 515 BookLi st Bi ography. j son
05/ 22/ 2024 11:05 AM 1, 560 BookLi st Children.json
05/ 22/ 2024 11: 06 AM 2,433 BookLi st d assi cs.j son
05/ 22/ 2024 11:07 AM 2,447 BookLi st Cri meMystery. json
05/ 22/ 2024 11:08 AM 5, 036 BookLi st Fant asy.j son
05/ 22/ 2024 11:08 AM 1, 121 BookLi stHorror.json
05/ 22/ 2024 11:08 AM 477 BookLi st Hunor. j son
05/ 22/ 2024 11: 09 AM 963 BookLi st Sci Fi . j son
01/19/2024 07:22 PM 3, 197 BookOrder. xm
12/ 06/ 2023 06: 44 PM 1, 663 BookOrder. xsd
09/ 11/ 2023 11:22 AM 17,905 Books.j son
05/ 22/ 2024 11:02 AM 993 Books. schena. j son
05/ 24/ 2024 02:18 PM 1,224 FileList.txt
05/ 24/ 2024 01:47 PM 368 Not es. t xt

16 File(s) 67, 308 bytes

2 Dir(s) 725,686,542,336 bytes free

Implementation shown in GIF
For a quick demo of the steps described in this tutorial, please refer to this topic in the online FlowForce Server

manual on the Altova website (https://www.altova.com/documentation).
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3.4 MapForce Mapping as a Scheduled Job

This tutorial will show you how to deploy an Altova MapForce mapping to FlowForce Server and run this
mapping as a scheduled job. The broad outline is described below:

1. We will first deploy a MapForce mapping to FlowForce Sener. After we have configured all the relevant

deployment settings, the browser will display the job configuration page that will already include the

deployed mapping as an execution step.

After that, we will add an execution step that will check if the path of the mapping output exists.

3. Inthe next step, we will add a conditional step that will create a directory for the mapping output if this
directory does not exist.

N

4. Then we will configure a timer®® that will trigger the job according to a specific schedule.
5. We will also select an existing password credential <=, with which the job will be run.

6. After the job has been executed, we will check the output directory for the file produced by the
mapping.

Required licenses
Note that you must have the following licenses for this job configuration: MapForce Enterprise Edition,

MapForce Sener Advanced Edition, and FlowForce Seneer.

Implementation

This subsection describes step-by-step instructions on how to create the job outlined above. The
implementation of this scenario is also shown in the GIF file at the bottom of this topic.

Step 1: Deploy MapForce Mapping to FlowForce Server
For this tutorial, we will use an example that is shipped together with MapForce:

<Docunent s>\ Al t ova\ MapFor ce2025\ MapFor ceExanpl es\ BookCat al ogPDFToXM.. nf d

Open this file in MapForce and proceed as follows:

Open the File menu and select Deploy to FlowForce Server.

In the Deploy Mapping dialog that pops up, enter the relevant connection details.

Leawve the default path of the deployed mapping and other settings as is.

Click OK.

The deployed mapping will open on the job configuration page of the FlowForce Server administration
interface, as an execution step. Click the plus icon next to the Working Directory parameter and enter
the following path: C:\ Test \ FI owFor ceSer ver\ MapQut put . This is the path where the file produced by
the mapping will be saved.

SHESESEN .

Step 2: Add an execution step that checks if a path exists
In the next step, we want to check if the output directory that will store the file produced by the mapping exists.

In order to do this, follow the steps below:

1. Click the plus icon abowe the step with the deployed mapping and select New Execution Step. The
execution step's block will appear.

2. Browse for the / syst enf shel | / commandl i ne & function in the Execute function field. This system
function can execute shell commands and batch files.

3. Enter the following command in the Command parameter:
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I F EXI ST C: \Test\Fl owForceServer\ MapQut put (ECHO true) ELSE (ECHO fal se)

This command checks if the output directory exists. If the directory exists, the command will return
true; if not, the command will return f al se.

Type out put in the Assign the step's result to field. By doing so, we assign the result of the step to
the value out put of type resul t. Assigning the step result is necessary, because this way, we will be
able to use the result of this step in the next step.

Step 3: Add a Choose step
Next, we need to add a conditional step that will create the output directory if it does not exist. Take the steps

below:

4,
5.
6.

Add a Choose step as follows: Click the plus icon after the first execution step and select New
Choose Step. The Choose block will appear.
In the When field, type the following expression:

trin{content(stdout(output))) == 'false'

The st dout function takes the result produced by the previous execution step and outputs a
stream. The cont ent function conwerts the stream to a string. After that, the tri 2D function
remowes all leading and trailing spaces from the string.

The reason for converting the output to a string is because we want to check if the output is equal to
the string f al se. To be able to compare the two parts of the expression, we must make sure both
parts are of the same data type.

The reason for trimming the string is because standard output may contain leading and trailing spaces
that are preserved when we conwert the stream to a string. Without the t ri mfunction, the result of the
left part of the expression may not be equal to the string f al se.

Add an Execution step in the When part of the Choose step: Click the plus icon and select New
Execution Step.

Browse for the / syst eni fi | esyst end nkdi r function in the Execute Function field.

Add the following path to the Path parameter: C:\ Test \ Fl owFor ceSer ver \ MapQut put .

Leawve the Otherwise part of the Choose block as is.

If the output directory does not exist, the Choose step will create it. If the output directory exists, the Choose
step will not be executed, and job execution will proceed with the mapping.

Step 4: Configure a timer that will trigger the job
Since we want to run the job according to a particular schedule, we need to set a timer that will trigger the job.

To add a timer, take the steps below:

agrLODE

Navigate to the Triggers section of the job configuration page and select New Timer.
Set the Run option to Days of Week.

Set the day(s) on which the job will run. In our example, the job will run every Thursday.
Set the start date and time in the Start parameter.

Make sure the Enabled check box is selected.

Step 5: Add a credential
When you create a job in FlowForce Server, you must supply the credentials of the user account with which

the job must be executed.
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In the Credentials section, we will select a password credential that we created before starting this tutorial. This
is a standalone credential object that you can use in any job. Standalone credentials are convenient, because
you can change them in one place, and this change will affect all jobs that use that credential reference.

Alternatively, you can specify a local credential, by entering your user name and password.

For more information about types of credentials and instructions on how to create them, see Credentials 152§

Step 6: Save job configuration and check output
To sawve the job configuration, click Save at the bottom of the configuration page. As soon as the trigger fires,

the job will be executed. To see the output, navigate to C: \ Test \ FI owFor ceSer ver \ MapQut put and check if it
contains BookLi st. xni . You can also check the Io_q for details about the execution of the job. An excerpt
of the BookLi st . xm file is given below:

<BookLi st xsi: noNanespaceSchemalLocat i on="BookLi st . xsd"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >
<Book | SBN13="1501143107" Title="M sery" Year="2016" Price="11.99">
<Aut hor >St ephen Ki ng</ Aut hor >
</ Book>
<Book | SBN13="9781910633113" Title="N ghtblind" Year="2016" Price="9.99">
<Aut hor >Ragnar Jonasson</ Aut hor >
</ Book>
<Book | SBN13="1910633461" Titl e="Bl ackout" Year="2016" Price="8.49">
<Aut hor >Ragnar Jonasson</ Aut hor >
</ Book>
<Book | SBN13="1501180983" Title="CQutsider" Year="2018" Price="12.79">
<Aut hor >St ephen Ki ng</ Aut hor >
</ Book>
<Book | SBN13="9781435142817" Title="Dracul a" Year="2013" Price="13.69">
<Aut hor >Br am St oker </ Aut hor >
</ Book>
<Book | SBN13="9781400043286" Title="The Mystery of Edw né&#xa; Drood" Year="2004"
Price="19.79">
<Aut hor >Char | es Di ckens</ Aut hor >
</ Book>
<,..>
</ BookLi st >

Implementation shown in GIF
For a quick demo of the steps described in this tutorial, please refer to this topic in the online FlowForce Server

manual on the Altova website (https://www.altova.com/documentation).
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4 Web Ul Reference

The FlowForce Server Web administration interface allows you to administer the server and configure jobs.

Log onto FlowForce Server

To manage FlowForce Server (create jobs, add users, etc.), you need to log on to the Web Administration
Interface. Before logging in, you must make sure that both LicenseServer and FlowForce Server are running.

Accessing the logon page
You can access the Web Administration interface at the configured HTTP(S) address and por‘[m (e.g9.,
http://1 ocal host: 8082) or through Altova SeniceController. SeniceController is an application that enables

you to conveniently start, stop, and configure Altova senices on Windows systems.

To access the logon page through Altova SeniceController, click the ServiceController icon in the system
tray, hover over Altova FlowForce Web in the menu that pops up (screenshot below), and then select
Manage from the FlowForce Web submenu. Clicking Manage opens the logon page where you can enter your
credentials (see subsections below for details).

E2 Altova DiffDog Server 2023 rel, 2 C
K3 Altova FlowForce 2024 rel, 2 C
Setup |ﬂ Altova FlowForce Web 2024 rel, 2 C
K:_Manage tj ﬁ Altova Licenseserver 3.9 L4
i »
Start service E Altova MobileTogether Server
T e =M Altova RaptorkML Server 2023 rel. 2 r
2 Altova RaptorXML+XEBRL Server 2023 *
Exit Altova ServiceController
Run Altova ServiceController at startup

714y DEu x6PmM B

Logging in with default username/password

By default, after a fresh installation of FlowForce Server, you can log on with the username r oot and the
password r oot (screenshot below). For security reasons, make sure to change the default root password
immediately after the first login to FlowForce Server.
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Log in

Connecting to: 127.0.0.1:4646 & online

Passwaord:

Login name:

root

[ET Y

| Login |

Logging in as a domain user

If authentication with a Directory Senice provider (such as Active Directory) has been configured, domain

users can also log on to FlowForce. In this case, the login page includes an additional drop-down list in which
you can select a domain (screenshot below). To use standard HTTP authentication instead of Directory Senice

authentication, select Directly from the Login drop-down list.

Log Iin

Connecting to: 127.0.0.1:4646 » online

Login name: |domain-user01
Password: gL
Login: | Domain: kg.bole.com (kg)

Log im

Clients that access Web senices exposed by FlowForce Senver (typically, at a URL like
http://1 ocal host: 4646/ servi ce/ SonmeSer vi ce) may also use Active Directory authentication as an
alternative to HTTP authentication. For Active Directory authentication to be possible, the username must be

prefixed with NT/ and must include the domain name, for example, NT/j ohn. doe@y. donai n. com(screenshot

below). See also Jobs as Web Senices

© 2019-2025 Altova GmbH

Altova FlowForce Server 2025



98 Web Ul Reference

Authentication Required >

0 http://127.0.0.1:4646 is requesting your username and password. The site says: “Altova FlowForce”

User Mame: | MT/jehn.dee@my.domain.com |

Paszword: | I |

Ok Cancel

Overview of Web Ul
The following pages are available in the Web administration interface:

Home
Configuration
Log
Administration
Help

Note: Access to resources and actions available from the Web administration interface is driven by a user
access control mechanism. This means that you can access and modify configuration data as long as your
assigned permissions allow it. Similarly, you can perform actions (and see the corresponding menu items) if
you have been granted the corresponding privilege.

Note about browsers
We recommend using FlowForce Sener with the following browsers: Chrome, Edge, and Firefox. If you are
experiencing problems with your browser, try updating it to the latest version.

Home
As soon as you log on to the Web Ul, you will see the Home page. This page displays the latest statistics and
charts , the list of running jobs , and the list of active timers €2

Configuration
The Configuration page displays the currently defined FlowForce containers, jobs, credentials, and functions.

To view the contents of and further information about any object, click the corresponding record.
The following containers are available by default:

e /public
e /system
e /Rapt or XM (if you have licensed RaptorXML Server)

For more information about containers, see Oveniew of Containers @ From the Configuration page, you can
also manage containers, jobs, credentials, and functions, and set permissions on containers if you have the
relevant access rights.
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Log
Opens the Log View page that shows log entries, including sener-related and job-related messages.

Administration
The Administration page enables you to perform actions related to server configuration and user management.
The Administration page consists of the following tabs:

Users: Enables you to set up and manage user accounts @
Roles: Enables you to create, delete, and manage roles. For more information, see Roles 127§

Password Policies: Enables you to define password-complexity rules ®

Reports: Enables you to view reports on currently assigned user privileges.

Settings: Enables you to define the default time zone, mail server, and settings that let you integrate
FlowForce Senver with Active Directory or an LDAP-compliant server. For more information, see
Settings ®

e Cluster: Enables you to distribute execution of jobs across multiple instances of FlowForce Server
(Advanced Edition).

Note: Cross-system clusters are not supported, which means that a worker-master connection cannot be
established between different OS platforms (e.g., between Linux and Windows).

Help
Opens the FlowForce Server documentation in a separate browser tab or window.
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4.1 Home

The Home page is the main page that provides information about executed and running jobs, their outcome and
statuses. If multiple FlowForce Sener instances are configured to run as a cluster, you can also monitor the
cluster members (Advanced Edition).

In this section
The section is organized into the following topics:

e Job Info on Home Page
e Job Statuses

4.1.1 Job Info on Home Page

This topic describes job monitoring data available on the Home page. The Home page has the following
sections: Statistics (Advanced Edition), Running Jobs and Active Timers (see below).

Statistics (Advanced Edition)

The Statistics section of the Home page displays jobs executed in the last 14 days, 24 hours, and 60 minutes.
Each of the charts contains bars colored according to the job execution result: success, failure, and
interrupted. When you move the mouse over a specific bar on the chart, a tooltip appears with detailed
information about the respective time period. For example, in the chart below, the tooltip indicates that one job
instance was executed successfully and one job instance was interrupted on January the 27th at 00:00.

Executed jobs in last 14 days

SUCCEsS failure interrupted

2023-01-27 00200
[ success: 1

[ failure: 0
[l interrupted: 1

L= S I NS . R

Jan 22 Jan 28

To find out more about a particular piece of information on a chart, double-click the bar of interest in any of the
charts. This displays the Log page, with the log pre-filtered for the given minute, hour, or day. There may be
slight differences between the statistics displayed in charts and the exact log details tracked by the log. To see
a more detailed statistical report, click the link Show more statistics located under the first chart.

Running Jobs
The Running Jobs section displays up to 10 currently running jobs (see screenshot below).
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Running Jobs

i)

Instance I[ Job Activation Time Last Action % Status
i

Show all jobs (1), including 1 recently finished, 0 starting and 0 running jobs

The Running Jobs section contains the following columns:

e Instance ID: When a job instance starts, a unique ID is assigned to it. The instance ID helps you track
the execution status of each job instance on the Log page. You can click the instance ID inside the
table. This redirects you to the Log page where you can view the details of the selected job instance. If
you would like to use the job's instance ID in a job (e.g., to create unique file names), this is possible
with the help of the i nst ance-i d ¥ expression function.

Job: This column shows the path where you can see the configuration of this job instance.

Activation Time: Indicates the date and time when the job instance started running.

Last Action: The date and time of the last execution status.

Status: The job status as it was when the page was last refreshed. To find out more about job instance
statuses, see Job Statuses @

Stop jobs
You can stop any currently running job if your user account (or any roles that your user account is a member

of) has the Stop-any-job privilege. Stopping jobs that are still running may cause data corruption and should
be done only exceptionally. To stop a running job, take the following steps:

1. Click Home. Any currently running jobs are displayed in the Running Jobs section.
2. Click Stop job. FlowForce Server will ask whether you want to stop the running instance. Click OK.

Stopping the running instance may take several minutes depending on the job type. During this time intenval,
the job status changes to Aborting or Aborting after step N. As soon as the job instance stops running, the
status changes to Aborted or Aborted after step N. If the job instance still cannot be stopped, click Force stop
job to stop it forcefully.

All jobs
When you click Show all jobs in the Running Jobs section, a new page called Recent and Running Jobs

opens (see screenshot below). The table on this page displays all the running and any recently finished jobs,
including jobs that failed. Such jobs are displayed only for a short time (approximately 1-2 minutes) after their
execution has finished. You can always check the full history of each job instance on the Log page. For more
information, see Log“®. The Recent and Running Jobs page is not refreshed automatically. To get the latest

status of all jobs, click the button (Reload Grid).
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Recent and Running Jobs
]
Instance IC | Job Activation Time Last Action Status
17 [fpublic/Examples/MyTask 2021-02-02 171800  2021-02-0217:18:2%  Finished successfully after step 1
18 [public/Examples/MyTask 2021-02-02 17:19:00 202120202 17:19%29  Finished successfully after step 1
19 Jpublic/Examples/MyTask 2021-02-02 17:20:00  2021-02-02 17:20:00  Running step 1 Stop job
[#d]
Show all recent and running jobs

If multiple FlowForce Server instances run as a cluster, the grid includes additional details about the cluster
members running each job instance (Advanced Edition).

Recently finished jobs
To see finished jobs, click recently finished in the Running Jobs section (see screenshot below). Jobs remain

in this list for 90 seconds.

Home &SR]

Recently Finished Jobs (show all Recent and Running_Jobs)

i
Instance Il | Job Activation Time Last Action Status
3 Jpublic/Examples/HelloWorld 2021-09-01 123558 2021-058-01 1335558 Aborted
i
Starting jobs

To see jobs that are about to run, click starting.

Running jobs
To see currently running jobs, click running.

Active timers
The Active Timers section (see screenshot below) displays up to 10 jobs scheduled to run via timers @)

Active Timers

i

Mext run * Job Info

2021-08-25 10:29:00 Spublic/Test,/Test 1 Fire {as in Europe/Berin) starting 2021-08-25 10:29:00.
i

Show all 2 active triggers and services
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Show active triggers and services
To view the full list of active triggers and senvices, click Show all active triggers and services (see

screenshot above). This opens the Active Triggers and Services page that displays the table with the
following columns:

e Type: Indicates the type of trigger. The watch trigger refers to a file system trigger or an HTTP
trigger. The Info column provides additional details about the job (see details below).

e Job: Specifies the path of the job where the trigger or the senice is defined. Click the link to open the
job's configuration page.

e Next run: Applies to watch triggers only. This column indicates when the trigger will run next.

¢ Info: Provides additional information about jobs running as Web senices. For watch triggers and
timers, this column summarizes the current configuration of the trigger.

o Service URL: Specifies the URL where the Web senice is accessible. This applies only to jobs running
as Web senices @,

Additional information about file triggers
In the Info column on the Active Triggers and Services page, file triggers might have additional information,

as shown in the screenshot below (red rectangle).

Info
Checking directory "Ch\Test\Test.txt’ for content change starting 2022-04-29 14:21:00 ending 2022-04-2% 14:25:00
Total files watched: 1. New files: 0, currently examining: O, waiting for settle period: 0.

Fire {as in Europe/Bedin) every Mon, Tue, Wed, Thu, Fri, 5at and Sun starting 2022-02-10 18:05:00,

Service URL: hitpe/f127.0.0.1:4646/ service/HellaWorld

Additional information about file triggers may contain the following messages:

e Total files watched indicates the number of files seen in the directory at the last scan.

e Newfiles shows the number of files that did not exist before the last scan and have not been checked
yet.

e Currently examining shows the number of files checked. New files have priority with regard to checking.
Then old (already known) files will be checked.

e Waiting for settle period displays the number of files that have been checked and found changed, but
these files are waiting for settle time (settle time has been configured to be not zero).

If a trigger encounters an error, this error might be shown as a third line in red (e.g., Error: path must be
absolute). Triggers with an error have a red background for the whole row.

The Active Triggers and Services table is not refreshed automatically. Click the button (Reload Grid) to
refresh the page.

4.1.2 Job Statuses

Across its lifetime, a job instance has various statuses, as shown in the Status column in the Running Jobs
table below. To find out more about job statuses, see the subsection below.
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Running Jobs

&

Instance IL Job Activation Time Last Action Status
29 /public/MyTask 2019-02-05 12:26:00  2019-02-05 12:2829  Finished successfully after step 2
30 /public/MyTask 2019-02-05 12:27:00  2019-02-05 12:27:00 Running step 2 Stop job

Job instance stages

The diagram below illustrates how a job instance changes from one state to another across its lifetime. It is
assumed that no loss of FlowForce Server senice or network interruptions have occurred. Note that some of
the statuses take a very short time span and will not normally be visible in the user interface.

_.-—\.I I R
Waiting 'u_‘-.u'a't ne
_ N = for slot _ .
_ e [
. Created { Starting
. ! v
y . —_—
Running - Sh'_Ed .
successfully
& g 5 5, A
Aborting i ™
Failed
-
Aborted

Job statuses can be divided broadly into two types: created and finished. Each of these types is further divided
into different statuses (see below).

Created

The Created status is the first state the job is in before any other action takes place. This status is abstract
(i.e. it cannot be entered) and cannot be obsened. The Created status is a superset of the following statuses:
Starting, Waiting, Waiting for slot, Running, and Aborting (see details below).

= Starting

If the execution queue has an opening and the instance is not delayed for some reason, it proceeds to the
Starting status. The Starting status has a short time frame and lasts while the instance starts up. Then
the job instance usually switches to the Running status.

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH




Web Ul Reference Home 105

=l Waiting
If the instance is delayed, it receives the Waiting status.

=l Waiting for slot

If the job instance is ready to run, but the execution queue is currently full, this job instance switches to
the Waiting for slot status. An execution queue has a limited number of slots. Therefore, only the
specified number of job instances can be executed in parallel in the same queue. For details, see Queue
Settings @ Any further instances arriving for that queue will wait until a slot becomes available.

=l Running

Indicates that the job instance is currently running and will stay in this state until the execution is
complete or until some external event occurs that ends the execution prematurely. Except for a very brief
time window at the beginning, this status has a step number associated with it. Therefore, the instance
gets the Running step {step} status. Job instances can also have the following statuses: Running
postponed steps and Running postponed step {step}. To find out more about postponed steps, see

Postponed Steps .

=l Aborting

A job instance switches to this status when the user cancels a job. It might take FlowForce Server some
time to process the request. The Aborting status acknowledges the receipt of this request. Note that the
job instance may actually be able to complete successfully before it switches to the Aborted state. If this
happens, the job will be reported as having finished successfully. If the previous status had a step number,
the Aborting after step {step} status would be shown instead of Aborting.

Finished

The Finished status is abstract (i.e. it cannot be entered) and includes the following statuses: Finished
successfully, Failed, Aborted, Interrupted, Superseded, Lost connection, Synchronizing, Untracked,
Recovering (see details below).

=I Finished successfully

This is a final state which indicates that the job has finished successfully. The status Finished
successfully after step {step} additionally indicates that the successful completion is associated with a
particular step number.

=I Failed

The execution of the job instance has failed. This is a final status and there will be no further attempts to
run the job instance. The Failed after step {step} status additionally indicates that the failure is associated
with a step number.

= Aborted

This status indicates that a user has stopped the job although it may also happen indirectly after an
unexpected shutdown. This is a final state that indicates that at least some part of the job has not
finished. If the previous status had a step number, the Aborted after step {step} status would be shown
instead of Aborted.

= Interrupted
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The execution of the job instance has been interrupted. This is a more forceful variation of the Aborted
state. The job instance cannot be restarted. Therefore, it should be treated as failed. To avoid data
inconsistency, it is recommended to check the outcome manually.

=l Superseded

This status means that the job instance has not executed anything and that some other instance might
have run instead of it. This status can only appear before the Starting status when, for example, the
triggerfile has changed again during the settle time specified by the Wait N seconds for settle @
option. The Superseded status is not a critical condition.

=I Lost connection (Advanced Edition)

This status applies when multiple FlowForce instances run as a cluster. This status indicates that the
master machine has lost connection to the worker machine. When the connection is lost, FlowForce
Sener does not know whether the instance is still running. When the worker connection is reestablished,
the instance switches to the Synchronizing status.

=l Synchronizing (Advanced Edition)

This status applies when multiple FlowForce instances run as a cluster. In a clustered setup, the master
machine gets the current progress of job instances from the worker machines. When the worker
connection is reestablished, the instance starts synchronizing and FlowForce is trying to get the latest
status from the worker.

= Untracked

An instance gets the Untracked status when FlowForce crashes or is terminated while the instance is still
running. You have to abort such a job manually by clicking the Stop job button in the Running Jobs list;
otherwise, it stays in that list until the next FlowForce senice restarts. When you stop an untracked job,
it goes to the Aborted state and remains in the list for some time (currently about 90 seconds).

=l Recowvering

When an instance has become untracked, FlowForce Server will switch on the Recovering state before
the job instance can proceed.
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4.2 Configuration

The Configuration page enables you to create, modify and manage jobs, configure job-related settings and
permissions.

42.1 Permissions and Containers

This section includes the following topics:

e How Permissions Work

e Understanding Containers

e Creating, Renaming, and Movin% Containers
e Viewing Container Permissions

e Changing Container Permissions

e Restricting Access to the /public Container

4.2.1.1 How Permissions Work

Permissions are access rights and can be set for each container individually. Permissions determine which
users or roles have access to that container and what kind of access each user/role has (read, write, use, no
access). Permissions can be defined for containers, configuration objects, credentials, queues, senices,
functions, resources, and child containers. In FlowForce Server Advanced Edition, permissions can also be set
for certificates and AS2 partner objects.

FlowForce checks container permissions when users interact with containers. For example, users can view or
change the contents of a container only if they have been granted the required permissions. Permissions are
not evaluated upon job execution; therefore, any permission changes will not apply retroactively to existing
jobs.

For each FlowForce Server container, you can set the following permission types.

Container
The "Container" permissions define what users can do with objects in the current container.

Inherit Provides to the user the same access rights to this container as those defined on the
parent container.

Read Grants the user rights to list the contents of the container.

Read, Write Grants the user rights to list the contents of the container and to create or delete objects
in the container.

Note: To successfully create a new configuration object, or delete an existing one, users
must be granted both the Container - Read, Write permission and the Configuration -
Read, Write permission.
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Configuration

No access

Denies the user the right to enter the container (more specifically, the container appears
to the user as disabled).

Configuration

The "Configuration" permissions define what a user can do with configuration objects (namely, jobs and
credentials) in the current container.

Inherit Provides to the user the same configuration object—related rights as those defined on the
parent container.

Read Grants the user rights to view details about configuration objects within the container
(such as the execution steps or triggers of a job).

Read, Write Grants the user rights to modify any configuration object within the container (for
example, edit the trigger of a job).
Note: To successfully create a new configuration object, or delete an existing one, users
must be granted both the Container - Read, Write permission and the Configuration -
Read, Write permission.

No access Denies the user the right to view the details of any configuration objects within the
container (more specifically, configuration objects appear to the user as disabled).

Credential

This permission defines what a user can do with Credentials  defined in this container.

Inherit Provides to the user the same credential-related rights as those defined on the parent
container.
Use Grants the user rights to reuse any credentials defined in this container.
No access Denies the user the right to reuse credentials defined in this container.
Queue
This permission defines what a user can do with queues defined in this container.
Inherit Provides to the user the same queue rights as those defined on the parent container.
Use Grants the user rights to assign a job to any queue defined in this container.
No access Denies the user the right to assign a job to queues defined in this container.
Service

The "Senice" permission defines access to a job exposed as a Web senice, via the HTTP request interface.
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Inherit Provides to the user the same senice-related rights as those defined on the parent
container.
Use Grants the user rights to access the senice and thus execute the job via the request
interface.
Notes

e Senice permission checks skip any container hierarchy checks. Therefore, if
granted Use permission, users may use the senice without having Read access
to the container in which the corresponding job is defined.

o If you grant Use permission to user a anonymous, the senice becomes publicly
available and does not require authentication.

No access Denies the user the right to access the job as a Web seniice.

Function

In addition to jobs, credentials, and other configuration data, a container may contain functions. These include
built-in FlowForce functions, RaptorXML functions, and MapForce mappings or StyleVision transformations
deployed to FlowForce.

When a FlowForce user creates a job, some execution step in their job may refer to functions from the same
container, or from a different one. The "Function" permission defines whether users can invoke (refer to)
functions from the container where the permission is defined.

For example, let's assume that an administrator has deployed various MapForce mappings to a FlowForce
container called "Restricted". The administrator can then decide if users should be able to refer to functions in
this container, by changing the "Function" permission. More specifically, any user or role who has the
Function - Use permission on container "Restricted" can refer to functions from this container (i.e., select
them from a drop-down list when they create an execution step). On the contrary, users or roles with the
Function - No Access permission will not be able to select any function from the "Restricted" container.

If an administrator revokes users' access to functions after they had already used the function in a job, those
users won't be able to run the job any longer. The job configuration page displays in this case a message with
the text "You don't have permission to use the selected function".

Inherit Provides to the user the same function-related rights as those defined on the parent
container.
Use Grants the user rights to call (refer to) any function defined inside the container.
No access Denies the user rights to call (refer to) any function defined inside the container.
Resources

This permission defines what a user can do with Resources @ defined in this container.

Inherit Provides to the user the same resource-related rights as those defined on the parent
container.
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Use Grants the user rights to reuse (refer to) any resources defined in this container.
No access Denies the user the right to reuse (refer to) any resources defined in this container.
Security

The security permission controls access to permissions of any child containers defined in the current

container.

By default, users are permitted to read only permissions applicable to them (that is, any permissions
assigned to themselves or any role they are a member of). Howewer, users who have the Read users and
roles privilege can read all permission entries.

Inherit

Provides to the user the same security—related rights as those defined on the parent
container.

Read Security

Grants the user rights to view the permissions of any child of the container.

Read and Write
Security

Grants the user rights to change the permissions of any child of the container.

No access

Denies the user rights to view the permissions of any child of the container.

4.2.1.2 Overview of Containers

FlowForce Server manages jobs, credentials, step functions, and other configuration objects in a hierarchical
structure of containers. A container is similar to a folder on an operating system. Containers can have any of
the following: jobs, credentials, functions, and other containers. By setting permissions on a container, you can
control who can access the container's contents.

The top-level container in FlowForce Senr is the root (/) container. By default, the root container contains the
following predefined FlowForce Sener containers.

/public

The /public container is the default location where any FlowForce user can
create jobs and credentials. It is by default empty and accessible to any
FlowForce user. The /public container senes as default location in the
following cases:

e When you deploy mappings from MapForce to FlowForce Senver.
e When you deploy transformations from StyleVision to FlowForce
Sener.

You can, however, deploy mappings or transformations to a different
container, if required.

/RaptorXML

This container is present if you licensed RaptorXML Server. It stores the
validation and other functions specific to RaptorXML Sener.
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/system The system container contains the FlowForce Server system functions. It is
not recommended to make changes to this container.

You can navigate through containers from the Web administration interface, by clicking on a container to view
its contents. The following screen shot shows a sample /public container that contains several configuration

objects.

B/ o ) public Type here to search Search Recursive

[] Name Type = Modified |Modified by Next run
D &= my.credentials credential 2015-01-20 1root
|:| [fﬁ CompletePO.mapping MapForce mapping 2015-01-20 1 root
O Cleanup job 2015-01-20 1root View log

[ ompletePO.jo jo -01- raoo iew log
O [&] c letePO.job b 2015-01-20 1 root View |

Create = Import Objects Permissions

Sample FlowForce container

To go back to any container in the hierarchy, use the breadcrumb-style navigation available at the top of the
page.

You can also search objects either within the current container including children objects (if the Recursive
check box is checked) or only within the current container (if the Recursive check box is unchecked).

Containers contain objects such as jobs, deployed MapForce mappings or StyleVision transformations,
functions, credentials. When you open a container, the following information is available about its objects:

Property Description

Name Specifies the name of the object on the file system. Note that, when you create a
new object, the name must not be already in use.

Type Specifies the object type (such as credential, job, or function). You can also identify
the object type by its accompanying icon:

Credential

Function (includes built-in functions, MapForce mappings and StyleVision
transformations)

2 9

Job

Container

& 0 =

Missing configuration object. You may see this icon when you attempt to im
into FlowForce Sener data that has unresolved dependencies, see Handling
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Property Description

Missing Dependencies@.

Date modified Specifies the date and time when the object was created or last modified.
Modified by Specifies the name of the user who modified the object.
Next run For jobs scheduled to run with time triggers, this column specifies the date and time

of the next run, as defined in the job settings.

View log For jobs, this button provides quick access to the execution log of the corresponding
job.

Provided you hawve permissions to do so, you can create any number of additional containers to store your
custom FlowForce server data (for example, one for each department). Alternatively, you can store data in
the /public container, which by default is available to any authenticated user. If necessa%it is possible to
restrict access to the /public container (see Restricting Access to the /public Container <=*).

You can also mowve, rename, and delete any containers where you have the relevant permissions.

4.2.1.3 Create/Rename/Move Containers

You can create, rename and move containers if you (or anvﬁg)les you are member of) have the Container /
Read, Write permission (see also How Permissions Work ).

Note: It is not recommended to modify the contents of the /RaptorXML and /system containers, which are
provided by FlowForce Server by default.

To create a container:

1. Click Configuration.

2. Click an existing container under which you want to create a new container. If you want to create the
container at the top lewvel of the hierarchy, omit this step.

3. Click the Create Container button located in the lower left part of the page.
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o/ ©

(] Name
] ) public
(] E5 system

Create =

Create lob

Create Container @

Import Objects...

4. Enter the name of the container. The following name restrictions apply:

0 It must not be empty

0 It must not begin or end with space characters

0 It can contain letters, digits, single space, underscore ( _ ), dash (-), and full stop (. ) characters.

5. Click Save.

To rename a container:

1. Click Configuration, and then navigate to the container you want to rename.
2. Select the check box next to the container, and click Move or Rename Selected Object.

Mame:

Container:

Rename

Copy to Prod

J/public/
F + | public

Mame 4

Cancel

x

3. Enter the name of the container in the Name box, and then click Rename.
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To move a container:

1. Click Configuration, and then navigate to the container you want to mowe.
2. Click the Move or Rename Selected Objects button located in the lower left part of the page.

®

Mame: Copy to Production

Container: 1

L

Name %

[El Production
31 RaptorXmL
[El public

|E| system

Mowve Cancel

3. Select the container's destination by doing one of the following:
o0 Enter the path in the Container text box.
0 Use the interactive navigation controls to reach the destination container.

Optionally, set the new name of the container by typing it in the Name box.
5. Click Move.

P

To move multiple containers:

e Click the check boxes next to them, and then follow the same logic as for moving a single container.

To select or deselect all objects in the container:

e Click the topmost check box.

4.2.1.4 Container Permissions

You can view the permissions of containers where you have the relevant permissions to do so (see also How
Permissions Work). By default, you can see your own permissions with respect to the container. If you are

member of any role, you can also see the permissions available to roles of which you are member. If you have
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the privilege Read users and roles, you can also see the permission of other users and roles with respect to the

container.

To view the permissions of a container:

1. Click Configuration.
2. Do one of the following:
0 Click the Permissions button adjacent to the container record.

o Enter the container, and then click the click the Permissions button available in the lower right

corner of the page.

A ] Type here to search
[] Mame Type * Modified
|:| E] public containar
|:| @ system container
Create « Import Objects

Search Recursive

Modified by Mext run

Permissions

Permissions

Permissions

The User and Role name column displays any users and roles whose permissions you have rights to see. The
Permissions column displays what permission types are available to this particular user or role with respect to
the container. For example, the image below illustrates the default permissions available to role authenticated

for the root (/) container.

Permissions for /

User or Role name % Permissions
Container: Read
Configuration: Read
Credential: Use

&R authenticated Queue: Use
Service: Use
Function: Use
Security: Read

For the description of each permission type, see How Permissions Work @9

4.2.1.5 Setting Container Permissions

You can change permissions of containers where the following is true:
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You (or any roles you are member of) have the Security / Read and Write Security permission on the
parent container relative to the one where you want to change permissions. For example, to change
the permission of container "Jobs" which is a child of container "Marketing", you must have the
permission Security / Read and Write Security on container "Marketing" (see How Permissions
Work @),

You (or any roles you are member of) have been granted the privilege Override Security (see How
Privileges Work “=),

To change the permissions of a container:

=

Click Configuration.

Do one of the following:

0 Click the Permissions button adjacent to the container record.

o Enter the container, and then click the click the Permissions button available in the lower right
corner of the page.

A ] Type here to search Search Recursive
[] Mame Type * Modified |Modified by Mext run
|:| E] public containar Permissions
|:| @ system container Permissions
Create « Import Objects Permissions

Do one of the following:

0 To change the permissions of any of the listed users and roles, click the Change button next to
the relevant user or role.

0 To add permissions for any users and roles that are not listed, click Add Permissions.

In the Edit Permissions section, search for the user or role whose permissions you want to change,

and select the check box next to it. You can either search for users created in FlowForce Serwer, or, if

Directory Senice is enabled, for domain users. For more information about importing domain users into

FlowForce Seneer, see Users @

Edit Permissions

Search for: a||

Search at: | FlowForce Server ~

[J |Mame < Description Container: Inherit ~ Set for all:
] & 2 FlowForce Server Configuration: Inherit P Inherit
[ & alethia Alonso FlowForce Server Service: Inherit - Full access

Credential: Inherit w No access
Queue: Inherit ~

Function: Inherit ~

Security: Inherit ~

Change each relevant group of permissions as required. For the description of each permission type,
see How Permissions Work <. If you want to modify all permission types with a single click, use the
Inherit, Full access, and No access buttons.

Click Save Changes.
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4.2.1.6 Restrict Access to the /public Container

The /public container (located under the top-lewvel root container) is available by default in FlowForce Sener. It
acts as a location accessible to any FlowForce Server user and a location where any FlowForce Server user
can store their data, without any predefined permissions. Therefore, by default, the /public container has the

following permissions.

User or Role name %

& authenticated

& root

Container:

Configuration:

Credential:
Oueue:
Service:
Function:

Security:

Containern

Configuration:

Credential:
Queus;
Service:
Function:

Security:

Permissions for /public

Permissions
Read, Write
Read, Write
Use
Use
Use
Use
Read inherited from [El
Read, Write inherited from & authenticated
Read, Write inherited from & authenticated
Use inherited from & authenticated
Use inherited from & guthenticated
Use inherited from & authenticated
Use inherited from && authenticated
Read, Write inherited from [El

Change

Change

Default permissions of the /public container

This means that, by default, any FlowForce Server user who is member of the & authenticated role can do

the following:

e Add, modify, and delete objects inside the /public container (namely, jobs, credentials, or other

containers)

e Reuse any credentials available in the /public container
e Access as a Web senice any job located in the /public container, provided that the job was configured
to be available as a Web senvice

e Refer to any function available in the /public container

e Read the permissions assigned to the /public container

Note: These permissions may also be inherited by any containers that are children of the /public container.

Normally, any new container inherits the permissions of the parent container; howewer, permissions may have
been owerridden by the & root user, or by other users with relevant privileges.
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You can restrict access to the /public container, if required. Note, howewer, that the job configuration
examples included in this documentation assume the existence of the /public container.

To restrict access to the /public container:

Rewke permissions on this container from the & authenticated role (see Setting Container

Permissions ).
2. Create a new role and assign this role to all users who require permissions to the /public container

(see Rales ).
3. Assign to the new role only the required permissions (again, see Setting Container Permissions ).
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4.3 Log

The log provides information about all system activities and job-related events.

4.3.1 Job Info in Log

You can view details about all kinds of events on the Log View page. To access the Log View page, click the
Log menu. You can also access the log from other locations where the View log button is displayed (e.g., on
each job's configuration page).

Note: By default, you can view the log of any jobs where you have read-only access. To view the global log of
all jobs and events in FlowForce Sener, your user account must have the View unfiltered Iog privilege.

Log view
Navigate to: Filter by:
Date from: @ @ Object path: - X
Show Reset Filter
Date to: o] > @ Instance ID: Minimum severity: Info -
Date Severity User Instance 1D Message
- Show 25 more records » Show 100 more records # Show 500 more records
2023-03-1513:27.07 INFO root 463 Finished job execution: job /public/Examples/CheckTemperature in queue
{public/Examples/CheckTemperature
2023-03-1513:2 INFO root 463 Starting execution of job /public/Examples/CheckTemperature in queue
fpublic/Examples/CheckTemperature
2023-03-1513:27:.07 INFO Service /CheckTemperature of /public/Examples/CheckTemperature invaked
2023-03-15 13:2647 INFO root 462 Finished job execution: job /public/Examples/ListDirContents in queue /public/Examples/ListDirContents
2023-03-13 13:26:47 INFO root 462 Starting execution of job /public/Examples/ListDirContents in queue /public/Examples/ListDirContents
2023-03-15 13:26:47 INFO Service /ListDir.txt of /public/Examples/ListDirContents invoked
2023-03-15 13:26:41 INFO root Cenfiguration for /public/Examples/ListDirContents changed.
2023-03-15 13:2%:50 ERROR root 461 Job execution failed: job /public/Examples/ListDirCentents in queue /public/Examples/ListDirContents
2023-03-15 12:25:50 INFO root 461 Starting execution of job fpublic/Examples/ListDirContents in gqueue /public/Examples/ListDirContents
2023-03-1513:23:49 INFO Service /ListDir.txt of /public/Examples/ListDirContents invoked
2023-03-15 13:25:44 ERROR root 460 lob execution failed: job /public/Examples/ListDirContents in queus /public/Examples/ListDirContents
2023-03-15 13:25:44 INFO root 460 Starting execution of job /public/Examples/ListDirContents in queue /public/Examples/ListDirContents
2023-03-13 13:23:43 INFO Service /ListDir.txt of /public/Examples/ListDirContents invoked
2023-03-15 13:25:41 INFO root 459 Finished job execution: job /public/Examples/HelloWerld in queue /public/Examples/HelloWorld
2023-03-1513:25:41 INFO root 458 Starting execution of job /public/Examples/HelloWorld in queue /public/Examples/HelloWorld
2023-03-1513:25:41 INFO Service /HelloWorld of /public/Examples/HelloWorld invoked
2023-03-15 11:4832 INFO flserver FlowFarce scheduling engine startup complate.
2023-03-15 11:4832 INFO fiserver Starting up FlowForce scheduling engine...
2023-03-15 11:4&32 INFCQ flowfarce Read FlowFarce configuration from:
2023-03-15 11:46:19 INFO flserver All jobs have been terminated.
2023-03-13 11:46:19 INFO fiserver Beginning termination of running jobs.
2023-03-15 11:46:19 INFO flserver FlowFarce scheduling engine stop complete.
2023-03-15 11:48:19 INFO flserver Stopping FlowForce scheduling engine...
2023-03-14 20:24:55 INFQ fiserver FlowFarce scheduling engine startup complete.
2023-03-14 20:24:55 INFO flserver Starting up FlowFarce scheduling engine...
~ Show 25 more records ~ Show 100 more records > Show 500 more records
Export View Exported Log or Log for Instance... Copy Permalink to Clipboard

The subsections below describe filter options, the main parts of the log view table, and export/copy options.

Filters
You can filter log entries using the following criteria:
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e Date from: Includes only events after this date.

e Date to: Includes only events before this date. If you set both the Date from and Date to filters, up to
1000 records within that range will be shown. To view additional records, click the Show N more
records buttons. The most recent records are always shown first.

e Object path: Shows events configured at the selected path. You can select the path to some specific
FlowForce object (e.g., a job or credential record).

¢ Instance ID: This option is useful when you want to see all the log entries related to one specific
instance ID.

e Minimum severity: This option helps filter log entries based on sewerity. The sewerity statuses are
explained below.

After changing any filters, click the Show button or the Enter key to apply the filters. The Reset Filter button
clears all filters and refreshes the log. Clicking the Show button without any filters set also refreshes the log.

About minimum severity
The following sewerity statuses are available: Verbose, Info, Warning, and Error. The Info status is the default

sewverity type.

The Verbose status can be useful for troubleshooting file system triggers @ when you select the Verbose
status, you will get detailed information about the job: e.g., the start and end of scanning of the directory and
so on. To be able to use this status, you must specify the following parameter in the .ini file @

[ Experi nent al ]
trigger.verbose =1

When you select the Verbose status, the log will show the following sewerity types: Verbose, Info, Warning,
and Error. The Info status includes information messages, warnings, and errors. When you select Warning,
only warnings and errors will be shown in the log. If you are interested in the most critical messages, select
Error.

Log table
The log view table has the following columns: Date, Severity, User, Instance ID, and Message.

e Date: Indicates the date and time of an event.

e Severity: Indicates the sewerity of an event. You can filter messages by sewerity (see above). The
default sewerity type is Info.

e User: This can be a FlowForce senice, a Python security senice, or a specific FlowForce user.

e Instance ID: Each run of a job produces a unique job instance whose ID is shown in the Instance ID
column. To find out more about a specific instance, click the link displayed in the Instance ID column.
For details, see Instance Log. Note that some logged events do not have an ID, because it is not
applicable (e.g., events related to changes in job configuration).

¢ Message: Provides information about each log entry. Note that some log entries may be truncated,
because the default maximum length of a log entry has been exceeded. To change the length of log

entries, see Logging Settings <.

To load older records, click Show N more records. To resize any column in the grid, click any of the vertical
bars delimiting the column headings, and, holding the left mouse button pressed, drag to the left or right.

Export, copy, and view log details

To export the log to a file on the disk, click Export. All records that are currently visible on the page will be
exported as a JSON file.
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To view the previously exported log entries (. j son file) or logged instance @& (a.ziparchive ora.json file
extracted from that . zi p archive), click the View Exported Log or Log for Instance button. When you view
the exported log or instance log, some links in the records (e.g., instance ID links, links to jobs) might lead to
an error page, because these links are not in the exported file.

The Copy Permalink to Clipboard button copies the current URL of the log view to the clipboard, including
any selected parameters (e.g., ?i d=2773968&l i m t =25). This is useful if you want to quickly load the same
information later onto the page. For example, you can paste the permanent URL into another browser's address
bar or send it to someone else so that they can see the same log.

4.3.2 Instance Log

The Log for Instance N page (screenshot below) provides detailed information about a specific job instance. You
can open this page in one of the following ways:

e Click the instance ID link of a record on the Log View @ page.

e Click the instance ID link of a record in the Recent and Running section of the Home page.

e Click View Log from the job configuration page to go to the Log View® page. Then click the
instance ID link of a record.
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Log for instance 159

Created instance: 2022-06-28 18:05:00
Finished instance: 2022-06-28 18:05:01
lob Name: /public/Examples/ValidateSchema
Queue Name: /public/Examples/ValidateSchema

Mumber of steps executed: 1

Postponed Steps Failures: 0

Current State: Finished successfully
Expand all steps Collapse all steps

Date Message
2022-06-28 18:05:00 Starting instance 159,
2022-06-28 18:05:00 Starting execution of job /public/Examples/ValidateSchema in queue fpublic/Examples/ValidateSchema
2022-06-28 18:05:00 Running instance 159 locally.
2022-06-28 18:05:00 4 Execute main job /public/Examples/ValidateSchema
2022-06-28 18:0500 4 Execute function /RaptorXMLXERL valany
2022-06-28 18:05:00 +  Execute function /RaptorXMLXERL/2023/valany
2022-06-28 18:05:01 Finished job execution: job /public/Examples/ValidateSchema in queue /public/Examples/ValidateSchema
Export View Exported Log or Log for Instance...

Reported data
The instance log can report the following categories of data:

e Messages related to the execution of job instances, grouped by step. These include:

0 Messages related to the execution of built-in functions and mappings
0 Results of steps that run the conput e® angd conput e-stri ng functions
o Error messages that lead to retry in the Execute with success/failure handler step or to job failure

Information about elapsed time after step execution.

lterations of for-each steps.

Information about how many times the job has been retried. For details, see Retry on Error®.
Information about streams produced by executing mappings or by the commandl i ne @ function.

Export and view log entries
The Export button creates a . zi p archive of all data associated with the current log instance.

To view the previously exported main Iog (. j son file) or logged instance (a . zi p archive or a . j son file
extracted from that . zi p archive), click the View Exported Log or Log for Instance button. When you view
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the exported log or instance log, some links in the records (e.g., instance ID links, links to jobs) might lead to
an error page, because these links are not in the exported file. When you have finished viewing the instance log
loaded from the file, click Close Exported Log View.

Expand/collapse all steps

FlowForce Sener allows you to show or hide information about an instance, which can help you get detailed
information about this instance or only a general oveniew of the instance, respectively (see red rectangle in
screenshot above).
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4.4 Adminstration

The Administration page enables you to carry out the following actions:

e Create and manage users &
e Create and manage roles ¥

e Create and manage password Folicies
e Get an oveniew of privileges
e Configure various settings

441 Users

This topic explains how to create and import users and reset the root password. This topic also provides
information about default users, domains and domain trusts.

Default users
The following special users are predefined in FlowForce Senver.

& root This user is the initial, top-level FlowForce Server administrator. By default,
it has all permissions and privileges available in the system.

& anonymous This is a special user account for users that do not explicitly log in.
Anonymous access to the FlowForce Server Administration Interface is not
possible, but you can enable anonymous access for certain senvices
exposed as Web senices (see Exposing Jobs as Web Senices ).

The built-in users cannot be deleted, although it is possible to change their privileges.

Note: The r oot user can change any privileges and permissions, including own permissions and privileges.

Take extra caution when logged in as & root and editing root privileges, since you may unintentionally lose
your own access to the system. In the event that this happens, see Resetting the Root Password.

To get a global view of all currently assigned privileges, use privilege reports.

In addition to creating FlowForce Server users, you can import domain user accounts and roles from Windows
Active Directory or an LDAP Directory Senice provider. When the Allow any domain users to log in setting is
enabled in the Directory Senice settings, users from configured domains are able to log on to FlowForce
Server even if you have not explicitly imported their accounts into the FlowForce Serner database. To ensure
that domain users log on to FlowForce Sener only if their account has been explicitly imported by an
administrator, clear the Allow any domain users to log in check box and import the domain users, as shown
below.

Note: The local machine accounts are not part of Active Directory. Therefore, they cannot be imported into
FlowForce Senver.

Create users
A user is a person who logs on to FlowForce Server to create and monitor jobs, deploy MapForce mappings
and StyleVision transformations, and configure various settings. The scope of actions available to users in
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FlowForce Sener depends on the following:

¢ The permissions and privileges assigned to the users
¢ The permissions and privileges assigned to the roles that the users are members of

To add a FlowForce Server user:
1. Click Administration, and then click Users.

2. Click Create User.
3. Fill in the required fields.

User name Enter the name of the user. The following restrictions apply:

e It must not be empty

e It must not begin with or end with spaces

e The allowed characters are letters, digits, underscore ( _),
dash (-), and full stop (.)

Password Enter the user's password.

Re-type password Re-type the user's password.

Change password on next If you select this check box, the user will be prompted to change
login password on next login.

4. Optionally, grant the required privileges to the user. Note that you can grant privileges to users
either directly from this page, or by assigning to them a role which already has some privileges. To
simplify user maintenance, it is recommended to use the latter approach (see Create Roles below and

Assign Roles to Users@).
5. Click Save.

To rename a user:
1. Click Administration, and then click Users.

2. Click the user record you want to edit.
3. Enter the new name in the User name text box, and then click Save.

Notes:
e When a user name is changed, the currently assigned user password remains unchanged.
e If you are changing your own name (provided that you hawe this privilege), the changed name
becomes effective as soon as you click Sawve, and is visible in the top right area of the page.

Reset root password
In the event that you forgot or lost the password of the & root user account, you can reset it to the default
value from the command line interface (see the command resetpassword )

To perform root password reset, it is assumed that you have access to the operating system where FlowForce
is running, including FlowForce binaries and data files. This is the same kind of access required when installing
FlowForce or when migrating to a new FlowForce version or server manually.
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When you perform a password reset, the privileges of the & root user will also be restored to the default value

(that is, all the privileges will be granted).

Performing a root password reset does not affect any FlowForce users except the & root user.

Import domain users

To import domain user accounts into FlowForce Server, take the following steps:

1. Open the Settings tab of the Administration page, select the Enable check box in the Directory
Services section, and configure your preferred Directory Senice provider, as described in Changing the

Directory Senice Settings .

N

Open the Users tab on the Administration page.

3. Click Import Domain Users, which opens the Import Domain Users dialog shown below.

Search for ab

[] |Name =

& Abagael Aasen

& Abagail Abadines

& Abahri Abazari

& Abbas Abbatantuono
£ Abbe Abbate

£ Abbey Abbie

& Abbi Abbott

O0O00OROO-»

& Abbie Abdalla

Import Selected Close

Description
user.s@maildomain.net
user.e@maildomain.net
user.7@maildomain.net
user.8@maildomain.net
user.9@maildomain.net
user. 10@maildomainnet
user.11@maildomainnet

user.12@maildomain.net "

oA

If applicable, select the domain of choice from the Context drop-down list.
In the Search for text box, start typing the name of the user account you want to import. Partial

searches are valid: For example, if you enter a value such as ad, the accounts Administrators,
Admanager, and Admin are retrieved from the LDAP server or Active Directory and shown in the
webpage dialog. In the case of Active Directory, FlowForce Server uses the Ambiguous Name
Resolution (ANR) search algorithm that allows you to specify complex search conditions in a single
clause. For example, you can retrieve the account of a person named Jim Smith by typing ji sm. See
the Microsoft documentation for further information about Ambiguous Name Resolution in Active

Directory.

6. Select the records that you you want to import and click Import Selected. Waiting time increases if

the domain is not local.
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Domains and domain trusts

You can see the list of available domains on the login page and in the following sections of the Administration
page: (i) in the dialog box Import Domain Users in the Users tab, (ii) in the dialog box Import Domain Roles
in the Roles tab, and (iii) in the Settings tab. Currently, only the following domains are \visible in FlowForce
Sener: the domain with the machine on which FlowForce Senver is installed and any domains from the same
forest to which this machine belongs. However, other trusted domains connected via the external, forest, realm
and shortcut trusts are not supported and cannot be seen in the list of available domains in FlowForce Server.

Note: To run a job, you can use any user credentials accepted by Windows. In this case, Windows will take
care of the external trusts.

4.4.2 Roles

This topic explains how to create, import, and assign roles.

A role defines a set of privileges and permissions. It can be assigned to another role or to a user. A role's
privileges automatically become the privileges of any other role or any user that the role is assigned to. A user
can be assigned any number of roles. As a result, a user will have all the privileges defined in the multiple
assigned roles.

Note that privileges are global, whereas permissions are defined per container.

Default Roles
The following special roles are predefined in FlowForce Server.

& authenticated This role includes all users who are authenticated using an existing user
name and password. Every FlowForce Sener user except user a

anonymous is a member of this role. By default, this role has the Set own
password privilege.

& Al This role includes all FlowForce Server users, including user a
anonymous. By default, this role has no privileges.

Since the roles & authenticated or a all are built-in, you cannot explicitly assign these roles to users or
rewoke them from users. The membership of the built-in roles is automatically managed by FlowForce Sener.

Every time when you add a new user, FlowForce Sener automatically assigns to the new user both the role 2
authenticated and the role “& all.

Create roles
To add a FlowForce Senver role:

Click Administration, and then click Roles.

Click Create Role.

Enter the role name (for example, "Administrator").

Under Privileges, select the privilafs that must be assigned to the role (for the description of
available privileges, see Privileges <¥).

5. Click Save.

PO

To rename a role:
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1. Click Administration, and then click Roles.
2. Click the record you want to edit.
3. Enter the new role name in the Role name text box, and then click Save.

Notes

e The members of a role do not change when the role is renamed.
e The default roles alal | and &aut hent i cat ed cannot be changed.

Import domain roles
To import domain roles into FlowForce Sener, take the following steps:

1. Click Roles in the Administration menu.
2. Click Import Domain Roles.
3. Follow the steps 4-6 abowe.

Assignroles to users and roles

You can assign privileges directly to a user (e.g., LA ethia A onso) or to a particular role (e.g., &
Mar ket i ng Manager). It is recommended to assign privileges to roles rather than to individual users, because
it simplifies the maintenance and management of privileges in the long term.

You can model the hierarchy of your organization in FlowForce Server, by assigning roles to other roles. The
diagram below illustrates a sample organization, for which three roles and one user have been defined. The 2
Enpl oyees role contains a role called 2 Mar ket i ng Depart nent . This means that the privileges and

permissions granted to the 2 Enpl oyees role will automatically be inherited by the users belonging to the
Mar ket i ng Depart nent role.

The 2 Mar ket i ng Depart nent role contains the 2 Mar ket i ng Manager role. In this case, the 2 Mar ket i ng
Manager role will inherit all the privileges from the '-;Blvar keting Departnent and 2 Enpl oyees roles. A user

called £ Al ethia Al onso is the marketing manager, and she has been assigned the 2 \arketi ng Manager
role. This implies that she will inherit all the privileges from the broader roles.
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L=
||I.

Assign roles to users
To assign one or more roles to a user:

1. Click Administration, and then click Users.
2. Inthe list of users, click the record you want to edit.
3. Under Roles available, select the roles that must be assigned to the user, and then click Assign.

To revoke one or more roles from a user:

=

Click Administration, and then click Users.

In the list of users, click the record you want to edit.

3. Under Roles assigned to user '<user name>', select the roles that must be revoked from the user,
and then click Remove.

N

To assign a role to multiple users:

1. Click Administration, and then click Roles.
2. Inthe list of roles, click the record you want to edit.
3. Under Users/Roles available, select the users that must be assigned the role, and then click Assign.

To revoke a role from multiple users:
1. Click Administration, and then click Roles.
2. Inthe list of roles, click the record you want to edit.

3. Under Members of role '<role name>', select the users from whom the role must be revoked, and
then click Remove.

Assign roles to other roles
To assign a role to another role:

1. Click Administration, and then click Roles.
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2. Inthe list of roles, click the role you want to assign to another role (for example, if you want the role a

Marketing Department to inherit privileges from the role A Employees, click "Employees").
3. Under Users/Roles available, select the role to be assigned, and then click Assign.

443 Password Policies

A password policy defines a set of minimum requirements that a user password must meet in order to be valid
(e.g., a password must be at least N characters long). FlowForce Servers uses password policies to enable
administrators to enforce the complexity of user passwords.

The password complexity rules that you can define within a password policy are as follows:

e The total minimum length of the password (that is, the password must be at least N characters long to
be valid)

e The minimum number of letters that the password must contain

e The minimum number of digits that the password must contain

You can define as many password policies as required (provided that you have the Maintain users, roles and
privilege privilege). Once you define password policies, you can assign them to FlowForce users. A user
account can have one password policy at a time.

When the user requests a password change, the system checks if the new password meets the complexity
requirements defined in the user's password policy. If the password does not meet the complexity requirements
defined in the password policy, the password change is denied, and the system displays a relevant message.

When an administrator changes the password of a user, FlowForce Server does not enforce the password
policy. Also, if the password policy changes, any existing passwords remain unaffected. In the latter case, the
password policy will be enforced when users attempt to change the existing password.

By default, FlowForce Server includes an empty password policy which does not enforce any password
complexity rules. FlowForce Server implicitly assigns the default password policy to any user account that
does not have a custom password policy. The default password policy cannot be changed.

Create and assign password policies
To create a new password policy:

1. Click Administration, and then click Password Policies.
2. Click Create Policy.

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH



Web Ul Reference Adminstration 131

Create Password Policy

Policy name: October

Password Policies

Total length: must contain at least ] characters @

Letters: must contain at least 3 letters [}

Digits: rmust contain at least 3 digits [}
Save

3. Enter the required password policy rules, and then click Save. The list of current users becomes
available under the defined policy.
4. Click to select the user records that must be assigned the new policy, and then click Assign.

Members

Users available Members of policy

— Current Policy NewPasswordPolicy
EJaLiL RV LIsE nu

& Defauit fo &= null [] Name

& Alethia Alonso | G= null Assign ==

& Klaus Mauer &= null
& Matsuo Shinohari &= null
& root &= null

4.4.4 Privileges Reports

As a FlowForce Server administrator, you might find it difficult to keep track of privileges assigned to each and
every role or user, especially when the number of users and roles increases. To help you get a quick oveniew
of all privileges currently assigned to users and roles, FlowForce Sener provides the following reports:

e Privileges Report
e Privileges by User Report

To view these reports, open the Reports tab of the Administration page.
Privileges Report

This report lists the FlowForce Server privileges. For each privilege, you can see the users who have been
granted that privilege or inherited it by virtue of their roles.
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Privileges Report
Maintain global settings 8 root granted to & root
Maintain users, roles and privileges 8 root granted to & root
Override security B root granted to & root
Read users and roles B Alethia Alonso inherited from &% Manager
B Manager granted to & Manager
B root granted to & root
Set own password B Alethia Alonso inherited from &2 all & authenticated
& Employee granted to £ Employee
8 Klaus Mauer inherited from &8 all 4 authenticated S Employee
£ Matsuo Shinchara inherited from &8 all 4 authenticated S Employee
& all granted to & all
& ancnymous inherited from &2 all
£ authenticated granted to £ authenticated
& root granted to & root and inherited from &8 all % authenticated
Stop any job & Alethia Alonso inherited from &8 Manager
2 Manager granted to 3 Manager
B root granted to & root
View unfiltered log B Alethia Alonso inherited from & Manager
B Manager granted to B Manager
&8 root granted to & root

Privileges by User Report
This report lists the FlowForce Sener users. For each user, you can see the currently assigned privileges, and

whether they have been granted or inherited.
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Privileges by User Report

B Alethia Alonso Read users and roles

Set own password
Stop any job
View unfiltered log

&b, Employee Set own password
8 Klaus Mauer Set own password

B Manager Read users and roles
Stop any job

View unfiltered log

£ Natsuo Shinohara Set own password
B all Set own password
8 ancnymous Set own password
&b, authenticated Set own password
& root Maintain global settings

Override security
Read users and roles
Set own password
Stop any job

View unfiltered log

Maintain users, roles and privileges

inherited from &8 Manager
inherited from && all && authenticated

inherited from &2 Manager
inherited from £ Manager

granted to & Emplovee

inherited from &8 all, & authenticated, &8 Employee

granted to £& Manager
granted to £ Manager
granted to & Manager

inherited from &8 all, & authenticated, S8 Employee

granted to & all
inherited from &8 all

granted to £ authenticated

(=]
=

o

granted to & r

(=]
I+

o

grantedto & r
granted to & root
granted to & root
granted to & root and inherited from B all, B authenticated

=

granted to & roo

grantedto & r

(=]
I+

o

4.4.5 Settings

The Settings tab of the Administration page enables you to configure the following settings: the default time

zone, parameters for the / syst enf nai | / send & function, directory senice and logging settings.

4.4.5.1 Input Format

Whenewver you create jobs that use time-based triggers, you must specify the applicable time zone. For
convenience, you can configure globally what time zone should be selected by default in the job configuration

page.
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To set the default time zone:

Log on@ to the FlowForce Web administration interface.
Click Administration.

Click Settings.

Under Input format, select the default time zone.

Click Save.

IS

4.4.5.2 Parameters for System Function /system/mail/send

For jobs that send emails, you need to configure the SMTP address and port of the mail server as well as the
SMTP credentials.

FlowForce will first attempt to establish a connection encrypted over TLS or SSL. If the encrypted connection
fails, FlowForce attempts to start communication without encryption and then might switch the connection to
encrypted if the SMTP server explicitly requires it. Otherwise, the SMTP connection remains in plain text.

Parameters for system function /system/mail/send
To configure the mail settings, take the steps below:

1. Log on® 1o the FlowForce Web administration interface.

2. Click Administration | Settings.

3. Enter the name and port of the SMTP Sener. Standard SMTP senvers accept connections on port 25.
SMTP seners that require connection to be encrypted over the SSL/TLS protocol accept connections
on other ports (typically, 465 or 587).

4. If your SMTP server requires authentication, click the plus icon next to the User authentication
parameter and enter the username and password.

5. Optionally, enter a RFC2822—compliant mailbox address value in the Default sender field. The value
entered here is used as the default From parameter of the / syst eni nai | / send D
and / systenl nai | / send-m me @ functions.

Test SMTP parameters
To send a test email, click the Test SMTP Parameters button and fill in the From and To parameters. You

can test SMTP parameters without saving the settings. You must close the Test SMTP Parameters section
before saving the settings.

4.4.5.3 Directory Service

If your organization uses Microsoft Active Directory or an LDAP-compliant directory senvice provider such as
Apache Active Directory, OpenLDAP Senr, Oracle Unified Directory, and others, you can integrate it with
FlowForce Server. From the FlowForce Sener perspective, integration with a Directory Senice provider means
the following:

e Users can log on to FlowForce Server with their domain user name and password.

¢ Administrators can either allow existing domain users to log on to FlowForce Server with their domain
credentials (that is, an implicit user import takes place), or they can explicitly import domain users and
groups into FlowForce Server. In either case, the imported accounts are visible in the user
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administration pages of FlowForce Server. This enables administrators to add or revoke privileges and
permissions to groups or user accounts, in the same way as for the built-in FlowForce Server accounts
(see About Privileges and How Permissions Work). Administrators can also assign FlowForce
Sener roles to groups or user accounts (see Assign Roles to Users ).

¢ Administrators cannot rename or change the password of domain users imported into FlowForce
Sener.

¢ Administrators cannot rename or change the membership of domain groups imported into FlowForce
Sener.

¢ Administrators can delete imported domain accounts from FlowForce Sener. This does not remowve the
accounts from the domain and does not change in any way their associated domain privileges.

¢ If the imported domain accounts have FlowForce Server privileges and permissions assigned to them,
they are displayed in privilege reports (see Reports ).

To change the Directory Service settings:

1. Log on@ to the FlowForce Web administration interface.
2. Goto the Administration menu and click Settings.

Directory Service

Enable
Connect () Active Directory
using:
® Lightweight Host: 10,100, 389

Directory Access

Protocal (LDAP) Host name, domain or IP address. A custom port can be specified with 359

Usen cn=admin
User name in the form of ‘name@domain.com’ or tn=name,dc=domain.dc=com
Password: Change password

S5L: O

For 551 to work, LDAP server's CA certificate must be installed on the machine where
FlowForce server s

Allow any domain users to log in

Default login domain: kg.bole.com (kg) |~ [ set domain login as default

The available settings are described below.

Enable

Select this check box to enable users to log on to FlowForce Sener with their domain user name and
password. If you select this check box, you must select either the Active Directory or the Lightweight
Directory Access Protocol (LDAP) option, as further described below.

If you select the Lightweight Directory Access Protocol (LDAP) option, make sure that connection details
(such as username, password, and so on) are correct. When you click Save, FlowForce attempts to
communicate with the specified LDAP sener and shows an error if it the connection details are not valid. Note
that FlowForce Server must be able to connect to the LDAP sener successfully before you can save the LDAP
settings.
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If you select the Active Directory option, the machine where FlowForce Server runs must be part of a domain
controlled by Active Directory.

After you have enabled directory senice authentication, an additional drop-down list becomes \isible in the
FlowForce Sener login page, called Login. The Login drop-down list enables users to select the
authentication option and contains the following items:

e Directly. This is the default FlowForce Server authentication option. To log in, users must supply their
FlowForce username and password.

¢ [A specific domain], depending on the configured LDAP senver. To log in, users must supply their
domain username and password—these are managed by the LDAP sener.

See also Logging on to FlowForce Server@.

Connect using

Select Active Directory to enable direct integration with Active Directory. This is applicable if FlowForce Server
runs on Windows and the machine is part of a domain controlled by Active Directory.

Select Lightweight Directory Access Protocol (LDAP) to enable integration with an LDAP-compliant
Directory Senvice. Fill in the details as follows:

e Host — Enter the host name, domain name, or IP address of the LDAP server. To add a port humber,
append a colon character, followed by the port number. For example, somehost:10389

e User — Enter a user name which has administrative rights to query the directory senice. The user
name can either be in the form of a "Distinguished-Name" (for example cn=nane, dc=donai n, dc=com)
or a "User-Principal-Name" (for example, user @one. domai n. con). Note: The "User-Principal-Name"
format applies for Active Directory only; for other LDAP seners, use the "Distinguished-Name" format.

e Password — The user's password. Note: If you mistype the password seweral times, the LDAP senver
may lock the account. In that case, make sure that the account is not locked out before proceeding.

e Use SSL — Select this check box only if the LDAP sernver was configured to accept SSL-encrypted
connections from clients. If you select this option, change the port number to the one used by the
LDAP senver for secure connections (typically, port 636). If your organization already uses the same
trusted root certificate on both machines, there are typically no additional configuration instructions.
Otherwise, the root (CA) certificate of the LDAP server must be installed on the machine where
FlowForce Server runs, as follows:

a. On the machine where LDAP sener is, export the root certificate from the trusted certificate store.
Use the tools specific to your operating system for that purpose (for example, the Certificates
Snap-In on Windows).

b. On the machine where FlowForce Senr is, import the certificate into the trusted certificate store,

as described in Import Root Certiﬁcates@.

Note: On Windows, SSL errors are reported in Windows Event Viewer | Windows Logs | System,
where Source is set to Schannel.

In some cases, LDAP seners can have arbitrary schemas that do not fit into a particular standard. If FlowForce
Sener cannot detect the schema of your LDAP provider, an error similar to "Directory Senice detected an
invalid LDAP schema" is displayed. In this case, copy the directoryservice.cfg file to the same directory as
the FlowForce Server executable. When this file is present, FlowForce Server will not attempt to detect the
schema of the LDAP provider automatically.
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Allow any domain users to log in

Select this check box if a user's domain account should be imported into the FlowForce user database first
time when users log on to FlowForce with their domain credentials. If this option is disabled, domain users can
log on to FlowForce Server only if their account has already been imported into FlowForce Server by an
administrator.

Default login domain
This option is visible after the Enable check box is selected and the settings have been saved.

The drop-down list displays all domains that this machine is member of. The same list of domains will be visible
to users in the FlowForce login page, if Directory Senice authentication is enabled (see the first option abowe).

Select the Set domain login as default check box if the domain should be selected as the default choice in
the Login drop-down list of the FlowForce Server authentication page.

If you clear the Set domain login as default check box, the built-in FlowForce Server authentication
("Directly") is the default choice.

4.4.5.4 Logging Settings

FlowForce Server provides a logging mechanism to register all kinds of events and the time when they occurred
(such as job outcome ewents, configuration chan%events, errors, and so on). You can view all the log events
from a dedicated page, see Viewing the Job Log**. Note that the log events can significantly increase the size
of the FlowForce Senver internal database over time. For this reason, the log must be periodically archived or
cleaned up using the ar chi ve-1 og or truncat e- | og /system/maintenance functions. There are also other
settings available that help you keep the size of the log within reasonable limits, as further described on this
page.

The logging that takes place in FlowForce Server can be of two types:

1. Default system logging that does not require manual intervention of any kind. This kind of logging is
taken care of by the system and does register all events, but keeps the size of each log record up to a
certain limit, for better system stability and performance. If the system logging does not provide enough
level of detail, or if you find out that certain log entries (such as parameter values in steps) are
truncated because they are too long, you can use explicit logging, as described next.

2. Optional (explicit) logging that you can enforce from the job configuration page. The job configuration

page provides a Log % putton that you can optionally enable next to each parameter which you are
interested to track in the log. Doing so will log the full value of that&rameter when the job runs. In
addition, you can embed any FlowForce expression inside the log“* expression function in order to
request that that expression be logged explicitly. Again, this will log the expression in full and its value
will not be truncated. FlowForce Senver does not limit the size of entries logged as a result of explicit

logging.

Logging limits
If you do not want to use explicit logging for whatever reason, you can alternatively change the default size of
log entries maintained by the system.
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Changing the default log size to a higher value may impact system stability and performance, so exercise
this option carefully. The recommended approach is to use explicit logging, as mentioned abowe.

To view or change the default size of log entries:

1. Log on® 1o the FlowForce Web administration interface.
2. Go to Administration | Settings and observe the parameters grouped under "Logging limits".

Logging limits
String type limits:
Default string value legging limit: 50 characterg
List type limits:
Default list value logging limit: 10 items
Recurse into sublists: 2 levels

Notice that there are two kinds of logged entries: string types and list types. Consequently, there are two
parameters to control the size of each type.

Default string value logging
limit

Specifies the default length of log entries that are of type "string". If a log
entry exceeds this value then long arbitrary values such as file paths will be
truncated.

Default list value logging limit

Same as abowe, applies to log entries that are of type "list".

Recurse into sublists

This setting affects jobs which operate on lists that contain other lists as
children. Set this value to instruct FlowForce to look N levels deep for
logging purposes.

Instance logging

The settings in the "Instance logging" section specifically affect the level of information reported in the Instance

M page.

Logged messages can have sewerity lewels, in this order (from lowest to highest): information, warning, error.
The "Instance logging" parameters make it possible to skip logging of certain messages according to their
sewverity. You can also configure the amount of tracing information that should be stored by FlowForce Senver,
or completely disable retention of logs. The image below illustrates the default settings:
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Instance logging
3+
Default:
[ Retain log:

Messages severity: | information |~

Execution trace: streams |~

Clearing the Retain log check box has the effect that no information is reported at all in the Instance Iog

page.

The Messages severity option specifies what messages should be retained:

None No messages are kept

Error Keep errors and critical messages

Warning Keep errors, critical messages, and warnings

Information Keep errors, critical messages, warnings, and information messages

All This is the most verbose option. All possible messages are kept, regardless
of their sewerity.

The Execution trace parameter specifies the amount of tracing detail that should be stored:

None No tracing information is kept

Streams Keep streams but exclude traces

Trace Keep traces but exclude streams

Full Keep ewvery possible level of tracing information.
Rules

The "Instance logging" settings described above constitute a "rule”. You can create custom rules, in addition to

the default one, by clicking the

button. This makes it possible to apply rules conditionally, based on the

outcome of the job, which can be one of the following:

Successful execution

The job is considered successful.

Failed execution

The job execution has failed.

Stopped by user

The job was stopped by user action, see Stop Jobs @
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Interrupted The senice was stopped before the job could finish, or FlowForce Server
crashed.

The rules defined on this page are evaluated from top to bottom. If the job outcome matches any of the
outcomes listed abowe, the rule is matched. The first matching rule wins.

For example, the configuration illustrated below retains the full message log if the job execution was not
successful. In other words, the first rule will be triggered if the outcome is "Failed execution" or "Stopped by
user" or "Interrupted”. On successful execution, the "Default” rule will be triggered instead, and, even though
the log messages will be kept, no tracing information will be available.

Instance logging

+
Enable BT
When: Then:
[ Successful execution [] Retain log:
Failed executicn Messages severity:  al| w
Stopped by user Execution trace: full '
Interrupted
+

Default:
[] Retain log:
Messages severity:  jnformation |~

Execution trace: none v

Note that you can add all the custom rules only before the default rule, not after it. To change the order of

1 1
rules, use the Up and Down buttons. These buttons are enabled only when there are three or more
rules.

If you define custom rules, it is advisable to use the default rule as a "catch all" filter, in case none of the rules
before it has matched.

Logging rules at object level

You can create logging rules not only globally at application level, but also for specific FlowForce Sener jobs.
Note that, if you create a rule on a job that has sub-jobs, then the rule will apply to all the sub-jobs as well.

To set logging rules for a job:

1. Open the job configuration page.
2. Click the Logging Settings button in the job configuration page.
3. Click New Instance Logging rule.
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To set logging rules for multiple jobs:

1. Click Configuration and open a container.
2. Select one or more jobs (or the entire container), and then click Logging settings for selected jobs.
A dialog box appears where you can refine the selection if necessary:

*®

Name

CompletePO.job
CopyFiles
CopyQutput
CheckPath

K E&E RO

Change Logging Settings... Cancel

3. Click Change Logging Settings.
4. Click New Instance Logging rule.
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Instance Logging Settings for Objects

[] Mame = Type
[public/Examples/CheckPath job
[fpublic/Examples/CompletePO.job job
/public/Examples/CopyFiles job
/public/Examples/CopyCutput job

Logging Rules:

+
M Enable =R ]
When: Then:
[ successful execution [ Retain log:
M Failed execution Messages severity:  al| V
Stopped by user Execution trace: full -

Interrupted

new Instance Logging rule

All the logging configuration settings work in the same way as described abowe in the "Rules" section.

If you have defined logging rules both at object level and at application level, then the priority is established
as follows:

The logging rules defined at object level are checked first.
If there is a match found at this level, the rule is applied and the rules at application level are no
longer checked.

e [Ifthere is no match found at this lewvel, the rules at application level are checked.
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5 Job Configuration

Job configuration is a flexible process, which allows you to find more than one way to achieve the same result.
To get an idea of various tasks you can perform, see Tutorials @ and Job Examples {207}

The broad procedures below explain how to configure a job in FlowForce Server. Some of the procedures are
optional (e.g., caching job results).

1. The first step is to create a new '|ob.

2. Ifyou need to pass some values to the job at runtime, create job input parameters @

3. Then add steps ¥ of the job. Every job must have at least one step. Every step executes a step
function (e.g., a step can call the / systeni fi | esyst em nkdi r function to create a directory at the
specified location).

4. If the last step of the job returns a result, and if you intend to use the result in other jobs, select the
return type in the Execution Result ® section.

5. Ifyou want to reduce the sener load and the response time of your job, specify your caching
preferences @ Note that to be able to cache the result, you must select the return type of the job in
the Execution Result® section.

6. Next, add a triggerm (or triggers) that will fire the job. If the job runs as a Web service, adding a
trigger is not necessary.

7. After that, select an existing credential record or specify a local credential @ with which the job will be

executed.
8. You can also define the job's gueue settings to control the usage of sener resources more
efficiently.

9. The last step is to save the job configuration by clicking Save. FlowForce Server will validate the
configured parameters and display warnings if something is wrong.

The job configuration process is closely associated with performing various calculations, computing
expressions, and calling functions. For details, see the following sections:

o Expressions
e Expression Functions &
e System Functions
For information about basic concepts and terms associated with job execution, see Terminology.

Windows network paths

When you create jobs, you will need to refer to file paths on the machine where FlowForce Server runs or to file
paths on the network. When you refer to a Windows network path (e.g., a mapped network drive), use the
Universal Naming Convention (UNC) syntax. This is necessary because drive letters are not global to the
system, and each logon session is assigned its own drive letters.

The UNC has the following syntax: \\ ser ver\ shar edf ol der\fi | epat h, where ser ver refers to the server
name in the network (defined by the DNS); shar edf ol der refers to a label defined by the administrator (e.qg.,
admi n$ is generally the root directory of the operating system installation); fi | epat h refers to the
subdirectories below the share.
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51 New Job

This topic provides instructions on how to create and duplicate a job in FlowForce Sener.

Prerequisites
Make sure you hawe the following permissions for the container® in which you want to create a new job:

e Container: Read, Write
e Configuration: Read, Write

Create a job
To create a job, follow the instructions below:

1. Go to the Configuration page and select a container in which you want to create a job.
2. Click Create and select Create Job. Enter a job name and, optionally, a job description.

Duplicate a job

You can create copies of existing jobs when necessary. This can save you time, for example, when you need
to quickly create a job using an existing one as a template. To create a copy of an existing job, take the steps
below:

1. Open an existing job whose copy you would like to create and click Save As at the bottom of the

page.
2. Enter the name of the new job and click Save As.

Information about credentials

If the credential of an existing job is defined locally within the job, FlowForce will prompt you to enter the
password again, for security reasons. If the credential of the existing job is defined as a standalone object,
entering thegssword will not be necessary. For information about standalone and local credentials, see
Credentials ==,

Possible conflicts while duplicating a job
If certain job components cause conflicts when a job is duplicated, FlowForce will display an error and will not

duplicate the job. For example, if you attempt to duplicate a job configured as a Web senice, the job will not be
duplicated, because this senice is already in use. In this case, change the URL of the Web senice or remowe it
completely.

Move to a different container

The duplicated job is saved to the same container as the existing job. If you want to mowe it to a different
container, go to the parent-container page, select the job you want to mowe, and click Move Selected
Objects.
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5.2 Job Input Parameters

In FlowForce Seneer, job input parameters are similar to function arguments in a programming language.
Parameters can be of various types: e.g., file and directory references, text, numbers, Boolean values, and
others.

Under certain conditions, job input parameters become automatically available on the configuration page of your
job. For example, when you add a file system or HTTP trigger to your job, the triggerfile input parameter is
added automatically. You can use the triggerfile in a step function, for example, to upload this file to an FTP
sener. For an example, see the syst eni ft p/ stor e @ function.

Fields of a job input parameter
The fields of a job input parameter are described in the table below.

Name Mandatory field. Specifies the name of an input parameter. You may need to refer to this
parameter later from any of the job's execution steps. Therefore, it is recommended to use a
descriptive name.

The input parameter name must start with a letter and may contain only the following characters:
a-z, A-Z, 09, and '_".

Type Mandatory field. Specifies the data type of the input parameter, which can be one of the following:

string

string as file

string as directory

string as file or directory
stream

nunber

bool ean

credenti al

certificate

resul t

e AS2 partner (Advanced Edition)
e AS2 NMDN (Advanced Edition)

e SFTP connecti on (Advanced Edition)

Default  Optional field. Specifies the default value of the parameter. This value will be used if no value is
specified by the job caller at runtime.

Descript Optional field. Describes the purpose of the parameter. This description becomes available as a
ion tooltip next to the parameter name when you use the current job as an execution step of another
job.

Buttons
Use the following buttons to manage job input parameters.
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+ Add a parameter.

& Delete a parameter

i Duplicate a parameter.

t 1 Mowe a parameter up or down.
L Undo the previous delete action.
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5.3 Job Execution Steps

In FlowForce Sener, steps define what a job must do (e.g., delete a file, execute a MapForce mapping, send
an email). In its simplest form, a step is an operation with failed or successful outcome. Each step must
execute a step function ™. You can create as many steps as required for your job and set the order in which
the steps must be executed. You can also use the result of a step in other steps.

Add an execution step
To add an execution step, create a job € or open an existing job, and select the relevant step type in the

Execution Steps section of the job configuration page.

Types of steps
Execution steps can be of the following types:

e FExecution ste%s
e Choose steps
e For-Each steps

e Error/Success-Handling steps
[ ]

Postpone steps
e Resume steps (used inside Error/Success-Handling steps)

Function parameters

Most step functions € have parameters. When you select a function in an execution step, the function
parameters become automatically available. Parameters and their data types vary, depending on the function
you select. Parameters can accept different values, including expressions & and expression functions €.

Under certain conditions, the previously set values of function parameters are copied over into the parameters of
a new function. The parameter value is copied owver if the parameter has the same internal name and the same
data type in both step functions. Besides this condition, one or more of the following conditions must also be
true:

e The parameter is an expression.
e The parameter has logging enabled.
e The parameter is an inline credential with a user name and password.

The parameter value is not copied ower if:

e the parameter is locked (mapping with more than one parameter with the same name);
e the parameter value starts with al t ova: / / packagedfi | e/ (it will not work with any other function
except the one it was deployed with).

To revert to the default value of an optional parameter, use the Set to button and choose <Def aul t val ue>.
For mandatory parameters, the value has to be removed manually.

As soon as a function is selected and its parameters are retrieved, the parameters are cached for this job
configuration page. Every time this function is selected again (for any new step, existing step, or the same
step), its parameters are not retrieved; instead, the cached parameters are used.
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Buttons
The table below gives a list of buttons that allow you to manage steps and function parameters.

+ Adds a step or parameter.

& Deletes a step or parameter

i Duplicates a step.

t 1 Mowes a step up or down.

L Undoes the previous delete action.

] Enables/disables logging of the parameter value.

Setto » Sets a specific value of a parameter.

Expand/collapse all steps . | AIlOWS you to expand or collapse all execution steps. This option could be useful when
you want to do a search in the browser or print the page.

5.3.1 Execution Steps

An Execution step allows you to execute a specific function. Execution steps can include system functions &
€ For example, you can add

, deployed MapForce ma%gings, StyleVision transformations %=, and other jobs

the syst emi send- ni ne function to send an email (possibly with an attachment) to the specified recipients.
You can configure Execution steps as standalone steps or integrate them into Choose, For-Each,
Error/Success Handling, and Postpone blocks.

FlowForce Server processes execution steps sequentially, starting with the first (topmost) step down to the last
step. This rule also applies to any sub-steps that a step may have. The code listing below illustrates this
scenario:

Step A
Step B
Step Bl
Step B2
Step C
Step D
Step D1

Error handling
By default, if FlowForce encounters an error, processing stops, and subsequent steps are not executed.

Howewer, in most system functions, you can set the Abort on error parameter to f al se, which will prevent
job execution from stopping even after an error has occurred.
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5.3.2 Choose Steps

A Choose step allows you to define conditions under which steps within the Choose block will be executed.
You can define any number of conditional steps. Within any Wien/ &t her wi se pair, FlowForce Server executes
only the condition that is true; the other condition is ignored.

Depending on your business needs, you can create Execution steps, For-Each, Error/Success
Handling*=*, and Postpone blocks inside a Choose block. You can also nest other Choose blocks inside
your Choose block.

Structure of a Choose block
The Choose block has the following structure:

Wien {expression}
Execute (step)
QO herwi se
Execute (step)

Some of the possible scenarios of using Choose blocks are described below.

Multiple When expressions

The Choose block can contain multiple When expressions (see code listing below). In such scenarios,
FlowForce Server executes the first When expression that is true and exists the Choose block. Even if other
When expressions are also true, they will not be executed.

Wien {expression}
Execute (step)
Wien {expression}
Execute (step)
Wien {expression}
Execute (step)

Q herwi se
Execute (step)

Nested When expressions
Under each Choose step, you can nest other Choose steps (sub-conditions), for example:

Wien {expression}
When {expression}
Execute (step)
Q herw se
Execute (step)
Q herwi se
Execute (step)

Choose step in a job

The code listing below shows how a Chose block is integrated into the job. The job has steps A, B, C, D, E,
and F. Steps C and D are part of the Choose block. After Step B has been executed, Step C or D will be
executed, depending on the Wien expression. If the Wien expression returns t r ue, Step C will be executed.
Otherwise, Step D will be executed. After Step C or D has been executed, the job proceeds to Step E and then
Step F.
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Step A
Step B
Wien {expression}
Execute Step C
O herwi se
Execute Step D
Step E
Step F

Example

The job shown below checks the numeric value of the temperature input parameter that defines whether the
weather is hot or normal. The When statement in the Choose block will compute It is boiling hot! ifthe
value of the temperature parameter is greater than 35. Otherwise, the string It is al ri ght will be computed.
For simplicity, we have set the default value of the temperature parameter to 36. Therefore, the job will return
thelt is boiling hot! string.

If you intend to pass the result of a Choose step to another step or declare the result to be of a particular type,
ensure that the When and O her wi se conditions have the same return type. Otherwise, validation errors might
occur.
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Job Input Parameters
+
Mame: temperature Type: | number v Default: 36 (7]
+
Execution Steps
+
4 Choose
When temperafure » 35
+
d Execute function /system/compute
arameters: | Expression: ‘it is boiling hot!"
= Assign this step's result to name as T0
+
new When
Otherwise
+
4 Execute function | /system/compute
Parameters: | Expression: ‘It is alright.
= Assign this step's result to name as TO
+

=  Assign this step's result to  name

5.3.3 For-Each Steps

A For-Each step allows you to iterate through a sequence (e.g., a list of files within a directory) and repeat an

execution step any number of times. The For-Each block has the following structure:

For each itemin sequence {sequence expression}

Execute (step)
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Depending on your business needs, you can create Execution steps Choose. Error/Success
Handling™*, and Postpone blocks inside a For-Each block. You can also nest other For-Each blocks
inside your For-Each block.

A For-Each block is executed until FlowForce Sener finishes looping through all the items of the sequence
expression. For an example of a job that uses a For-Each step, see Copy Files €.

5.34 Error/Success-Handling Steps

When a step of a job fails, the job is considered failed as well. To perform some clean-up actions before the job
exits (such as logging or sending email notifications), you can create error/success handling steps. These
steps allow you to protect the execution of one or more steps (i.e., protected steps). Error/success handlers
and protected steps are part of the so-called protected block (see Structure of a Protected Block below).

Dependm%n your business needs, you can create Execution steps , Choose, For-Each, and
Postpone ¥ blocks inside a protected block. You can also nest other protected blocks inside your protected
block.

Add an error/success handler
To add an error/success handler, create a job € or open an existing job and click new Error/Success
handling step. Then select the relevant error/success handling step.

Structure of a protected block

The example illustrates the structure of a sample protected block. The protected block below consists of the
protected steps (Steps A and B) and the error/success handlers (Steps C, D, E and F). Whenewer the
protected steps have been executed (successfully or with an error), the handler blocks will be executed next.

Prot ect ed bl ock

Step A
Step B

On error
Step C
On retry
Step D
On success
Step E
Al ways
Step F

Prot ect ed bl ock

Types of handlers
Each handler block has a special condition, and if this condition is true, the steps of this handler will be

executed. Error/success handlers are listed below:

e The On-Error block is executed if any of the protected steps has failed.
e The On-Success block runs if all protected steps have been successful.
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o The On-Retry handler runs if any of the protected steps has failed. The protected steps run as many
times as specified in the retry count option (see Retry Option below). By default, this option is set to 0.
o The Always handler runs regardless of whether the protected steps have been successful or not.

Order of handler execution

Handler blocks are always executed in the specified order. For example, if there is an Always block followed by
an On-Error block, which is in turn followed by another Always block, the two Always blocks will be executed in
the order specified whenever the protected steps have finished executing. The On-Error block will run after the
first Always block only if the protected steps have encountered an error.

In the sample protected block abowe, if Step A or B fails, the protected steps are left, and Steps C and F are
guaranteed to be executed (because they are On-Error and Always, respectively). Step D will be executed only
when retries are left (see subsection below).

Retry option

There are cases, in which you may want to run a step again if its execution has failed. For this purpose,
FlowForce Sener provides the Retry option. By default, this option is set to 0, which means that the protected
block will be executed once only and no retries will be attempted.

On-Retry blocks are executed only if the protected steps have retries left. The actual retry will start only after all
the handler blocks have been successfully executed and only if the protected steps have been left because of
an error. When no retries are left, the error is re-raised outside of this protected block.

To add an execution step that will be retried a certain number of times, follow the instructions below:

1. Specify the number of retries you need (e.g., 3 times) in the text field at the top of the Error/Success-
Handling step (see screenshot below).

2. Click the i button under the Execute with error/success handling section and add a step (or steps)
that will be retried if an error occurs.

In the example below, the job, which uploads a file to an FTP server, will be retried 3 times on error. The
number of retries of any given job instance is reported in the Igg. In addition, if you need to get and process
the number of retries at runtime, call the r et ry- count expression function.

+

4 Execute with error/success handling Jon error, retry 3 times

+

P Execute function fpublic/UploadFileToFTP

= Assign this step's result to name
+

Cn emor ¥ do
+

new error/success handler
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Set timeout

You can set a timeout on an Error/Success-Handling step, by clicking the set timeout button at the top of the
Error/Success block. When you click this button, two options will pop up: timeout and force stop after
additional N seconds. The first timeout aborts a job step if it is not successful after the specified time (in
seconds). The job step might comply with the request or ignore it. When the first timeout has expired, the
second timeout will take place and abort the job step forcefully. Timeouts render the aborted step failed. If you
have defined On-Error, On-Retry, or Always handlers, these will be processed next.

Resume steps
Resume steps make it possible to continue execution even after an error has been encountered. Resume steps

are relevant to error handlln%nd can occur only in protected-block handler sections. Resume steps can also
be used inside conditionals =¥ that are used inside protected-block handler sections.

How Resume steps work

The main idea of the Resume step is to replace the result of the failed protected step with a newly constructed
result object. This prevents the job from being aborted in case an error is encountered inside the
Error/Success-Handling step. When a Resume step has been executed, the following actions take place:

1. The result of the corresponding protected block is set to the computed expression.

2. Atfter that, the Resume step leaves the protected block it is a handler of.

3. Execution resumes after the protected block, which could be the next step after it or job end, as if the
protected block were successful.

Once the Resume step has finished executing, no further handler blocks of the current protected block or even
steps within the current handler block will be executed. If you need to define some cleanup operations, you can
nest another protected block inside the first one and add, for example, On-Always or On-Success handlers.

Add a Resume step
To add a Resume step, follow the steps below:

Create a Success/Error-Handling step.

Click the Plus icon at the desired location.

Select Resume Step from the list.

The Resume step will appear and contain a text field in which you will need to supply an expression
function. The result of the current protected block will be set to the expression computed in this field.

NS

The expression passed to the Resume step must be compatible with the protected block return type, which is
the type of the last step executed inside the protected sequence. The list below provides the expression
functions you can use:

22
. make—error—result
e nake-success-result

e nerge-results

Where to place a Resume step
There are different locations where you can place Resume steps in protected blocks. Some of the possible
examples are given below:

e Example 1: You can place a Resume step inside a handler block.
e Example 2: You can also split the protected block into two nested ones, one which contains a Resume
step and the other which executes any On-Always handlers that are left.
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Example

In practice, it is not necessary to define all handler types for every job. The most common scenario is to define
only On-Error and Always handlers (screenshot below).

In the sample job below, the first step runs a script from the C: \ scri pt s directory by calling the

\ syst em shel I \ commandl i ne @ function. The execution of this step is protected by two handlers: On-Error
and Always. Only if the execution of the first step fails will the On-Error handler send an email with the ID of the
failed job instance in the subject line. The Always handler will be executed regardless of whether the first step
has been successful or not. The Always handler will log a message by running a script from the C: \ scripts
directory.

For more examples, see Adding Error Handling to a Job €D
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Execute with error/success handling
+
4 Execute function /system/shell/commandline
Parameters: | Command: script.cmd
Abort on erran +
Working directory:  C\scripts
= Assign this step's result to  cutput as result
+
On error ~| do
+
4 Execute function /system/mail/send
Parameters: | From: flowforce@localhost
To to@example.org
Subject: The job instance {instance-id(]} has failed
Message body: | 4
Attachment: +
Abort on erron | 4
= Assign this step's result to as boolean
+
Always ~ | do
+
4 Execute function /system/shell/commandline
Parameters: | Comrmand: log_message.crnd
Abort on error: +
Working directory: C\scripts

5.35 Postpone Steps

A typical FlowForce job returns a result only after the processing of all steps has finished, assuming that no
error has occurred. For jobs configured as Web senices , this means that the HTTP transaction must be
kept open for the entire duration of the job execution, which may take sewveral minutes or even hours in some
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cases, depending on the amount of processed data. To handle such cases more efficiently, you can create
postponed steps.

Postponed steps take place only after all non-postponed steps have been processed and the job has returned a
result. Even though a job with postponed steps might return a result early, the job is considered in progress
until the execution of all postponed steps has finished.

Add a Postpone step
You can create postponed steps anywhere in the job where a step is allowed. To add a postponed step, take
the steps below:

1. Create a new '|ob or open an existing one.
2. Click the new Postpone step button in the Execution steps section.

3. Click i inside the Postpone block to add a step or several steps that will be postponed.

Depending on your business needs, you can create Execution steps , Choose, For-Each, and
Error/Success Handling blocks inside a Postpone block. You can also nest other Postpone blocks inside
your Postpone block.

Error handling
A job can contain multiple Postpone blocks (each containing a step or several steps to be postponed) at

various places in the job. Creating postponed steps might be useful for error handling: If an error occurs within a
postponed block, other steps in the job will not be affected. A postponed block is like a mini-job and behaves in
the same way as a regular job:

e Ifastepin a postponed block encounters an error, the step will be canceled, along with any
subsequent steps in the same postponed block, and an error will be logged.

e Postponed blocks do not influence each other. In a job with multiple postponed blocks, a postponed
block will run even if the preceding postponed block results in a failure.

e If a postponed step within a protected block ® encounters an error, all postponed steps that are part
of that block will be canceled.

Possible scenarios
The subsections below describe some of the possible scenarios of using postponed steps.

Job with several postponed steps
The sample job below will run in the following order: A, C, B, D. The non-postponed steps are executed first,

followed by the postponed steps. Step C returns a result.

A
post pone B
C
post pone D

Postpone steps in Choose steps
You can also add postponed steps to Choose steps. In this case, the postponed step will be run only if the
respective When or & her wi se branch is run as well.

when expression=true

{
post pone A
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B
C

}

ot herwi se

{
post pone D
E
F

}

In this job, if the expression is t r ue, the steps will run in the following order: B, C*, A. Otherwise, the run order
will be: E, F*, D. The asterisks indicate steps that return results.

Postpone steps in For-Each steps
The sample job below shows a For-Each step, in which the postponed steps will be processed after the non-

postponed steps, in the same order as in the loop they are part of.

for each itemin |ist
{

A

post pone B

}

For example, if the loop runs three times, the steps abowve will run in the following order: A1, A2, A3*, B1, B2,
B3. The digits indicate loop numbers. The asterisk indicates a step that returns a result.

Postponed steps nested in postponed steps
You can also nest postponed steps within other postponed steps (see code listing below). In this case, outer

steps of the same depth are processed first, and the nested postponed steps will be executed only after the
processing of their parent sequence has finished. In our sample job, the steps will run in the following order: A,
G,N,B,D,F C,E, H, K, M, J, L. Step N returns a result.

A

post pone

[
B
post pone C
D
post pone E
F

]

G

post pone

[
H
post pone J
K
post pone L
M

]
N

If you need to create and test advanced configurations like the one abowve, you can always track the execution
order of steps in the Io_q.
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Example

The example below illustrates a possible scenario in which postponed steps might be useful. This job is run as
a Web senice®® and can be invoked at any time by a client, including from the browser.

Step A runs a time-consuming shell command that lists recursively all the directories and files within a large
system directory. For this reason, Step A is defined as a postponed step. Step B takes the standard output

(st dout ) produced by A and writes it to a file. Step B depends on the output produced by Step A and,
therefore, has to be part of the postponed sequence, too. Step C informs callers of the senice that the task has
been submitted successfully. Whenever the Web senice is called, the steps abowve will run in the following
order: C, A, B. The reason for that is that A and B are postponed steps, so C is executed first.

The advantage of this configuration is that the job returns the result immediately after running Step C, and the
HTTP transaction can end, freeing up server resources for other requests. After returning the result of the job,
FlowForce will go on to run postponed Steps A and B.

When you invoke the job above in your browser, the message Task has been submitted successfully will be
displayed in the browser. At the same time, the job continues running until it creates out put . t xt . If neither A
nor B fails, the output file will be created at the following path: C: \ FI owFor ce\ Post poned\ out put . t xt .
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Execution Steps

+
P Postpone
+
A 4 Execute function /system/shell/commandline
Parameters: | Command: dir "C:\Program Files" /5
Abort on erron; +
Working directony: 4
= Assign this step's result to  output as result
+
B 4 Execute function /system/filesystem/copy
Parameters: | Source: {as-file(stdout(output))}
Target: ChFlowForce\Postponedloutput bt
Ohwerwrite;
Abort on erron +
Working directony: 4

Assign this step's result to as boolean

Execute function fsystem/compute

Parameters: | Expression:  Task has been submitted successfully’

= Assign this step's result to as 10

Note about step order
In our example, Step C has to be the last one in the job, because this step outputs the result to the browser. If

you mowve Step C to the very top, it is still executed first, and Step B is still the last to be executed. However,
this would change the job result, and the browser would display some empty output similar to [] . The reason is
that the result of a job is always the result of the last executed step. Postponed steps do not have a return
value but produce an empty sequence instead.

5.3.6 Step Result

There are situations in which you may need to use the result of a step in some other step. In order to do this,
you will need to assign the step result to a value of a particular data type (e.g., of type resul t). The data type
depends on the step function you choose to execute.
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To be able to use a step's result in some other step, you must make sure the data types of these steps are the
same. Therefore, you will most likely need to change the data type of the step result before being able to use
this result in some other step. See the example described below.

Example

Our sample job has an execution step which lists files and directories located on the C drive (Step 1 in
screenshot below). Our goal is to send the directory listing by email. Follow the instructions below.

SUE S

8.

Create an Execution step (Step 1 in screenshot below).

Browse for the / syst eni shel | / conmandl i ne & function.

Type di r in the Command parameter.

Type C:\ in the Working Directory field.

Assign the result of Step 1 to St ep1Qut put : Type St eplQut put in the Assign this step's result to field
(circled in red below). The step's result is of type r esul t . Assigning the result produced by the di r
command to St eplQut put will enable you to use this result in the second execution step.

To send the directory listing by email, we will use the / syst ent nai | / send & function. Since the
Message body parameter in this function is of type st ri ng (see Step 3 in Send by Email), we need to
convert the value St eplQut put of type resul t to string. Therefore, add a new execution step which
calls the / syst enl conput e & function and enter the following expression in the Expression
parameter: cont ent (st dout ( St eplQut put)) . In this expression (circled Expression in Step 2 below),
the st dout function takes St ep1Qut put as its parameter and produces an output stream. The
stream is then conwverted to a string by means of the cont ent function.

Assign the result of Step 2 to St ep2Qut put . We will refer to this value in the / syst em mai | / send
function.

Execution Steps
+ Stepl

Expand/collapse all steps

0

4 Execute function /system/shell/commandline -
Parameters: | Command: d as string (required) 8
Abort on error: +
Working directony: 3y
Assign this step's result 10 as result
Step 2

Execute function /system/compute |

as string (optional) | Setto » ErAN )

L Nl

Parameters:

Expression: content{stdout(Step 1 Cutput]) as expression of TO (required) | Setto » | &2

= Assign this step's result to  Step20utput as TO

Add a new execution step, as shown in the screenshot below. Before using
the / syst en nai | / send function, you must configure the mail server settings.

+ Step3
4 Execute function /systern/mail/send - @
Parameters: | From: +
To: someone@example.org as string (required) | Setto »
Subject: Directory listing as string (required)  Setto »
Message body:  {Step20utput} as string (optional) Il
Click "Set to" and select

Attachment: + "Step20utput”

= Assign this step's result to as boolean
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9. The last steps are to add a trigger that will fire the job, enter your credential ® with which the job

will be run, and save the job configuration.
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54 Execution Result

FlowForce Server enables you to declare the return type of a job. When you declare the return type, keep in
mind the following points:

e Declaring the return type is mandatory if you want to process the return value of a job in another job
(see example below).

e Declaring the return type is meaningful only for jobs that actually return a result.

e Declaring the return type is also mandatory if you want to cache the result of a '|ob.

e The return type of a job must be the same as the data type of the last step in the job. Otherwise,
FlowForce Server returns an error. To awid data type-matching errors, use expression functions @ to
change the data type of the last step in the job to the data type declared as the job return type.

How to define the return type
To define the return type of a job, take the following steps:

1. Create a new '|ob or open an existing one for editing.
2. Select a return type in the Execution Result section on the Configuration page.

Return types
The available return types are listed below.

i gnore/di scard

string

stream

nunber

bool ean

credenti al

certificate

resul t

AS2 partner (Advanced Edition)
e AS2 MDN (Advanced Edition)

e SFTP connecti on (Advanced Edition)

The default option is i gnor e/ di scar d. It instructs FlowForce Server to ignore or discard the result of a job.
Select this option if the job does not return a result or if you do not need to process the returned result in any
way.

About the result type
A return value of type resul t represents the outcome of a step function (e.g., a step that executes a MapForce

mapping; a step that executes a shell command). You can access and manipulate the contents of the
result, using the following expression functions <=

o stdout @: Takes a result of type resul t as its argument and produces a stream.
e stderr & Retums the standard error of the result.

e resul ts®: Retums a list of all the result streams.

o exi tcode ®: Returns the numeric exit code of the result (if available).

e error-nessage ED. Retumns a textual error message (if available)
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Execution Result

Example

This example explains how to access the return value of a job in another job. The configuration procedures

comprise two stages:

1. First, we configure a job that executes a MapForce mapping. This mapping produces multiple output

files.

2. Second, we configure another job that calls the mapping in one of its steps, selects only one output
file, and copies this file to the target directory.

Job 1: Run deployed MapForce mapping
To be able to create a FlowForce job that executes a MapForce mapping, we first need to deploy this mapping

to FlowForce Server. See also the MapForce Mapping as a Scheduled Job tutoriaI@

for more details. For

this example, we have chosen the following mapping that is shipped together with MapForce:
MapFor ceExanpl es\ Split Fi | es. nfd (screenshot below). This mapping produces multiple output files, whose

names are created dynamically, based on the parameters supplied to the mapping.

wl rows fi group-into-blocks £ position fi coneat

[c=T108 # default [rows I B nodes/rows aroups B I node [result b B valuel @
I black-size B value2 @ result B

B value3

5 People |
= {1 File: People.txt File/Strin
‘@< > Rows
- = Company
- = Department
- = First
- = Last
- 2= Title
- = EMail
- = Shares
- = LeaweTotal
- UsedTotal
- = LeftTotal

b4

Bl Text file

-3

L I N L

+[- El File: < dynamic> File/Stri
» LE< > Rows

- = Company
- = Department
- = First

o = Title

- = EMail

- = Shares

- = LeaweTotal
- = UsedTotal
- = LeftTotal

After deploying this mapping to FlowForce Server, we have configured the following job:
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Execution Steps
+
a Execute with error/success handling - on error, retry ] times set timeout
+
4 Execute function /public/SplitFile.mapping L=
Parameters: | People: (input) B +
rows: LI
Working-directory: CiyTest\FlowForceServer\MapOutput as string (optionall | Setto » 2 @
= Aszign this step’s result to name as Text file
Cn error v do
+
a Execute function | /system/mail/send =4
Parameters: | From: +
T ruby.wilson@abe.com as string (required) a2
Subject: Job {instance-id(}} has failed as string (required) 2
Message body:  Error message: [error-message(failed-step())) as string (optional) | Setto » 8 @
9 9 J P
Attachment: +
Abortonerror: | 4
= Assign this step’s result to  name as boolean
+
new error/success handler
= Assign this step's result to name
new Execution step new Choose step new For-each step new Error/5uccess handling step new Resume step new Postpone step
Execution Result
Declare return type as: | result hd

The job has an Error/Success Handling block @ that executes the mapping and copies output files to the path
indicated in the Working Directory field. If the execution of the mapping fails, the On-Error step will be
executed, i.e., an email containing an error message will be sent to the specified recipient. Note that to be able
to send emails, you must first configure the SMTP_settings 1343

Since this job produces a result that we intend to use in another job, we must declare the return value of the
job. In order to do this, we have selected resul t from the dropdown list of the Execution Result section
(screenshot above). Note that if you do not declare the return type of the job, you will not be able to access the
job's result in another job, and saving this other job will not be possible.

To run the job, supply your credentials 1523

For details about integrating FlowForce Server with MapForce and other Altova products, see Integration with
Altova Products @ .

Job 2: Call the mapping and select only one output
The goal of the second job is to call the job with the deployed mapping, select only one output file, and output
this file to the target directory. The screenshot below illustrates the configuration of this job.
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Execution Steps

+

a Execute function /public/SplitFileMapping.job - ||

= Assign this step’s result to  MapOutput as result

+

4 Execute function  /system/filesystem/copy ||

Parameters: | Source: {as-file(nth(results{MapOutput), 2))} asstring  (required) | Setto » | | @

Target: ChTest\FlowForceServer\CopiedOutputiCompany03.txt asstring  (required) | Setto » &
Overwrite: as boolean (optional) | setto » 8§
Abort on errorn: +
Working directory: | 4

= Assign this step’s result to name as boolean

new Execution step new Choose step new For-each step new Error/Success handling step new Resume step new Postpone step

The first step executes Job 1 that we hawve just configured. We have assigned the step's result @ to the value
MapQut put of type resul t. This will enable us to use this step's return value in the second step.

In the second step, we call the copx system function that copies the source file to the destination folder.
The Source field contains the following expression:

{as-file(nth(results(MapQutput), 2))}

The r esul t s ® function conwerts the result of the mapping step to a list of result streams. The M function
takes the list of streams as its first argument and selects the third item (the nt h function is zero-based). The
as-fil e® function creates a file from the stream. The output file called Conpany03. t xt will be saved at the
path specified in the Target field. If the target file already exists, it will be overwritten.

Note that the expression is enclosed in the curly braces. This is because the Source field expects a string. For
details about expressions and their syntax, see Expressions.

Declaring the return type of the second job is not necessary, because we do not intend to use this job's return
value in any other jobs.

To test the job, supply your credentials € and set a trigger that will fire the '|ob.

Output of Job 2
After the job has fired, Conmpany03. t xt has successfully been saved in the destination folder. The file contains

the following details:

"Nanonul | Europe, AG', Research & Devel oprent, Val enti n, Rut ger, R&D
Manager, v. r ut ger @anonul | . com 1500, 28, 21, 7

"Nanonul | Europe, AG', Research & Devel oprent, Gai a, W nkl er, Research
Sci enti st, g. wi nkl er @anonul | . com 500, 22, 5, 17

"Nanonul | Europe, AG', Research & Devel oprent, Fel i pe, Gonez, Resear ch
Sci enti st, f. gonez@anonul | . com 500, 20, 6, 14

"Nanonul | Europe, AG', Research & Devel oprment, M rko, Filipcic, Research
Scientist, mfilipci c@anonull.com500, 21, 8, 13

"Nanonul | Europe, AG', Research & Devel opnent, Norbert, Ri edl er, Resear ch
Sci enti st, n.riedl er @anonul | . com 1500, 18, 2, 16
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"Nanonul | Europe, AG', Research & Devel oprent, Sabi ne, Kr aus, Resear ch
Sci enti st, s. kraus@anonul | . com 0, 18, 7, 11

"Nanonul | Europe, AG', Research & Devel opnent, Robert, Manko, Resear ch
Sci enti st, r. manko@anonul | . com 500, 20, 10, 10

"Nanonul | Europe, AG', Research & Devel oprent, Mandy, M tchel |, Resear ch
Sci entist, mmtchell @anonul |.com 500, 19, 6, 13

"Nanonul | Europe, AG', Research & Devel oprent, Lenpel , Wnzl , Resear ch
Sci enti st, | .wenzl @anonul | . com 0, 28, 3, 25

"Nanonul | Europe, AG', Research & Devel opnent, Max, Mat zi k, Resear ch

Sci enti st, m mat zi k@anonul | . com 0, 19, 5, 14
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55 Cache Result

Caching is a useful feature that reduces the sener load and the response time of jobs. Caching the result of a
job means that FlowForce Server prepares and stores the job result in some internal repository (i.e., the
cache). If the job has parameters, the system creates a cache entry for every parameter combination.

When a job with the cached result is called from another job (referred to as a consumer), FlowForce Server
returns the cached result to the consumer (instead of executing the job again). This reduces the response time
of the job.

When you work with cached job results, note the following:

e It is mandatory to declare the return type of a job whose result is cached.

e A cached job and a consumer job must use the same credentials. If the credentials differ, the job
executes as if no cache were defined.

e When you change the configuration of a cached job, the existing cache data is invalidated.

For an example, see Caching Job Results €.
Caching settings

The screenshot below shows the Cashing Result section of the Configuration page. The available settings are
described below.

Caching Result

Cache the result Cache is used whenever this job is called from another job.

® Add a time trigger to create and refresh the coched result or check “Initioted by consumer” option below.

® Create o job that will coll this one and will benefit from the cache.

& if "Initioted by consumer” option is chosen then add Refresh or Purge Cache timers to prevent cache entries to become too old.

® In cose of job input parameters present set “Initioted by consumer” option and set "Maximum number of cache entries” to expected number of possible variations of input parameters.
[ Initiated by consumer

Maxirum number of cache entries: 1

[ Auto create a new cache consumer job /public/ListDir.cached that will be available via HTTP

new Refresh Cache timer new Purge Cache timer
Cache the Select this check box if you want the job results to be cached. By doing so, you are
result instructing any consumers of the current job to read the cached result rather than execute the

job. If the current job is executed directly (not through a consumer), FlowForce Server
refreshes the cache. The job is executed directly when, for example, a defined trigger has
fired or the job's Web senice has been inwoked. If the job parameters are not found in the
cache, a new cached entry is created based on the supplied parameter combination.

Initiated by ~ When this option is enabled, any consumer job that is calling the current job will compute
consumer and populate the cache if it does not exist. Otherwise, only triggers and Web senvice calls will
populate the cache.
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Maximum
number of
cache
entries

Auto-create
a new cache
consumer
job

Refresh
cache timer

This option restricts the number of cached job results per job. When the job has parameters,
you might want to set this option to the number of all possible parameter combinations.

A cache consumer job is a Web senice at the HTTP address you specify. The consumer
Web senice acts as a convenient way to retrieve and manage the cache of the job whose
result is being cached. When invoked, the consumer job attempts to use the cached result of
the main job in the first place. If there is no cached result and the Initiated by consumer
option is disabled, the consumer retrieves the actual result returned by the main job. If there
is no cached result and the Initiated by consumer option is enabled, the consumer retrieves
the actual result returned by the main job and populates the cache.

The Refresh Cache timer (see below) controls how often the system should refresh the cache
of the current job. All currently cached parameter combinations are refreshed.

Perform Refresh E| daily E| every 1  day(s)
Repeat +
Time: O 150800 §
Tirne zone:  Eurcpe/Berlin -
4| enabled
new Refresh Cache timer new Purge Cache timer

Purge cache The Purge Cache timer (see below) controls how often the system should clear the cache of

timer

the current job.

Perform Purge E| daily E| every 1 dayi(s)
Repeat +

Time: 0 200000 @

Timne zone:  Eurcpe/Berlin -

¥ enabled

new Refresh Cache timer new Purge Cache timer
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Save and Click this button to refresh the cache manually. The button is located at the bottom of the job
refresh the configuration page.
cache

Refresh Cache and Purge Cache timers, click the T putton. The '@ button (Duplicate) enables you to

create a copy of the current trigger with the same settings.
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5.6 Triggers

When you create a job, you must specify conditions that will start the job. These conditions are known as
triggers @

FlowForce Server continuously checks for trigger conditions and executes jobs whenever specific trigger
conditions are met. A job can have multiple triggers. You can enable and disable triggers when necessary.

Jobs with parameters
If you use triggers in a job that has input parameters , all these parameters must have default values;
otherwise, the job will not be executed.

Types of triggers
The following types of triggers are available in FlowForce Senver:

o Timers® allow you to schedule jobs to start at a specific time and run for a certain period. Timers can
be set to run daily, weekly, on specific days of the week or month.

e File-system triggers “# start jobs when there is a change in a file or folder. Note that deleted files
cannot be monitored. You can configure the directory polling intenal (e.g., every 60 seconds) and
optionally set the start and expiry date of the trigger. You can also use wildcards to filter files in a
directory.

e HTTP triggers enable you to poll a URI for changes. Specifically, you can poll the Last - Modi fi ed
and Cont ent - MD5 HTTP header fields for changes. You can configure the polling intenal (e.g, every 60
seconds) and optionally set the start and expiry date of the trigger.

Add a trigger
To add a trigger, create a job € or open an existing one, navigate to the Triggers section of the job
configuration page, and add the relevant trigger.

Enable/disable a trigger

By default, when you create a trigger, the enabled check box is selected, which means the trigger is active. To
disable a trigger, clear the enabled check box.

Potential issues

There are situations in which FlowForce Sener can disable triggers at runtime to awid some issues. For
example, if FlowForce Server has trouble using credentials, it may disable a trigger to awoid locking the
credential. Note trigger behavior in this respect:

e Timers do not require logon to work. Therefore, logon errors are detected only when the job is started.
e Watch triggers (file system and HTTP triggers) require logon to work, as they have to access files in
the context of the user.

Owerall, FlowForce Server never disables triggers completely. FlowForce Senver tries to awid swamping the
system with failed logon attempts that would lead to account lock-out and other issues. Normally, no action is
required for triggers if the credentials have not changed, but you can explicitly reactivate the trigger by re-saving
the credentials.

Manage a trigger
Use the buttons to the right of a trigger to manage the trigger (see below).
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+ Sets the value of a trigger's parameter (e.g., Start).

Deletes a trigger or delete the value of the trigger's parameter (e.g., Repeat).

o
i Duplicates a trigger.
+ Undoes the previous delete action.

Trigger priority (Advanced Edition)

In FlowForce Sener Advanced Edition, you can assign priority to jobs in a queue. Priority is estimated based
on all the jobs assigned to the queue. Priority can be low, below normal, normal, above normal, or high. The
default priority is normal. You can set priority for any trigger type. If your job has multiple triggers
configured, you can select different priority values for them, if necessary.

Global queues

Setting trigger priority is particularly relevant to global queues , because you can decide which jobs are more
important in a queue and should be fired first. In most cases, a job will have only one trigger. A job whose
trigger has a higher priority and whose trigger conditions have been met will fire first.

Assuming there are several jobs in a global queue, and each job has several triggers of different priority,
FlowForce will first check the triggers of higher priority. If the triggers' conditions are not fulfilled, FlowForce
Senver will then go on to check the triggers of lower priority. For a job with several triggers, it would make more
sense to set the same priority value for all of them (e.g., high priority if the job is more important than others in
the queue).

Local queues

A local queue processes instances of one and the same job. If there is only one trigger configured, the
priority value will be ignored. If there are sewveral triggers of different priority, the triggers will compete with each
other. For example, a job has a timer and a file-system trigger. The timer has a lower priority, whereas the file-
system trigger has a higher priority. If the timer's condition has been fulfilled, and if there are no files to
process, the timer will start the job earlier than the second trigger. However, if there are multiple files to
process, the timer will wait, and the file-system trigger will be given priority.

The triggerfile parameter

When you create a file-system or HTTP trigger in a job, FlowForce Serner automatically adds atriggerfile
input parameter to the job (see screenshot below). When the job runs, FlowForce Senver sets this parameter to
the file that triggers the job (valid for file-system triggers) or the name of the temporary file that contains the
downloaded content of the polled URI (applicable to HTTP triggers).

Job input parameters

+

Mame: triggerfile Type: string E| Default:
+

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH



Job Configuration Triggers 173

You can pass the value of the tri ggerfil e parameter as an input value in any subsequent steps of the job.
This way, you can use or process the triggering file as required. By default, the tri ggerfil e parameter
contains the absolute path of the triggering file. To extract portions of the path, use the file-system
expression functions. See an example of a job that uses the tri ggerfil e parameter in Creating a

Directory Palling Job@.

56.1 Timers

Timers enable you to schedule jobs to start at a specific time and run for a specific time interval. Timers have
flexible recurring options: e.g., they can be set to run daily, weekly, on specific days of the week or month. The
screenshot below illustrates a sample timer.

Triggers
Run: on days of week v every 1 week(s)
Days of week: Mon |Tue Wed Thu | Fri | Sat  Sun
LN 0o
Repeat: avery 60 minutes (@ the whole day, or () from @ 02:00:00 to @ 20:00:00 o
Start: M 2024-08-29 -« @  01:00:00 ]
Expires: @ 2024-09-30 = @  01:00:00 T
Time zone: Europe/Berlin -
Prigrity: Normal g
& enabled
The parameters of a timer are described below.
Run Defines whether the timer should fire once or every N number of days. The following options

are available: Once, daily, on days of week, on days of months, on days in weeks of months.

Repeat Defines how often the job should be fired within a particular period of time. The Every field
defines the frequency of job execution in minutes (e.g., the job can be fired every 60 minutes).
The from and to fields define the period during which the job will be fired (e.g., it can be fired
every 60 minutes from 8 am until 8 pm).

Start Defines the trigger's start date and time. When you click in the date field, a pop-up calendar
opens, which allows you to select the start date. You can also type in the date manually.

The value of the Time field must be in HH: MM SS or HH: MM format.

© 2019-2025 Altova GmbH Altova FlowForce Server 2025



174 Job Configuration Triggers

Expires Defines the date and time when the trigger expires. When you click in the date field, a pop-up
calendar opens, which allows you to select the expiry date. You can also type in the date
manually.

The value of the Time field must be in HH MM SS or HH: MMformat.

Time zone  Defines the time zone of the start and expiry date and time. The default time zone® is
defined in the server administration settings.

Priority In FlowForce Sener Advanced Edition, you can assign priority to jobs in a queue. Priority is
(Advanced estimated based on all the jobs assigned to the queue. Priority can be low, below normal,
Edition) normal, above normal, or high. The default priority is normal. You can set priority for any

trigger type. If your job has multiple triggers configured, you can select different priority
values for them, if necessary.

Global queues

Setting trigger priority is particularly relevant to global queues , because you can decide
which jobs are more important in a queue and should be fired first. In most cases, a job will
have only one trigger. A job whose trigger has a higher priority and whose trigger conditions
have been met will fire first.

Assuming there are seweral jobs in a global queue, and each job has seweral triggers of
different priority, FlowForce will first check the triggers of higher priority. If the triggers'
conditions are not fulfilled, FlowForce Server will then go on to check the triggers of lower
priority. For a job with sewveral triggers, it would make more sense to set the same priority
value for all of them (e.g., high priority if the job is more important than others in the queue).

Local queues

A local gueue processes instances of one and the same job. If there is only one trigger
configured, the priority value will be ignored. If there are several triggers of different priority, the
triggers will compete with each other. For example, a job has a timer and a file-system trigger.
The timer has a lower priority, whereas the file-system trigger has a higher priority. If the
timer's condition has been fulfilled, and if there are no files to process, the timer will start the
job earlier than the second trigger. Howeer, if there are multiple files to process, the timer will
wait, and the file-system trigger will be given priority.

Enabled The Enabled check box allows you to activate and deactivate the trigger.

5.6.2 File System Triggers

A file-system trigger starts a job when a change is detected in a file or folder (e.g., a new file has been added).
Note that deleted files cannot be monitored. You can configure the directory polling interval (e.g., every 60
seconds) and optionally set the start and expiry date of the trigger. You can also use wildcards to filter files in a
directory. The screenshot below illustrates a sample file-system trigger.
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Priority: High

enabled

Check: Modified Date
Start M 2024-08-29 ~ @ 0&00:00 ]
Expires: @ 2024-09-30 ~ @ 02:00:00 T

Time zone: Europe/Berlin

w

v of file or directory:  C\data polling interval: 60 seconds. Wait 0 seconds for settle.

-

The parameters of a file-system trigger are described below.

Check

Of file or
directory

Polling
interval

Wait N
seconds for
settle

Start

Specifies changes to track. Irrespective of the check option you select, when you add a new
trigger and sawve the job, all existing files in the specified directory will be considered modified,
and the job will be executed.

The possible check options are listed below:

o Newly created: The trigger fires whenewer a file is added or renamed. In terms of server
load, this option requires the least sener resources.

e Modified Date: The trigger fires if a file's timestamp has changed or if a file has been
added or renamed. This option takes slightly more resources from the server than the
previous one.

e Content: The trigger fires if the content of a file changes or if a file has been added or
renamed. Note that this option can place a considerable load on the sener, because
the content is computed to a hash code each time the directory is polled.

This is the path in which you would like to track changes. Note that only files in the specified
directory are checked. You can also use wildcards to target only the files that match a
particular pattern. For example, the path C \ Proj ect \ A* will cause FlowForce to check all
the files starting with A that are located in the Pr oj ect folder.

Specifies the frequency (in seconds) with which the directory will be polled. The default value
is 60 seconds. The minimum value is 1 second.

If a change has been detected during the polling period, the server will wait for N seconds (the
settle period) before checking the specified file/directory for further changes. If there have been
no further changes during the settle period, the job will start. Otherwise, the server will wait
again for the specified settle period and then check again if any changes have occurred since
the last check.

This option allows FlowForce Server to wait until a file has been fully written and only then
trigger the job.

Defines the trigger's start date and time. When you click in the date field, a pop-up calendar
opens, which allows you to select the start date. You can also type in the date manually.
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The value of the Time field must be in HH MM SS or HH: MMformat.

Expires Defines the date and time when the trigger expires. When you click in the date field, a pop-up
calendar opens, which allows you to select the expiry date. You can also type in the date
manually.

The value of the Time field must be in HH: MM SS or HH: MMformat.

Time zone  Defines the time zone of the start and expiry date and time. The default time zone® is
defined in the sener administration settings.

Priority In FlowForce Sener Advanced Edition, you can assign priority to jobs in a queue. Priority is
(Advanced estimated based on all the jobs assigned to the queue. Priority can be low, below normal,
Edition) normal, above normal, or high. The default priority is normal. You can set priority for any

trigger type. If your job has multiple triggers configured, you can select different priority
values for them, if necessary.

Global queues

Setting trigger priority is particularly relevant to global queues , because you can decide
which jobs are more important in a queue and should be fired first. In most cases, a job will
have only one trigger. A job whose trigger has a higher priority and whose trigger conditions
have been met will fire first.

Assuming there are seweral jobs in a global queue, and each job has seweral triggers of
different priority, FlowForce will first check the triggers of higher priority. If the triggers'
conditions are not fulfilled, FlowForce Server will then go on to check the triggers of lower
priority. For a job with sewveral triggers, it would make more sense to set the same priority
value for all of them (e.g., high priority if the job is more important than others in the queue).

Local queues

A local gueue processes instances of one and the same job. If there is only one trigger
configured, the priority value will be ignored. If there are sewveral triggers of different priority, the
triggers will compete with each other. For example, a job has a timer and a file-system trigger.
The timer has a lower priority, whereas the file-system trigger has a higher priority. If the
timer's condition has been fulfilled, and if there are no files to process, the timer will start the
job earlier than the second trigger. However, if there are multiple files to process, the timer will
wait, and the file-system trigger will be given priority.

Enabled The Enabled check box allows you to activate and deactivate the trigger.

5.6.3 HTTP Triggers

An HTTP trigger enables you to monitor a URI (Uniform Resource Identifier) for changes. Specifically, you can
poll the Last - Modi fi ed and Cont ent - MD5 HTTP header fields for changes. You can configure the polling
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interval (e.g, every 60 seconds) and optionally set the start and expiry date of the trigger. The screenshot below
illustrates a sample HTTP trigger.

Check Content v of URL: htip//example.crg polling interval: 60 szconds. Wait ] seconds for settle,
Start B 2024-08-20 -~ @ 050000 I

Expires: M 2024-09-30 ~ @ 050000 T

Time zone: | Europe/Berlin -

Pricrity: High v

enabled

The parameters of an HTTP trigger are described below.

Check

Of URI
Polling

interval

Wait N
seconds for
settle

Start

Expires

Time zone

Specifies changes to track. The following options are available:

e HTTP Header Date instructs the system to check the Last - Modi fi ed HTTP header.
If the Last - Modi fi ed HTTP header is missing, the Cont ent - MD5 header is checked
(see next option).

e Content instructs the system to check the optional Cont ent - MD5 HTTP header. This
is a 128-bit hash value used as a message integrity check. If the MD5 header has
changed after the polling internval has passed, the trigger fires. If the header is not
provided by the senr, the content is retrieved and hashed locally.

This is the URI you would like to check for changes.
The frequency (in seconds) with which the URI will be polled.

If a change has been detected during the polling period, the server will wait for N seconds (the
settle period) before checking the specified URI for further changes. If there have been no
further changes during the settle period, the job will start. Otherwise, the server will wait again
for the specified settle period and then check again if any changes have occurred since the
last check.

Defines the trigger's start date and time. When you click in the date field, a pop-up calendar
opens, which allows you to select the start date. You can also type in the date manually.

The value of the Time field must be in HH: MM SS or HH: MMformat.

Defines the date and time when the trigger expires. When you click in the date field, a pop-up
calendar opens, which allows you to select the expiry date. You can also type in the date
manually.

The value of the Time field must be in HH: MM SS or HH: MM format.

Defines the time zone of the start and expiry date and time. The default time zone® is
defined in the sener administration settings.
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Priority In FlowForce Sener Advanced Edition, you can assign priority to jobs in a queue. Priority is
(Advanced estimated based on all the jobs assigned to the queue. Priority can be low, below normal,
Edition) normal, above normal, or high. The default priority is normal. You can set priority for any

trigger type. If your job has multiple triggers configured, you can select different priority
values for them, if necessary.

Global queues

Setting trigger priority is particularly relevant to global queues , because you can decide
which jobs are more important in a queue and should be fired first. In most cases, a job will
have only one trigger. A job whose trigger has a higher priority and whose trigger conditions
have been met will fire first.

Assuming there are seweral jobs in a global queue, and each job has seweral triggers of
different priority, FlowForce will first check the triggers of higher priority. If the triggers'
conditions are not fulfilled, FlowForce Server will then go on to check the triggers of lower
priority. For a job with sewveral triggers, it would make more sense to set the same priority
value for all of them (e.g., high priority if the job is more important than others in the queue).

Local queues

A local gueue processes instances of one and the same job. If there is only one trigger
configured, the priority value will be ignored. If there are several triggers of different priority, the
triggers will compete with each other. For example, a job has a timer and a file-system trigger.
The timer has a lower priority, whereas the file-system trigger has a higher priority. If the
timer's condition has been fulfilled, and if there are no files to process, the timer will start the
job earlier than the second trigger. Howeer, if there are multiple files to process, the timer will
wait, and the file-system trigger will be given priority.

Enabled The Enabled check box allows you to activate and deactivate the trigger.
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5.7 Jobs as Web Services

FlowForce Server allows you to configure jobs as Web senices. FlowForce Serner Advanced Edition also
allows you to configure AS2 messages as Web senices. Jobs configured as Web senices are primarily meant
to be accessed programmatically. For testing and debugging purposes, you can also invoke such jobs from a
browser.

Configure a job as a Web service
To make a job available as a Web senice, take the following steps:

1. Create a new '|ob or open an existing one for editing.
2. Select the Make this job available via HTTP at URL check box (see screenshot below).

Service
Malke this job available via HTTP at URL CheckPathService
http:/ /< FlowForce server=/service/ |H'I'I'F'|:S] SEMicE | B

3. Type the name of the Web senice in the text field.

Jobs configured as senices remain active as long as FlowForce sener is running.

Note: The '® button (Call Web Service) is available only if you have set the Host name field of the
FlowForce Server senice from the Setup Qage@. Clicking this button invokes the Web senice in a new
browser window. If you have not configured a host name for FlowForce Sener, the button is not displayed, but
you can still call the Web senice by typing its URL manually in the browser's address bar.

Possible outcomes
When the Web senice is invoked, FlowForce Server runs the job execution steps specified and returns one of
the following:

o The first result file of the last step if the job produces a result file.
e The standard output of the last step if no result files are produced (this might be the case when you are
working with command line output).

A valid result is returned with an HTTP 200 status, with the Cont ent - Type header set according to the result.
The Cont ent - Type header depends on the actual result. A MapForce mapping will result in t ext / xnml if it has
XML output or t ext / pl ai n for text output. Standard output of other functions are also returned as t ext / pl ai n.
The result is returned as the response body.

Execution errors are reported as an HTTP 5xx status with a generic error message. For further information,
check the FlowForce Server ng.

For examples of Web senices, see Expose a Job as a Web Senice .

It is possible to configure FlowForce to return a result before all the job steps are executed. This is particularly
useful if the job invoked as a senice takes a long time. The early result could be treated by the caller as a
confirmation that the task has been accepted by FlowForce Server for processing. For details, see Postponed

Steps .
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View current Web services
To view all current Web senices, do one of the following:

e Gotothe Home page and click Show all active triggers and services. See also Active timers @2.
e Access the following URL from your browser: htt p:// [ Fl owmFor ceServer] [ ServerPort]/service/*.

In the URL abowe, [ Fl owFor ceServer] and [ Server Port] refer to the network address and port where
FlowForce Sener is listening. By default, FlowForce Server runs on http://localhost:4646 (assuming you are
accessing it from the same machine). The server name and port are defined on the Administration page. For
more information, see Defining the Network Settings [0}

Web service parameters

When you expose a job as a Web senvice, all job parameters automatically become parameters for the senvice.
A job parameter must have a default.

When the senice is inwoked, FlowForce Senver verifies the parameters supplied in the request against those
defined in the job. If parameter validation fails, FlowForce Server returns a 5xx HTTP status. In this case,
FlowForce Server also displays an HTML parameter form for debugging and testing purposes.

For each parameter of type st r eam the Browse button becomes available on the page, and you can use the
button to upload the file required as a parameter.

To display the testing HTML form unconditionally, supply the built-in parameter showf or min the request (with
any value).

To call a FlowForce Web senice with parameters, a client can use one the following options:

1. For parameters of simple type such as strings or numbers, a client can suppléﬁhem in the URL of the
GET or POST request. For an example, see Expose a Job as a Web Senices=,

2. Inthe case of POST requests, a client can additionally provide parameters as mul ti part/form data
or as appl i cati on/ x- ww« f or m ur | encoded. If the parameter is of type st r eamin FlowForce, then
the client must provide them as nul ti part/f orm dat a. For such parameters, the browser test HTML
form displays the Browse button next to the corresponding parameter.

3. The client call can also include arbitrary content in the body of the POST request (this specifically
refers to content such as JSON or XML, posted not as a parameter but as the body of the HTTP
request). In order for this to be possible, the FlowForce job must contain a single parameter of type
st ream If you need additional non-stream parameters, these must be supplied in the POST URL.
Howewer, only one parameter of type st r eammust be defined in FlowForce; other parameters must be
of non-stream type. When these conditions are met, the request body will be treated as data for the
stream parameter. No other configuration is required. For an example, see Post JSON to FlowForce
Web Senice €.

Web service authentication

By default, FlowForce Server uses HTTP Basic authentication to authenticate clients calling a Web senice.
User credentials are checked against the FlowForce Sener user database (the same user name and password
used to log on to FlowForce Server Web administration interface).
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Authentication Required >

0 http://127.0.0.1:4646 is requesting your username and password. The site says: “Altova FlowForce”

User Mame: |j|:uhr1_-:||:|E |

Paszword: | TTIIl L |

Ok Cancel

To make a Web senice available without credentials, grant the Use Service permission to the default a
anonymous user (see also How Permissions Work “#). You can still supply HTTP credentials when a senice
is available for anonymous use. The credentials are then checked against the FlowForce Senver user database
and the senice execution is attributed to the authenticated user instead of user anonymous.

If you supply invalid credentials, the request interface returns an HTTP status of 401. If you did not supply
credentials and senice use has not been granted to anonymous on this senice, the request interface also
returns an HTTP status of 401.

If you supply valid credentials, but the authenticated user is not granted thr Use Service permission on this
senice, the request interface will return an HTTP 4xx failure status. If you try accessing a senice that does not
exist, you will get the HTTP 4xx failure status.

Optionally, domain authentication can also be configured, in addition to HTTP basic authentication. For
information about how to configure it, see Changing the Directory Senice Settings @ once domain
authentication has been configured, users will be able to access Web senices exposed by FlowForce Seneer,
provided that they supply a valid username and password for the respective domain. Importantly, for Active
Directory, the username must contain the prefix NT/ and must include the domain name, for example:

NT/ j ohn. doe@ry. domai n. com

Authentication Required x

0 http://127.0,0.1:4646 is requesting your username and password, The site says: "Altova FlowForce”

User MNarme: | MNT/john.dee@my.domain.com |

Paszword: | I |

QK Cancel

Queue settings

Senice URL requests are a particular kind of trigger, and are therefore su%ct to the same queue constraints
once the connection has been established. See Defining Queue Settings <.
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Configuring the maximum size of the HTTP request body
A default limit exists in FlowForce Senrver that establishes the maximum size of the HTTP request body, which

is around 100 MB. When a caller posts HTTP requests to FlowForce jobs exposed as Web senices and the
HTTP request body exceeds this limit, FlowForce Server may return an error with the following text:

The entity sent with the request exceeds the maxi num all owed bytes.
To accept requests of larger sizes:

1. Openthe flowforce.ini @ file in a text editor.
2. Add the option max_r equest _body_si ze to the [Listen] or [ListenSSL] section and set it to the
maximum number of bytes that should be allowed.

For example, in order to enable a maximum size of 500 MB, your flowforce.ini file could look like this:

[ Li sten]

active=1

host =0.0. 0.0

port =4646

host nane=sonehost . exanpl e. org
max_r equest _body_si ze=500000000

For more information about the .ini file, see Configuration File Reference.

Reconfiguring FlowForce Server pool threads

If you expect a large number of parallel HTTP senvice requests (for example, 20 or more at a time), it is possible
to reconfigure the server for a slightly larger number of pool threads.

1. Open the flowforce.ini @ file in a text editor.

2. Add the option t hr ead_pool to the [Listen] or [ListenSSL] section of the .ini file and set it to a value
larger than 20.

3. Restart the senice.

Note: It is a good idea to have two separate [Listen] sections, one for FlowForce Web Sener (which doesn’t
require that many pool threads) and the other for all other requests (on a different port, preferably). Otherwise,
FlowForce Web Server will be competing with all the other HTTP requests for pool threads.
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5.8 Credentials

A credential object is a piece of data that stores authentication information such as usernames and passwords,
certificates, API keys, tokens, etc. that are used to securely manage and transmit authentication details and
access different senices and resources.

Supported protocols
FlowForce Server supports the following protocols:

e FTP
e FTPS
e HTTP

e SFTP (Advanced Edition)

Note: In order to use FTPS, you need to (i) use the / systent f t 9@ functions and (i) set the Use SSL/ TLS
encrypti on parameter to Explicit with encrypted with command channel or Explicit with
encrypted with command and data channel .

If you have licensed MapForce and MapForce Server to run mappings as FlowForce Server jobs, you can
create credential objects not only in FlowForce Sener, but also in MapForce at mapping-design time. You can
optionally deploy credentials created in MapForce to FlowForce Server, together with the mapping where they
belong or as individual objects. A deployed credential does not necessarily have to store any sensitive data
such as a username and password.

For information about creating credentials in MapForce and deploying them to FlowForce Sener, refer to the
MapForce documentation (https://www.altova.com/documentation). For details about setting or overriding

credentials in mapping jobs, see Credentials in Mapping Functions @2

Important points
Users can refer to credentials from jobs only if they have the relevant permissions granted. To make credentials

from a specific container accessible to a user or role, administrators must grant the Credentials - Use
permission to that user or role (see How Permissions Work).

Because the clear text password needs to be sent to the operating system's login function, passwords are
stored in a reversible encrypted form in the FlowForce Sener database. The administrator should make sure to
restrict access to the FlowForce Server's database file, see ElowForce Sernver Application Data@.

Credential types
FlowForce Server supports the following types of credentials:

e Password (the combination of a username and password)
e OAuth 2.0 (Advanced Edition)
e SSH Key (Advanced Edition)

Local vs. standalone credentials

In FlowForce Sener, you can define credentials every time you create a new job (i.e., local credentials) or
create standalone (i.e., reusable) credential objects. In the case of standalone credentials, when you create a
job, you can refer to the credentials defined previously instead of entering them again. Standalone credentials
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are also convenient, because you can update them easily in one place when they change, and this change will
affect all jobs that use that credential reference.

Password credentials

Password credentials are required by each job; they make it possible to run the job as a particular operating
system user. Specifically, when you create a job in FlowForce Server, you must supply the credentials of the
user account with which the job must be executed. Note that if the user account does not have sufficient rights
on the operating system, the job cannot execute successfully. Password credentials are also required when
you call built-in ETP << functions, where authorization to an FTP server is required. File watch triggers also
require password credentials.

For details about password credentials, see Credential Type: Password @

OAuth 2.0 credentials (Advanced Edition)

OAuth 2.0 credentials are necessary in jobs that call Web senices where OAuth 2.0 is required. OAuth 2.0
credentials can be defined only as standalone (not local) credentials and subsequently be referenced from any
jobs where they are required.

SSH Key credentials (Advanced Edition)

An SSH Key is a credential type that is valid only for SFTP. The main principle of this type is based on the
usage of a unique pair of keys: the public key encrypts the message, the server receives it, and the private key
helps decrypt this message. The credential can be used to authenticate SFTP connections.

58.1 Password

To create a password credential, navigate to the container in which you want to store the credential, click
Create | Create Credential, and fill in the credential fields (described below). Before creating credential
objects, make sure that you have the Container - Read, Write and Configuration - Read, Write permissions
granted on the container where you want to store the credentials.

=I Credential name

Mandatory field. This is the name by which the credential is identified in FlowForce Senser.

=I Credential description

An optional description that provides more information about this credential.

=l Credential type (Advanced Edition)
Allows you to choose a credential type: Password, OAuth 2.0, or SSH Key.

=l User name

Mandatory field. The name of the user associated with this credential. For example, if the credential is
used to identify a user account on the Windows operating system, enter the Windows user account
name. To specify a user name in a Windows domain, use the username@domain format.

If you want to use the credential for HTTP or FTP (see Allow Usage For below), this may also be an HTTP
or FTP user name.
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=l Password

Specifies the credential's password. The password may be an empty string if the context where it will be
used requires only a username without a password.

=l Allow usage for
You can use a credential for HTTP, FTP, SSH/SFTP, and for job execution.

HTTP
Select this check box if the credential is referenced in jobs that call Web senices which require basic
HTTP authentication.

FTP
Select this check box if the credential is referenced in jobs that connect to FTP servers
using /system/ftp functions.

SSH/SFTP (Advanced Edition)

Select this check box if the credential is referenced in jobs that connect to SFTP servers using
the / syst en sf t p functions.

Job execution

Select this check box if the credential identifies an operating system user account. In order to run
successfully, any job requires a credential with this usage enabled. Ensure that the user account
identified by the credentials has sufficient rights on the operating system. For example, if credentials are
going to be referred to in a job that writes to a directory, the user account must have rights to write to that
directory.

58.2 Refer to Credentials from Jobs

Assuming that you have been granted the required permissions to use a credential object, you can refer to
it from various contexts where credentials are necessary, for example:

e You have created a credential that identifies a user account on the operating system where FlowForce
Sener runs (that is, the option Allow usage for job execution is enabled). You may subsequently
refer to this credential from multiple jobs. This example is described below.

e You have created a credential that identifies an FTP username and password (that is, the option Allow
usage for FTP is enabled). You may refer such a credential from any job that calls an ETP.
function.

The following example is illustrative of the common case where you need to refer to password credentials that
identify a user account on the operating system where FlowForce Sener runs:

1. Create a credential where the option Allow usage for job execution is enabled, as illustrated in
Defining Credentials 154

2. Create a new job or edit an existing one.

3. Under "Credential", click Select existing credential, and browse for the credential record defined
previously.
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Credential

Run job using credential: ® Selact existing credential: /public/my.credentials]

Define local credential:

/ O public

Queue settings Name 4
Minimum time between runs: 0  seconds Em my.credentials
Maximum parallel runs: 1 instances
Save

If you have jobs that contain credential records defined locally, you can refer to them as if they were credentials
objects themselves, for example:

Credential

Run job using credential: (®) Salact existing credential: /public/JobWithLocalCredentials

Define local credential:

/ O public

Queue settings Name
Minimum time between runs: . 0 seconds JobWithLocalCredentials
Maxirmum parallel runs: 1 instances ) TEELELED

Save

In this case, the credentials of the embedded job (the one that has local credentials) will be used as credentials
of the main job. Note that credentials are linked, not copied: if you change the locally defined credentials in the
embedded job, they will be propagated to the main job as well.
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5.9 Queues

A queue is a processor of jobs that controls the number of job instances that can be running at a time and the
delay between runs. Through queue configuration, you can use sener resources more efficiently.

You can create a queue inside a job (local queue) or define a queue as a standalone object (global queue). A
local queue processes only the instances of the job in which the local queue has been configured. A global
gqueue can process instances of one job and instances of different jobs.

Global queues provide a flexible mechanism to manage a server load on a single FlowForce machine as well as
on a cluster (see below).

Local and global queues in a cluster environment (Advanced Edition

Setting up a cluster means that processing is distributed among cluster members: one master machine and
one or more worker machines. For a global queue, you can select a cluster member to run on, which can be
the master or any worker, only the master, or only a worker. With local queues, jobs can run only on the
master machine and not on any other cluster member.

Security considerations
Queues utilize the same security access mechanism as any other FlowForce Server configuration objects.

Namely, a user must have the Define execution queues privilege in order to create queues (see also Define
Users and Roles ). In addition, users can view queues and assign jobs to queues if they have appropriate
container permissions (see also How Permissions Work). By default, any authenticated user gets the
Queue - Use permission, which means they can assign jobs to queues.

To restrict access to queues, navigate to the container where the queue is defined and change the permission
of the container to Queue - No access for the role aut hent i cat ed. Next, assign the permission Queue - Use to
any roles or users that you need. For more information, see Restrict Access to the /public Container®.

For information about creating local and standalone queues, see the subsections below.

Local queues

To configure a local queue, select the Define local queue option from the job configuration page and specify
your queue preferences. The image below illustrates the default queue settings. For details about the Minimum
time between runs and Maximum parallel runs properties, see Queue Settings below.

Queue settings
Run job using queue: () Selact existing queue:

(. - . .. .
®' Define local queue: Minimum time between runs: 0 seconds

Maximum parallel runs: 1 instances
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Global queues
To create a queue as a standalone object, take the steps below:

1. Open the Configuration page and navigate to the container where you want to create a queue.
2. Click Create and select Create Queue (screenshot below).

Create queue in /public

Clueue name: MyDefaultCueue
Queue description:

Queue settings

Minimum time between runs: 0 seconds

Maxirmum parallel runs: 1 instances

Sawve

3. Enter a queue name, and, optionally, a description.
4. Configure the relevant settings. For details, see Queue Settings below.
5. Click Save.

Queue settings

The queue-related settings are listed below.

Queue name This is a mandatory field that represents the name of a queue. The name may contain only
letters, digits, single spaces, and the underscore (), dash (-), and full stop (. ) characters.
It may not start or end with spaces.

Queue Optional description.

description

Run on Specifies how all job instances from this queue are to be run:

(Advanced

Edition) e Master or any worker: Job instances that are part of this queue will run on the

master or on an available worker machine, depending on available server cores.
e Master only: Job instances will run only on the master machine.
e Any worker only: Job instances will run on any available worker but never on the
master.
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Minimum time A queue provides execution slots. Each slot will execute job instances sequentially.
between runs
The Minimum time between runs setting keeps a slot marked as occupied for a short
duration after a job instance has finished, so it will not pick up the next job instance right
away. This reduces maximum throughput for this execution queue, but provides CPU time
for other execution queues and other processes on the same machine.

Maximum This option defines the number of execution slots available in a queue. Each slot executes

parallel runs job instances sequentially, so the setting determines how many instances of the same job
may be executed in parallel in the current queue. Note, however, that the number of
instances you allow to run in parallel will compete over available machine resources.
Increasing this value could be acceptable for queues that process lightweight jobs that do
not perform intensive I/O operations or need significant CPU time. The default value (1
instance) is suitable for queues that process resource-intensive jobs, which helps ensure
that only one such heawweight job instance is processed at a time.

This option does not affect the number of maximum parallel HTTP requests accepted by
FlowForce Sener (e.g., HTTP requests from clients that invoke jobs configured as Web

senices). For details, see Reconfiguring FlowForce Server pool threads <=,

Multiple sets of queue settings (Advanced Edition)

You can define multiple sets of queue settings, each with different processing requirements, by clicking the

i button. To change the priority of queue configurations, use the T and + buttons. For example, you

can define a rule for the case in which only the master is available and another rule for the case in which both
the master and its workers are available. This enables you to create a fallback mechanism for the queue in
case a cluster member becomes unavailable, for instance.

When processing queues, FlowForce Server constantly monitors the state of the cluster and its members. If
you have defined multiple queue rules, FlowForce Server will evaluate them in the defined order, from top to
bottom, and pick the first rule that has at least one cluster member assigned according to the Run On setting.

Example
As an example, let's consider a setup where the cluster includes one master and four worker machines. The
gueue settings are defined as shown below:
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Job Configuration

Queues

Queue settings

+
Run on: any worker only
Minimum time between runs: 0 seconds
Maximum parallel runs: 4 instances
+
Run on: master only
Minimum time between runs: 5 seconds
Maximum parallel runs: 1 instances
+

Save

=]

=]

With the configuration illustrated above, FlowForce would process the queue as follows:

If all workers are available, the top rule will apply. Namely, up to 16 job instances can run
simultaneously (4 instances for each worker). The minimum time between runs is 0 seconds.

If only three workers are available, the top rule will still apply. Namely, up to 12 job instances can run

simultaneously, and the minimum time between runs is 0 seconds.

If no workers are available, the second rule will apply: Only 1 instance can run at a given time, and the

minimum time between runs is 5 seconds.

This kind of configuration makes execution still possible in the absence of workers. Notice that the master only

rule is stricter (1 instance only, and 5 seconds delay between runs) so as not to take away too much
processing power from the master machine when all the workers fail.

Assign jobs to queues
After configuring a queue, you will need to assign a job to it on the job configuration page. In order to do this,
take the steps below:

1.
2.
3.

Open the configuration of the job that you wish to assign to the queue.
Navigate to the queue settings at the bottom of the page.

Select the Select existing queue option and provide the path to the desired queue object (screenshot

below).
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Queue settings

Run job using queue: @) Select existing queue: _.-'public_.-m - | @

O Define local gueus
/O public

Name %

@ Queuel

@ Queue?

Save

Priority in a queue (Advanced Edition)

In FlowForce Sener Advanced Edition, you can assign priority to jobs in a queue. Priority is estimated based
on all the jobs assigned to the queue. Priority can be low, below normal, normal, above normal, or high. The
default priority is normal. You can set priority for any trigger type"®. If your job has multiple triggers
configured, you can select different priority values for them, if necessary.

Global queues

Setting trigger priority is particularly relevant to global queues , because you can decide which jobs are more
important in a queue and should be fired first. In most cases, a job will have only one trigger. A job whose
trigger has a higher priority and whose trigger conditions have been met will fire first.

Assuming there are several jobs in a global queue, and each job has several triggers of different priority,
FlowForce will first check the triggers of higher priority. If the triggers' conditions are not fulfilled, FlowForce
Senver will then go on to check the triggers of lower priority. For a job with several triggers, it would make more
sense to set the same priority value for all of them (e.g., high priority if the job is more important than others in
the queue).

Local queues

A local queue processes instances of one and the same job. If there is only one trigger configured, the
priority value will be ignored. If there are sewveral triggers of different priority, the triggers will compete with each
other. For example, a job has a timer and a file-system trigger. The timer has a lower priority, whereas the file-
system trigger has a higher priority. If the timer's condition has been fulfilled, and if there are no files to
process, the timer will start the job earlier than the second trigger. However, if there are multiple files to
process, the timer will wait, and the file-system trigger will be given priority.
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5.10 Expressions

FlowForce expressions represent custom code that can be computed and executed by FlowForce Sener when
a job runs. You can think of FlowForce expressions as a basic scripting language understood by FlowForce
that helps you "glue together" multiple steps within a job. FlowForce expressions are typically necessary in the
following contexts:

e In parameters of built-in functions (that is, you can write or embed expressions in input fields in the job
configuration page). Here are a just a few examples:
0 Change the data type of the result returned by the execution step
o0 Pick a specific value from a result that returns a list of values
o0 Concatenate multiple values in order to produce a string.

¢ In"when" steps, to produce conditional statements. This enables you to execute the step if the
expression you provide evaluates to Boolean true.

¢ In"for-each" steps. "For-each" steps enable you to loop through a sequence of items, where the
sequence is defined by an expression.

This section describes the concepts that will help you build FlowForce expressions for scenarios such as the
ones listed abowve.

5.10.1 Compute an Expression

A simple way to test FlowForce expressions before embedding them in jobs is to create an execution step that
calls the @/system/compute function. For a step-by-step example, see the Hello World ® tutorial.

The fﬁ/system/compute function evaluates the value of the Expression parameter and returns the
computed result. Importantly, this function has no defined return type. The actual type depends on the
expression being computed. For example, if you pass to this function the expression 1+1, the function returns
the numeric value 2. Howe\er, if you pass to this function the expression ' 1+1' , it returns the string value 1+1.
To understand this concept better, create a step that calls the fﬁ/system/compute function and enter "1+1"
in the expression field. Make sure to declare the job return type as "string", as shown below.

Execution Steps

L
4 Execute function /system/compute
Parameters: | Expression: 1 =
= Assign this step's result to B as 10
new Execution step new Choose step new For-each step new error/success handling step

Execution Result

Declare return type as: | string ¥
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When you attempt to save the job, FlowForce displays a "Types string and number do not match” error. This
error happens because the computed expression is a number, whereas the return type of the job is declared as
a string value.

To fix the typing problem, either change the return type of the job to "number" or convert the number to a string.
The example below calls the FlowForce expression function st ri ng which converts a number into a string
value.

Execution Steps
+

4 Execute function /system/compute

Parameters: | Expression:  string(1 + 1)

When you need to compute an expression and return the value as string, you can alternatively use the @
/system/compute-string function. In this case, note that the expression part must be delimited from the

string with curly braces (see Embedding Expressions in String Fields ).

5.10.2 Expression Language Rules

To awid errors in FlowForce expressions, follow these rules:

Use only allowed or declared values.

To use a string literally, enclose it within single quotes.

To embed an expression in a string field, enclose it within curly braces, that is, the { and } characters.
The expression must produce a data type which is meaningful in the field where the expression was
entered.

Let's now have a look at these rules in more detail.

Rule #1: Use only allowed or declared values
The following constructs are allowed in FlowForce expressions:

e FlowForce expression functions (for complete reference, see Expression Functions & )
e FlowForce operators (see Operators )

e Numeric values

e String values

e Previously declared variables

When you type text inside a field which allows FlowForce expressions, a real-time syntax check takes place. If
the syntax is not correct, FlowForce highlights in red the offending characters. Below is an example of a syntax
validation error:

Execute function /system/filesystem/copy v

Parameters: | Source: {source) as string (required) | Setto »

Target: as string (required) | Setto »
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The error occurs because neither sour ce nor t ar get have been declared in the job, so FlowForce cannot
interpret the expression. The problem can be fixed by declaring these values (for example, as job input

parameters):

Job Input Parameters

+
Mame: source Type: string
+
Mame: target Type: string
+

Execution Steps

+
a Execute function /system/filesystem/copy
Parameters: | Source: {source}
Target: {target}

¥ | Default: | ¥ Description:

¥ | Default: | + ' Description:

Rule #2: Enclose strings in single quotes

If you need to use a string literally, enclose it within single quotes. Otherwise, the expression might produce
undesired results or validation will fail. Consider the following examples:

Expression Will be evaluated as... Explanation

1+1 2 The data type of the value is numeric.
T+ 1+1 The data type of the value is string.
1+1==2 true The data type of the value is Boolean.

When you need to convert values from one data type to another, use the FlowForce expression functions (see

also Rule #4).

Rule #3: Use curly braces in string fields

If you want to embed an expression inside a string field, enclose the expression within curly braces. In the
example below, curly braces delimit the expression i nst ance-i d() (which is a FlowForce expression function)

from the rest of the string.

Execute function /system/mail/send

Parameters: | From: +
Te someona@example.org
Subject: lob {instance-id()} has completed.
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If the entire field is of type "as expression”, do not use curly braces. For example, the Expression parameter of
the syst enf conput e built-in function has this type. Below is an example of a correct value for this field
(notice no curly braces are used):

Execute function /system/compute v

Parameters: | Expression: 'a''b''c") as expression of TO (required)
concat{'a’'b’,'c’) )

Assign this step’s result to as T0

Typing curly braces inside the expression field would trigger a syntax error:

Execute function /system/compute ||
Parameters: | Expression: | SN as expression of TO (required)
Assign this step’s result to as T0

See also Embedding Expressions in String Fields.

Rule #4: Use the correct data type

Finally, be aware that FlowForce performs data type checks when you save a job. An error will occur if the
expression entered in a field does not match the data type expected by the field. You can see the data type
expected by each field displayed on the right side of it, for example:

Execute function /system/filesystem/move A=
Parameters: | Source: as string (required)
Destination: as string (required)

Therefore, an expression such as 1+1 is not a valid in a string field, because it is implicitly evaluated as
numeric. On the other hand, the expression ' 1+1' is valid in a string field. Consider the following examples:

Expression Will be evaluated Explanation
as...
1/4 0.25 (as Nunber) [ The data type of the value is numeric.

Use this expression in a field or context which expects a
numeric value; otherwise, job validation would fail.

1+1== true (as Bool ean) The data type of the value is Boolean.

Use this expression in a field or context which expects a
Boolean value; otherwise, job validation would fail.

‘apple’ appl e (as String) The data type of the value is string.

Use this expression in a field or context which expects a
string value; otherwise, job validation would fail.

concat('1,'2,'3") 123 (as String) The data type of the value is string.
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Expression Will be evaluated Explanation
as...

Use this expression in a field or context which expects a
string value; otherwise, job validation would fail.

1+'apple’ - This expression is not valid, and FlowForce will return an
error when you attempt to save the job. Evaluation cannot
take place because two different data types (string and
numeric) are being compared.

{content(stdout(result))} [ [...] (as String) This expression uses two nested expression functions:

e The function st dout gets the standard output of a
shell command, as stream.

e The function cont ent conwerts the stream value
to a string.

Although the expression is correct, the job will validate
successfully only when the following is true:

e The value "result" has been previously declared.

e The value "result" actually contains the standard
output of a shell command.

e The expression is embedded into a string field.

See also Calling Expression Functions .

5.10.3 Embed Expressions in String Fields

To use a FlowForce expression in a string field, enclose the expression within curly braces, that is, the "{" and
"}" characters. The expression part of a string field normally has a light purple background, which helps you
distinguish the expression part from the rest of the string, for example:

Execute function fsystem/mail/send

Parameters: | From: +
Te: someone@example.crg
Subject: lob {instance-id()} has completed.

In a string field, only the expression enclosed within curly braces will be treated by FlowForce as an
expression. If you want FlowForce to interpret the "{" and "}" characters literally, write double braces instead of
a single brace. Consider the following cases:
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A string field with the following Will be evaluated as... | Explanation
value...
echo Hello, World! echo Hello, Wrlad! The string does not use any curly braces

(it does not contain an embedded
expression), so it is evaluated as is.

echo {Hello, World]] - The string cannot be evaluated. The
embedded expression is not syntactically
correct, so FlowForce displays a syntax
error.

echo {'Hello, World!'} echo Hello, Wrl d! The string contains an embedded
expression which is syntactically correct.
Howeer, the expression is inside a string
field, so the evaluation result would be the
same if you used no expression at all
(see the first example abowe).

echo {{'Hello, World!'}} echo {'Hello, The string does not contain an
Vérlad! "} expression, since the escape characters
{{ and }} were used.

5.10.4  Call Expression Functions

The FlowForce expression language includes a number of functions that can be used to perform basic
operations (primarily, handle values returned by execution steps). You can call these functions from any
context where FlowForce expressions are valid (for example, by typing them inside text boxes that represent
parameters of a function).

FlowForce expression functions should not be confused with the FlowForce built-in functions. Built-in
functions are called from FlowForce execution steps (that is, they are executed as steps), while
expression functions are called from FlowForce expressions.

As a typical scenario to call expression functions, let's consider the job illustrated below, which consists of two
execution steps.

The first step executes a shell command (namely, it outputs the text "Hello, World!"). Notice that the data type
returned by this step is "as result". The returned value is declared as varl.

The second execution step calls the fﬁ/system/compute-string built-in function. We called this function in
order to convert varl to a string. The expression itself is embedded into a string field (which is indicated by the
curly braces), and it calls two nested expression functions.

e The function st dout returns the standard output of a shell command, as stream.
e The function cont ent converts the stream value to a string.
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Execution Steps
+
4 Execute function /system/shell/commandline |2
Parameters: | Command: echo Hello, Waorld! as string (required)
Abort on error: +
Working directory: | 4
= Assign this step’s result to varl
+
4 Execute function /system/compute-string v &
Parameters: | Ewpression:  {content(stdout{var?))} as string (required) | Setto »
= Assign this step’s result to var2

Now that the data type conwersion is complete, you can further use the string value var2 as required by your
job processing logic (for example, send it in an email).

For reference to all available expression functions, see Expression Functions (201}

5.105 FlowForce Data Types

FlowForce operates with the data types described below.

string
Represents a string value, for example: ' Hel 1 o, World!".

number
Represents a numeric value, for example: - 1, 0, 56, 0. 45565.

Boolean
Represents a true or f al se value.

result

This is an abstract type which represents a result produced by an execution step. An execution step can
process MapForce mappings, StyleVision transformation files, shell functions, and others. The result
aggregates an exit code, st dout, stderr, and output files (if applicable).

To get access to the result value, give it a name (e.g., out put ) and pass it to the r esul s & expression
function. This function will convert it to a stream, which you can further process with stream expression

functions (see also Calling Expression Functions).

If the execution step runs a shell command, call step-result expression functions to process the output. For
example, to return the standard output as a stream, use st dout (out put) @ 1o return the standard error as a
stream, use st der r (out put) @ For more information, see Result Functions .
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item

Sometimes, you need to create expressions that assemble or disassemble lists (see List Functions). A list
consists of objects of generic type i t em An item has an abstract data type. You can determine the data type
of i t emdepending by looking at the type of objects that make up the list (which can be strings, numbers, or
ewven streams). Note that a list can contain only items of the same data type.

The image below illustrates a loop where "item" is of numeric type, since the list itself consists of humeric
values.

For each it=m in sequence Ilist-j' 2.3

+

Assign this step's result to

For a step-by-step example that utilizes lists, see Copy Files €9

5.10.6 Operators

To build FlowForce expressions, you can use the operators listed below. Remember that you can test any
expression by calling the built-in function [fflsystem/compute.
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Operator Description Example
== Checks if a and b are equal (humerically equal for numbers, 2 +3==5computes true
code-point equal for strings).
2 + 3 ==4computes fal se
I= Checks if a and b are not equal. Note that the following three | 2 + 2!=5 computes tr ue
expressions are equivalent:
3+ 2!=5computes f al se
e al=b
e not (a == h)
° a<>hb
< Checks if a is less than b (numerically less for numbers, see | 4 <5 computes true
below for strings).
<= Checks if a is less than or equal to b. 5<=5 computes true
> Checks if a is greater than b. 5>1 computes true
>= Checks if a is greater than or equal to b. 5>=5 computes true
+ Addition. 1+ 1 computes 2

Subtraction.

2 -1 computes 1

Multiplication.

3*2 computes 6

Division.

6/ 3 computes 2

String comparisons are performed as follows:

¢ The common prefix of the two strings are ignored (evaluated on code points).
e If both remaining strings are non-empty, their first code points are compared numerically.
e Empty strings are less than non-empty strings.

Use parentheses to instruct FlowForce to evaluate the expression inside first. For example:

2 + 3 * 4 computes 14

(2 + 3) * 4 computes 20
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5.11 Expression Functions

This section provides information about FlowForce expression functions. To understand how to use
expressions, see ElowForce Expressions. The list of available expression functions is given below:

e General Utility Functions

e Boolean Functions

e MIME/Stream ExEression Functions
e Result Functions

e List Functions

e File System Functions

e String Functions

e Execution State Functions

¢ Runtime Information Functions

5.11.1  General Utility Functions

This section includes general-purpose expression functions that can be used in various contexts.

5.11.1.1 current-message-id

Returns the Message-ID header field of an AS2 message. This function must be used in a job that is
configured to receive AS2 requests. That is, the check box Make this job available via HTTP at URL... must
be selected in the job configuration page. Otherwise, this function returns a newly generated Message-ID (a
new value is generated whenever a new job instance runs and stays constant for that job instance until it ends).

Signature

current-message-id() -> string

Examples

The following expression produces a filename based on the Message-ID. The subst ri ng function removes the
angle brackets (the first and last character) from the Message-ID.

C: \tenp\{substring(current-nmessage-id(), 1, -1)}.nsg

The following expression does the same as abowe, and additionally splits the current Message-ID apart at
character '@' with the help of the spl it function. The nt h function extracts only the first part—a random
hexadecimal value 32 characters long—and uses that as part of a filename.

C\tenmp\{nth(split(substring(current-message-id(), 1, -1), '@), 0)}.nsg
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5.11.1.2 new-message-id

Generates and returns a new value for the Message-ID header field. You can use this value to populate the
header of a MIME message. This function, unlike cur r ent - message- i d, always returns a new Message-ID.
The Message-ID has the following format:

'<" UTC tinestanp '-' random hex value 32 characters long ' @ host nane rel ated text '>'

For example: <20180306154822808383- 5933b654b26c4495bb0b619ab72b3bc6@ryser ver nane>.

Signature

new message-id() -> string

5.11.1.3 read-lines

Reads the lines from the given file and returns them as a list of strings. The returned strings include the line
ends (such as \ n). You may need to trim each line with the help of the tri n() function before processing it
further, as illustrated in the example below.

Signature

read-lines(filenane:string, encoding:string="UTF-8") -> list of strings

Parameters
Name Type Description
filename string Specifies the path to a file.
encoding string Specifies the encoding to use. The
default encoding is 'UTF-8.
Examples

Let's suppose that you need to process multiple files that reside in multiple directories on the computer where
FlowForce Server is installed. All the directory paths are saved as a text file, where each line corresponds to a
directory path, for example:

C.\ Fl owFor ce\ Exanpl es\ Li stDirectories\1
C.\ Fl owFor ce\ Exanpl es\ Li stDirectori es\ 2
C. \ Fl owFor ce\ Exanpl es\ Li st Di rectori es\ 3

The job illustrated below consists of two steps. The first step calls the read-fi | es function and collects all
directory paths from the text file above into a list. The second step iterates through the list of paths and calls
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the I'i st-fil es function for each item. Note that the path is also trimmed before processing, to ensure that
none of the resulting strings contain spaces or new line characters.

Execution Steps

+
- Execute function /system/compute
Parameters: | Expression:  read-lines('C:\FlowForce!\Examples\ListDirectories\paths.txt')

=  Assign this step’s result to  lines as T0
+
4 For each item in sequence lines

+

4 Execute function /system/compute

Parameters: | Expression:  Jist-files(trim(item))
= Assign this step’s result to name as TO
+

If you expose this job as a Web senice and access it at the default address and port from a browser, the
browser outputs the contents of each directory, as a JSON array, for example:

File Edit Yiew History Bookmarks

127.0,0.1: 4648/ =ervice/ListDirector

& G & | @ 127.0.0.1:4646/service/ListDirectories < N D ©
J50M Raw Data Headers

Save Copy Collapse All Expand &Il 7 Filter J50C

v 8
e Civ\FlowForce'\\Examples'\\ListDirectories'ih\1\ha.txt
1: C:\\FlowForce\\Examples\\ListDirectories\\1\\B.txt
w 1:
2 C:\\FlowForce'\\Examples‘\\ListDirectories'\ 2 \WC.txt
1: CivWFlowForce'\\Examples'\\ListDirectories' 2\ \D.txt
w 2!

C:WWFlowForce'\Examples\\ListDirectories\\3\E.txt

[xo]
r

1: C:\\FlowForce\\Examples\\ListDirectories\\3\\F.txt
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5.11.1.4 is-file

Returns true if the function as- fi | e would return the name of an existing file, and false if as-fi | e would

create a temporary file.

For example, it returns true if the stream was created from a file using the st r eam open function or returned
from a mapping. If the stream is not served from a file or it is a file but a temporary one, this function returns

false.

Signature

is-file(s:strean) -> Bool ean

Parameters
Name Type Description
s stream Specifies the input stream.

5.11.1.5 content

Converts the contents of a stream in the specified encoding to a string.

Signature

content (stream stream encodi ng: string="UTF-8") -> string

Parameters
Name Type Description
stream stream Specifies the stream source.
encoding string Specifies the encoding to use. The
default encoding is 'UTF-8.
Examples

See the following example:

e Adding Error Handling to a Job@
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5.11.1.6 get-stream-filename

Returns a stream'’s file name with extension if the stream supplied as argument was created from a file.
Otherwise, it returns the value of the default argument.

Signature

get-streamfil enane(stream stream default:string="") -> string

Parameters
Name Type Description
stream stream Specifies the input stream.
default string Specifies the default value to
return. By default, this is an empty
string.

5.11.1.7 sleep-for

The sl eep- f or function waits for the specified number of seconds before returning the second argument.
Depending on what you would like the function to return, the second argument can be of any type (a string,
number, stream, etc.). You can also use any suitable expression as the second argument. If you do not need a
specific result, you can use, for example, 0 as the second argument. The sl eep-f or function can be
particularly useful in On-Retu blocks (see example below). You can also use this function for testing
purposes.

Signature
sl eep-for(nunber as nunber, a as any type) -> a

Parameters
Name Type Description
nunber nunber The number of seconds for which
the step will be delayed.
a any type Returns the result.
Example

The example below shows a Protected block € that calls the / systeniftp/retri eve @ function to
download a file from the FTP sener to the local directory. If the execution of the r et ri eve function fails, this
step will be retried five times. On each retry, the sl eep-f or function will be computed. FlowForce Server will
wait for 30 seconds, return the ' Retrying after 30 seconds' string, and then try downloading the file again.
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Execution Steps
+
4 Execute with error/success handling - on error, retry 5 times
+
4 Execute function /system/fip/retrieve |
Parameters: | FTP Server: 10.100.,63.200
Port: b
Directory on host: downloads
Login credentials:
Use passive mode: +
Use S5L/TLS encryption: | 4
Verify server certificater | 4
Server certificate: +
Source file: ExampleFiletut
Target file: ExampleFile0.txt
Owerwrite target: +
Abort on errorn; +
Working directory: CDownloads
Account: +
= Assign this step’s result to  name as boolean
Cn retry v do
+
a Execute function /system/compute (|
Parameters; | Expression:  sleep-for(30, 'Retrying after 30 seconds’)
= Asszign this step’s result to  name as TO
+
new errorfsuccess handler
=  Assign this step’s result to  name

5.11.2 Boolean Functions

The Boolean functions are used to evaluate true/false expressions.
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5.11.2.1 all

Returns true if all Boolean values are true; stops evaluation after the first false value and returns false.

Signature

al | (booVal 1: Bool ean, bool Val 2: Bool ean, bool Val N: Bool ean) -> Bool ean

Parameters
Name Type Description
booVall Bool ean Specifies a Boolean value to
evaluate. Subsequent values must
be separated by a comma.
boolval2 Bool ean Same as abowe.
boolValN Bool ean Same as abowe.
5.11.2.2 any

Returns true if any Boolean value is true; stops evaluation after the first true value. Returns false if all values
are false.

Signature

any( bool Val 1: Bool ean, bool Val 2: Bool ean, bool Val N: Bool ean) -> Bool ean

Parameters
Name Type Description
boolVvall Bool ean Specifies a Boolean value to
evaluate. Subsequent values must
be separated by a comma.
boolVal2 Bool ean Same as abowe.
boolValN Bool ean Same as abowe.
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5.11.2.3 false

Returns Boolean false.

Signature

fal se() -> Bool ean

5.11.2.4 if

Returns valueTrue if the Boolean condition is true, and valueFalse if false. Only the selected subexpression
is evaluated. Both subexpressions must be of the same type, which is also the return type.

Signature

i f (condition: Bool ean,

val ueTrue: any type, val ueFal se:any type) -> any type

Parameters
Name Type Description
condition Bool ean Specifies the condition to evaluate.
valueTrue any type Specifies a subexpression to
return when condition evaluates
to true.
valueFalse any type Specifies a subexpression to
return when condition evaluates
to false.
Examples

The following expression passes a Boolean as XML Schema conformant value:

if(b, "true", "false")

An alternative way to do this:

if(b, "1", "0")
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5.11.2.5 not

Returns the negation of the Boolean value supplied as argument.

Signature

not (val ue: Bool ean) -> Bool ean

Parameters
Name Type Description
value Bool ean Specifies the Boolean value to
negate.
5.11.2.6 true

Returns Boolean true.

Signature

true() -> Bool ean

511.3 MIME/Stream Functions

The MIME (Multipurpose Internet Mail Extensions) message format specifies what type of content a message
has and how this message is encoded. To find out more about MIME, see the Microsoft documentation. For
example, you can use MIME expression functions when you need to manipulate MIME headers.

The MIME/Stream expression functions can be grouped as follows:

e Functions dealing with headers in streams (get - m ne- header , get - mi me- headers, set - nmi ne-
header set - m ne- header s, add- m ne- header , add- m ne- header s , reset-m me-

header s®)

e Functions dealing with specific tasks (i s- m ne-content -t ype, get - m ne-cont ent -t ype-
par a , get -m ne-cont ent - i d, set-m ne-content-i d, set - m ne-cont ent -
di spositi on get-m nme-content-di sposition-para )

e Functions conwerting streams to different streams (m ne- cont ent - encode, mne-flatt en,

m'rre-rruItiEart ,mne-multipart-fromli st ,m'rre-rrultipart-related,m'rre-split-
mul tipart , M ne- parse)

e Functions producing new streams (st r eam open, streamfromstri ng, enpty-str eam@)
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5.11.3.1 get-mime-header

Gets a specific MIME header from the current stream if such a header exists; otherwise, it returns the value of
the default argument.

Signature

get - m ne- header (s: stream key:string, default:string="") -> string

Parameters
Name Type Description
s stream Specifies the input stream.
key string The key from the key-value pair
that forms the header.
default string Specifies the default value to
return. By default, this is an empty
string.
Examples

Assuming that stream nsg contains the header Content-Disposition: attachment;
filename="GETMSG.edi", the following expression will return at t achnent; fil ename=\"GETMSG edi\":

get - m ne- header (nsg, "Content-D sposition", "")
In this example, if the stream does not have the "Content-Disposition” header, the expression above will return

an empty string (the value of the third argument).

5.11.3.2 get-mime-headers
Gets all MIME headers from a stream and returns a list of tuples (key, value). The returned list can be supplied

as headers parameter to the add- m me- header s expression function.

Signature

get - m nme- headers(s:stream) -> |ist of (string, string)

Parameters
Name Type Description
s stream Specifies the input stream.
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5.11.3.3 set-mime-header

Returns a stream with header key set to value, and all other headers and content untouched. If you need to
change several headers at once, you might want to use the set - m nme- header s function.

Signature

set - m ne- header (s: stream key:string, value:string) -> stream

Parameters
Name Type Description
s stream Specifies the input stream.
key string Specifies the key of the header to
set.
value string Specifies the header value to set.
Examples

To owverride the "Content-Type" header, use:

set - m me- header (s, "Content-Type", "text/plain; charset=i so-8859-1")

5.11.3.4 set-mime-headers

Returns a stream with headers augmented by the key-value pairs from headers. The new headers will replace
any existing headers of the same name.

Signature

set - m nme- header s(s: stream headers:|ist of (string, string)) -> stream

Parameters
Name Type Description
s stream Specifies the input stream.
headers list of (string, string) The list of headers to set.
Examples

To owerride the "Content-Type" header, use:
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set-m me- headers(s, list(("Content-Type", "text/plain; charset=iso-8859-1")))

5.11.3.5 add-mime-header

Returns a stream with added header key: val ue. This function does not remowve an existing header with that
key.

Signature

add- mi ne- header (s: stream key:string, value:string) -> stream

Parameters
Name Type Description
s stream The stream to which the header
should be added.
key string The key from the key-value pair.
value string The value from the key-value pair.

5.11.3.6 add-mime-headers

Returns a stream with all headers from headers added.

Signature

add- m ne- header s(s: stream headers:|ist of (string, string)) -> stream

Parameters
Name Type Description
S stream Specifies the input stream.
headers list of (string, string) The list of headers to be added.
Use the | i st function to create a
list.
Examples

The following expression returns a stream with two headers: Content-Disposition, and Content-Transfer-
Encoding.
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add- m nme- header s(enpty-strean(), |ist((' Content-
Di sposition','attachment; nane=sonething'), ('Content-Transfer-Encoding ,'7bit')))

Execution Steps

+
4 Execute function /system/compute ||
Parameters: | Expression: Iaq::h::i-mime-he-aq:!ers(empt)r-si:ream(]r list((' Content-Disposition','attachment; name=something’), ('Content-Transfer-Encoding’, 7bit')))
= Assign this step's result to as T0
new Execution step new Choose step new For-each step new error/success handling step

5.11.3.7 reset-mime-headers

Returns a stream with completely fresh headers. Without a header list, it clears all headers.

Signature

reset - m ne- header s(s: stream headers:|ist of (string, string)=enpty) -> stream

Parameters
Name Type Description
S stream Specifies the input stream.
headers list of (string, string) Specifies the list of headers to
create. The default value is empty.

5.11.3.8 is-mime-content-type

Matches the "Content-Type" header of the stream to custom-defined accept rules. Returns true if the "Content-
Type" header exists and the rules match its value, otherwise returns false. A stream without "Content-Type"
header will be treated as "application/octet-stream”.

The accept rules have the following format, in extended Backus-Naur form (EBNF) notation:

Match ::= Single ("," Single)*
Single ::= Spaces? Type-Match ( Spaces? ";" Spaces? Paranmeter )* Spaces?
Type-Match ::=

Mok [k |

Type "/*" |

Type "/*+" Suffix |
Type "/" Subtype

Paraneter ::= Nane "=" Val ue
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Signature

i s-m me-content-type(s:stream accept:string) -> Bool ean

Parameters
Name Type Description
S stream Specifies the input stream.
accept string Specifies the custom-defined
accept rules.
Examples

The following expression will return true if stream msg contains the header Content-Type: text/html;
charset=utf-8 or Content-Type: text/plain; charset=utf-8.

i s-m me-content-type(nsg, "text/*; charset=\"utf-8\"")

The following expression will return true if stream msg contains the header Content-Type:
application/rss+xml or Content-Type: application/svg+xml.

i s-mi ne-content-type(nmsg, "application/*+xm")

You can also match multiple rules by separating them with a comma. For example, the following expression
will return true if stream msg contains the header Content-Type: text/xml or Content-Type:
application/xml:

i s-m me-content-type(nsg, “"text/xm, application/xm")

5.11.3.9 get-mime-content-type-param

Returns the parameter param from the "Content-Type" header of a stream if such header and parameter exists;
otherwise, it returns the value of the default argument. This function can be used to receive messages that
follow the optional AS2 profile Multiple Attachments (MA). Namely, it can extract the starting document

Cont ent - | Dand Cont ent - Type specified as parameters 'start’ and ‘type' to multipart/related content type. It
can also be used to extract the character set, as shown in the example below.

Signature

get - mi me- cont ent -t ype- paran(s: stream paramstring, default:string="") -> string
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Parameters
Name Type Description
S stream Specifies the input stream.
param string Specifies the name of the
parameter to return.
default string Specifies the value to return when
the requested param does not
exist. By default, this is an empty
string.
Examples

Assuming that stream nsg contains the header Content-Type: text/html; charset=utf-8, the following
expression will return "utf-8":

get - mi ne-cont ent -type- paranm(nsg, “"charset", "ascii")

5.11.3.10 get-mime-content-id
Returns the value of the Content-ID header from the stream supplied as argument, if such header exists;

otherwise, it returns the value of the default argument.

Signature

get-m ne-content-id(s:stream default:string="") -> string

Parameters
Name Type Description
] stream Specifies the input stream.
default string Specifies the value to return when
Content-ID header does not exist.
By default, this is an empty string.
Examples

Let's suppose that stream nsg has the header Content-ID: <root.attachment>. The expression

get - m me-content-i d(nmsg, "")
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returns "<root.attachment>" in this case. If no such header exists, the expression abowve returns an empty
string (the value of the second argument).

5.11.3.11 set-mime-content-id

Returns a stream with the "Content-ID" header set to value, and all other headers and content untouched. You
can also achieve the same result using the set - m ne- header function; this function represents a more direct
approach.

Signature

set-m ne-content-id(s:stream value:string="") -> stream

Parameters
Name Type Description
s stream Specifies the input string.
value string Specifies the value to set in the
"Content-Disposition".
Examples

Let's assume that you want to set the value of the "Content-ID" header in stream msg to <r oot . at t achnent >.
To do this, use the following expression:

set-nmi nme-content-id(nmsg, "<root.attachment>")

5.11.3.12 set-mime-content-disposition
Sets the parameter of a MIME Content-Disposition header found in stream s.

FlowForce Server Advanced Edition: This function is useful when you send AS2 messages with the optional
AS?2 profile FileName preservation (FN). See also the get - m ne- cont ent - di sposi ti on- par an® function
for reading the file name.

Signature

set - m me- cont ent - di sposi ti on(s: stream disposition:string, filename:string="") -> string

Parameters

e s (type: strean) specifies an input stream.

e disposition (type: string) specifies the di sposition value of the Content-Disposition header.

e filename (type: string) specifies the fil enane value of the Content-Disposition header. By
default, this is an empty string.
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Example
The following expression sets the Content-Disposition header as follows: set - m ne- cont ent -
di sposition(nmsg, "attachnent", "GETMSG edi"). You can use the set-m nme-cont ent -di sposition

function to make a file downloadable.

5.11.3.13 get-mime-content-disposition-param

Returns the parameter param from the "Content-Disposition" header of a stream if such header and parameter
exists; otherwise, it returns the value of the default argument. This function can be used to receive messages
that follow the optional AS2 profile FileName preservation (FN) to extract the original file name from the
MIME header.

Signature

get - m nme- cont ent - di sposi ti on-paran(s:stream paramstring, default:string="") -> string

Parameters
Name Type Description
] stream Specifies the input stream.
param string Specifies the name of the
parameter to return.
default string Specifies the value to return when
the specified param and header do
not exist. By default, this is an
empty string.
Examples

Assuming that stream msg contains the header Content-Disposition: attachment;
filename="GETMSG.edi", the following expression will return "GETMSG.edi":

get - nmi ne- cont ent - di sposi ti on-paran{nsg, "fil ename")

5.11.3.14 mime-content-encode
Applies encoding as Content-Transfer-Encoding to stream s.
The supported encodings are:

e Empty string: Equivalent to "binary".

e "base64": Base64 encoding
e "quoted-printable": Quoted printable encoding
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e Any other string: No encoding

The function decodes the stream using the current Content-Transfer-Encoding and re-encodes it using the
specified encoding. The new Content-Transfer-Encoding is stored in the headers of the resulting stream.

The function does not guarantee that errors in the source encoding are reported.

Signature

m me- cont ent - encode(s: stream encodi ng:string="") -> stream

Parameters
Name Type Description
S stream Specifies the input stream.
encoding string Specifies the encoding to apply.
By default, this is an empty string.

5.11.3.15 mime-flatten

Takes a stream with MIME headers and conwerts it to a stream that includes the original headers in the
content. The resulting stream will have a content type of "message/rfc822".

Signature

mne-flatten(s:stream) -> stream

Parameters
Name Type Description
s stream Specifies the input stream.

5.11.3.16 mime-multipart

Takes any number of streams and combines them into a multipart/subtype.

The boundary is invented automatically. The streams will be flattened before assembly. Multiparts with
additional parameters are not yet supported.

Note for FlowForce Server Advanced Edition users: The subtype should always be related for AS2, as
AS2 does not define a meaning for other multipart messages. See also the ni ne-mul ti part-rel at ed function.
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Signature

m me-mul ti part (subtype:string, s:strean) -> stream

Parameters
Name Type Description
subtype string Specifies the multipart/subtype to
use.
s stream Specifies the input stream.
Examples

The following expression returns a stream that includes two files, an EDI file and a PDF.

m nme-mul tipart("rel ated", stream open("c:
\exanpl e\ order. edi", "application/ED FACT"), stream open("c:
\ exanpl e\ measur edet ai | s. pdf", "application/pdf"))

Execution Steps
+

4 Execute function /system/compute ||

Parameters: | Expression:  mime-multipart("related", stream-open("c\example\order.edi”, "application/EDIFACT"), stream-open("c\sxample\measuredetails.pdf’, "application/pdf"))
= Assign this step's result to asTO

new Execution step new Choose step new For-each step new error/success handling step

5.11.3.17 mime-multipart-from-list

Takes a list of streams and combines them into a multipart/subtype.

Signature

mnme-mul tipart-fromlist(subtype:string, s:list of strean) -> stream

Parameters
Name Type Description
subtype string Specifies the multipart/subtype to
use.
s list of stream Specifies the input list of streams.

© 2019-2025 Altova GmbH Altova FlowForce Server 2025



220 Job Configuration Expression Functions

5.11.3.18 mime-multipart-related

Takes any number of streams and combines them into a multipart/related. The boundary is invented
automatically. The streams will be flattened before assembly.

Note for FlowForce Server Advanced Edition users: This function can be used to assemble a message
that follows the optional AS2 profile Multiple Attachments (MA). The first stream will become a main part. All
the parts get the "Content-ID" header with invented unique values before assembling multipart, if they don’t have
it. The invented value is a new Message-ID as returned by the new nessage-i d function. Source streams are
not affected.

Signature

mnme-multipart-related(s:|ist of strean) -> stream

Parameters

Name Type Description

s list of stream Specifies the input list of streams.
Examples

The following expression returns a stream that includes two streams.

mnme-multipart-related(list(partl, part2))

Job Input Parameters

+
Mame: partl Type: | stream ~ Description:
+
Mame: partd Type: | stream ~  Description:
+

Execution Steps

+
4 Execute function /system/compute

Parameters: | Expression:  mime-multipart-related(list{part1, part2))
= Assign this step's result to name as TO
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5.11.3.19 mime-split-multipart

If stream s is a MIME multipart message, this function splits it and return a list of streams. If stream s is not a
multipart message (that is, ifi s- ni ne-content-type(s, "multipart/*") returns false), then the function
returns a list of one element—stream s (unchanged). The function does not guarantee that errors in the source
stream are reported.

Signature

mnme-split-multipart(s:strean) -> list of stream

Parameters
Name Type Description
s stream Specifies the input stream.

5.11.3.20 mime-parse

Parses a MIME message stored in stream s, and separates MIME headers and message body. Returns a
stream that has message body content, decoded according to the "Content-Transfer-Encoding" header if
needed. MIME headers are accessible via expression functions, like get - m ne- header, i s- ni me- cont ent -

t ype and such. Reverts what was done by mi ne- f | att en function. The function does not guarantee that errors
in the source stream are reported.

Signature

m ne- par se(s: strean) -> stream

Parameters
Name Type Description
s stream Specifies the input stream.
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5.11.3.21 stream-open

Creates a stream from an existing file.

Signature

stream open(nane: string, contenttype:string=contenttype=application/octet-stream ->
stream

Parameters
Name Type Description
name string The path of the source file for this
stream.
contenttype string Specifies the cont ent t ype to
associate to the stream. The
default is
contenttype=application/octe
t-stream
Examples

The following job opens an existing file having the .txt extension and writes it back to the same directory with
the .csv extension:

Execution Steps

+
a Execute function /system/filesystem/copy e
Parameters: | Source: {as-file(stream-open( C\FlowForce\file.tat )}
Target: CAFlowForcefile.csy
Crverwrite: I
Abaort on error: +
Warking directory: | 4

5.11.3.22 stream-from-string

Creates a stream from a string using the supplied encoding. The content type supplied as argument is
associated to the stream. This type of stream is not automatically saved as a file.
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Signature

streamfromstring(string:string, encoding:string="UTF-8",
contenttype: string=contenttype=text/plain) -> stream

Parameters

Name Type Description

string string The string from which the stream
should be created.

encoding string Specifies the encoding to use. The
default encoding is 'UTF-8".

contenttype string Specifies the cont ent t ype to
associate to the stream. The
default is
contenttype=text/plain

5.11.3.23 empty-stream

Creates an empty stream.

Signature

enpty-strean() -> stream

511.4 Result Functions

Result functions allow you to process the result returned by execution steps.

5.11.4.1 stdout

Standard output is a stream to which output data is written. The st dout function takes a result of type resul t
as its argument and outputs it as type st ream The result is the value produced by some execution step.

Leading and trailing whitespace
Note that standard output may contain leading and trailing whitespace that you can trim using the following

expression:

trin{content(stdout(result)))
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The cont ent € function converts the standard output to a string, and this string is then trimmed by means of
the t ri me¥ function. To see how this expression is implemented in a job, see Check if a Path Exists € and
the tutorial MapForce Mapping as a Scheduled Job &

Signature

stdout (result:result) -> stream

Parameters
Name Type Description
resul t resul t The result of a step whose
standard output you want to get.
Example

For example, you may need to get a directory listing and then save the listing as a TXT file. The broad outline is
described below:

1. You will first need to create an Execution step and add the / syst enf shel | / commandl i ne & function
that executes the di r command.

2. Then you will need to assign the result produced by the di r command to a value of type resul t (e.g.,
list).

3. Sincethe/systenicreate-fil e @ function saves stream content to a file, you will need to convert
the result produced in the previous step to a stream, using the st dout function:

stdout (Iist)
where 1i st is the value returned by the first execution step.

For details about the implementation of this scenario, see the List Directory Contents & tutorial.

Some other sample jobs that feature stdout
See the following examples in which the st dout function is used:

e Validate an XML Document with Error Logging
e Check if a Path Exists

371

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH



Job Configuration

Expression Functions 225

5.11.4.2 stderr

Returns the standard error of the result. Fails if the result does not provide a standard error.

Signature

stderr(result:result) -> stream

Parameters
Name Type Description
result resul t The result of the step whose
standard error you want to get.
Examples

See Adding Error Handling to a Job® for an example.

5.11.4.3 exitcode

Returns the numeric exit code of the result.

Signature

exi tcode(resul t:result) -> nunber

Parameters
Name Type Description
result resul t The result of the step whose exit
code you want to get.
Examples

The following job consists of two steps. The first step invokes a Windows command line command which
attempts to create a directory called data in the current working directory (C:\ Fl owFor ce). The result of this
step is declared as outcome. The second step gets the outcome and returns the numeric exit code from it,
with the help of the exi t code function. The numeric exit is then converted to a string, with the help of the

st ri ng function. This conwersion is required because the data type of the expression is string.

Importantly, the Abort on error option is not selected; otherwise, the execution would stop in case of error,

and so there wouldn't be any exit code for the second step to process.
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Execution Steps

Execute function /system/shell/ccmmandline
arameters: | Command: mkdir data
Abort on error:

Working directory: CAFlowForce
Azzign this step’s result to outcome as result

Execute function /system/compute-string

arameters: | Expression:  The exit code is: {string(exitcode|outcome))}

When the job runs for the first time, the data directory is supposedly created successfully, and the exit code
would be 0. On subsequent runs, it cannot be created because it already exists, so the exit code would be 1.

See also Adding Error Handling to a Job@.

5.11.4.4 error-message

This function returns the text of the error message encountered by a step. The typical usage of this function is
inside a protected block, and specifically inside the "On Error" handler. The function may return an empty string
if no error has been encountered or if it is not technically possible to retrieve the text of the error due to the
nature of the job.

Signature

error-nessage(result:result) -> string

Parameters
Name Type Description
result result Supplies the erroneous step from
which the error text should be
retrieved. To get the erroneous
step, call the f ai | ed- st ep()
function.
Examples

See Add error handling to a '|ob@.
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5.11.4.5 results

Returns a list of streams of the specified result, optionally filtered by nhame. Use the function nt h to access a
particular value in the list.

Signature

results(result:result, name:string) -> list of stream

Parameters
Name Type Description
result resul t Mandatory parameter. The result
of the step from which you want to
return a list of streams.
name string Optional parameter. When
provided, filters by name a
particular value in the result.
Examples

Example A. Let's suppose that you have deployed to FlowForce Serner a mapping that generates a single XML
file as output. An example of such a mapping is CompletePO.mfd included with MapForce examples. The
name of the target XML component in MapForce is "CompletePQO". To process the result of this mapping and
sawe it to a file from FlowForce, configure the job as follows:
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Execution Steps

+
4 Execute function /public/CompletePO.mapping &
arameters; | Customers: (input) 8 4
Articles: (input) 8 4+
ShortPO: linput) 8 |+
CompletePC: foutput) 8 4+
Waorking-directony: +
= Assign this step’s result to mapping_result as Complet=PO
+
4 Execute function fsystem/filesystem/copy *
arameters: | Source: {as-file(nth(results{mapping result), 0))}
Target: output.xm
Chverwrite: 4
Abart on error: +

Woarking directory:  CA\FlowForce\CompletePO

= Assign this step’s result to name as boaolean

In the job configuration above, the first step runs the mapping and returns the result as mapping_result. In the
second step, the expression

{as-file(nth(results(mapping_result), 0))}

processes the mapping_result and converts it to a file. Namely, the r esul t s function picks the list of streams
from the MapForce component. The m function picks the first item from this list. Finally, the as-file €
function generates a file from the stream.

The copy function copies the generated file to the working directory. The Target text box defines the name
of the generated file. Any existing file with the same name will be overwritten.

Example B. Let's suppose that you have deployed to FlowForce Server a mapping that has two target XML
components, "MarketingExpenses" and "DailyExpenses”. An example of such a mapping is
MarketingAndDailyExpenses.mfd included with MapForce examples. To generate a file from the
"DailyExpenses" component, create a job similar to the one abowve, but change the expression to:

{as-file(nth(results(mappi ng_result,"' Dail yExpenses'), 0))}

The only difference here is that the list of streams produced by the mapping is filtered by the name of the
desired component (in this case, "DailyExpenses").
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Example C. Let's suppose that you have deployed to FlowForce Sener a mapping that generates multiple XML
files dynamically. The output file names are generated by the mapping itself and are not known before runtime.
An example of such a mapping is DividePersonsByDepartmentintoGroups.mfd included with MapForce
examples. To generate the third output file of the mapping, create a job similar to the one above, and change
the expression to:

{as-file(nth(results(mapping_result), 2))}

Here we need the third file, so the index supplied as second argument to the nth function is 2 (not 3), because
the index is zero-based.

See also the following examples:

e Creating a Job from a StyleVision Transformation
e Generate Multiple PDFs from Multiple XMLs

5.11.4.6 make-error-result

This expression function produces a result object with empty st dout and st derr, the exit code as specified
(the default value is 1, which represents an error), and the error message as specified (the default value is an
empty string) and no result files. The make-error-resul t function is used in Resume steps. For details, see

Resume Steps.

Signature

make-error-result (exit-code: nunber=1, error-nmessage:string="") -> result

Example

This example shows how the nake-error-resul t function can be used in a job. The sample job illustrated
below consists of an Error/Success-Handling block € that executes a MapForce mapping and an Execution
step that computes an expression. In the Error/Success-Handling block, there is also an On-Error handler that
contains a Resume step. In case an error occurs during mapping execution, we do not want the job to fail.

Therefore, we proceed as follows:

1. We define a Resume step that will replace the result of the failed protected step with a newly
constructed result object and set the result of the protected block € to the computed expression.

2. We also want to use the result of the make-error-resul t function in the next step, by assigning it to
Map.

3. Inthe next step, we extract the exit code and the error message from Map with the following
expression for the conput e- st ri ng function: {stri ng(exitcode(Map))}, {error-nessage(Mp)}.
This expression converts the exit code to a string and concatenates this string with the error message.
The values of the exit code and the error message are the arguments passed to the nake- err or -

resul t function in the Resume step.

Our sample job is configured as a Web senice ®® If an error occurs, the browser window will display the
following result:

1, Mapping has fail ed!
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If you do not want to access the expression computed in the Resume step, you do not need to assign the
step's result to anything. Instead, you can add any step(s) outside the Error/Success-Handling step. The new
step(s) will be processed after the Resume step has been executed.

Execution Steps
+
4 Execute with error/success handling - on error, retry 0 times set timeout
+
a Execute function /public/XBRL_ReadOperatingExpensesFromTable.mapping 2
Parameters: | nanonull: (input) +
Excel file: (output) X2 +
Working-directory: +
= Assign this step’s result to name as Excel file
Cn errar v do
+
Exit 'Execute with emror/success handling' block and resume with result: make-error-result({1, ‘Mapping has failed!)
+
new error/success handler
=  Assign this step’s result to  Map
+
4 Execute function /system/compute-string bl =4
Parameters: | Expression:  {string(exitcode(Map))}, {error-message(Map)} asstring (required) | setto » | | ®
= Assign this step's result to name as string

5.11.4.7 make-success-result

This expression function produces a result object with empty st dout and st derr, exit code 0, an empty error
message, and no result files. The make- success-resul t function is used in Resume steps. For details, see

Resume Steps.

Signature

make- success-result () -> result

5.11.4.8 merge-results

This nmer ge-resul t s function takes a sequence of result objects and merges it to a single result object. This
expression function produces a result object that sets the exit code to the maximum number of all the exit
codes in the sequence, the error message to be a concatenation of all the individual error messages in order,
stdout and st derr to be a concatenation of the individual st dout and st derr, and the result files to be a
collection from all the input results, in the order produced.
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The ner ge-resul t s function is used in Resume steps. For details, see Resume Steps.

Signature

nerge-resul ts (sequence of result) -> result

5.115 List Functions

List functions are used to create and disassemble lists. Lists always contain items of a single type (for
example, only strings, only number, or only nested lists with the same item type); there are no mixed type

lists.

5.11.5.1 nth

Returns the specified item from the list. The index is zero-based. Fails if the index is out of bounds.

Signature

nth(list:list, index:nunber) -> item

Parameters
Name Type Description
list l'ist Specifies the input list.
index nunber Specifies the zero-based index of
the item to return.
Examples

The following expression returns "b":

nth(list('a, 'b', 'c'), 1)

5.11.5.2 length

Returns the number of items in the list.

Signature

length(list:list) -> nunber
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Parameters

Name

Type

Description

list

|ist

Specifies the input list object.

5.11.5.3 list

Builds a list from single items. All items must be of the same type, the resulting list is a list of items of that

type.

Signature

list(itenl:any type,

itenR: any type,

itemN any type) -> |ist

Parameters
Name Type Description
iteml any type Specifies a single item.
Subsequent items must be
separated by a comma.
item?2 any type Same as abowe
itemN any type Same as abowe.
Examples

The following expression returns the list [1, 2, 3]. All list items are of numeric type:

list(1,2,3)

The following expression returns the list ['a’, 'b’, 'c']. All list items are of string type:

list('a ,"'b'," c)
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5.11.5.4 from-to

Returns the list of integers between "from" and "to" inclusive. If "from" is greater than "to", this list is empty.

Signature

fromto(fromnunber, to:nunber) -> list of nunber

Parameters
Name Type Description
from nunber Specifies the starting index
("from").
to nunber Specifies the ending index ("to").
Examples

The following expression produces [3, 4, 5, 6, 7]:

fromto(3, 7)
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5.11.5.5 slice

Returns a partial list from a list.

Signature

slice(list:list, start:nunber,

end: nunber=l ength(list)) -> list

Parameters
Name Type Description
list l'ist Specifies the input list.
start nunber Specifies the zero-based index of
the first list item to include in the
slice.
end nunmber Specifies the zero-based index of
the first item to ignore in the slice.
Examples

The following expression returns list(2,3):

slice(list(1,2,3,4),1,3)

5.11.5.6 join

Concatenates the lists given by the first argument using the second argument as separator between each pair

of lists.

Signature

join(lists:list of lists, separator:|ist=enpty list) -> |ist

Parameters
Name Type Description
lists list of lists Specifies the lists to join. This

argument must be a list of two or
more lists. All nested lists must
be of the same type.
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Name

Type

Description

separator l'ist

Optional argument which specifies
the separator by which to delimit
the joined lists. If not supplied, no
separator will be used.

The separator must be of type
list.Usethelist function to
create a separator. For example,
the expression list(',")
specifies a single comma
character as separator.

Examples

The following execution steps illustrate how to join two lists. Step 1 produces the first list. Step 2 produces the
second list. Step 3 creates an object of type "list of lists" that contains both lists. Finally, step 4 joins the lists,
using the semi-colon character as separator.

Execution Steps

+

F |

Execute function fsystem/compute

arameters:

Expression:  Jist'a’, 'b')
Aszzign this step’s result to list1

Execute function /system/compute

F'ﬁ"al‘ﬂEtEFE:‘ Expression:  Jist'c, 'd")

Aszzign this step’s result to list2

Exacute function /fsystem/compute

arameters: ‘ Expression:  [ist(list1, list?)

Assign this step's result to list_of lists

Execute function fsystem/compute

Parameters: ‘ Expression: join(list of lists, list{"'])

Assign this step’s result to name

as 10

as T0

a= T

as T0
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5.11.6 File System Functions

File system functions permit access to the file system. To execute these functions, the job must use the
credentials of a user account with corresponding access rights on the operating system.

5.11.6.1 as-file

Creates a file if the stream source is a file. Creates a temporary file if the stream source is not a file.

Signature

as-file(streamstream) -> string

Parameters

Name Type Description

stream stream Specifies the stream source.
Examples

The following job creates a file called file.txt with one line of text. First, the stream-from-string@ function
generates a stream from the text supplied as argument. Next, the as-fi | e function takes the stream as
argument and generates a temporary file from it. To copy the temporary file to a permanent path, the built-in
M function is called from a separate execution step. The file is copied to the working directory of the job
(C:\ FI owFor ce) and will be overwritten each time the job runs.

Execution Steps
+
4 Execute function /fsystem/compute *
Parameters: | Expressiom: as-file(stream-from-string(This is my file content.’])
= Assign this step’s result to result as T0
+
4 Execute function /fsystem/ffilesystem/copy *
Parameters: | Source: {result
Target: file.txt
Cherwrite: 4
Abort on error: +
Working directory:  CA\FlowForce

See also Validate an XML Document with Error Logging.
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5.11.6.2 list-files

Lists the file/s specified by the path, which may end with a wildcard. It returns the string list. If the path does
not end with a path separator and is not a wildcard, a search is made for exactly the specified item in the
parent directory.

Signature

list-files(path:string) -> list of string

Parameters
Name Type Description
path string Specifies the path to a directory or
file.
Examples

See Copy Files € for an example.

5.11.6.3 list-directories

Lists the subdirectories in the path (which may terminate with a wildcard) and returns the resulting string list.

Signature

list-directories(path:string) -> list of string

Parameters
Name Type Description
path string Specifies the path to a directory.

5.11.6.4 join-paths

Combines paths supplied as arguments into one path.

Signature

join-paths(stringl:string, string2:string, stringN string) -> string
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Parameters
Name Type Description
stringl string Specifies a single path step to
join. All subsequent arguments
must be separated by a comma.
string2 string Same as abowe.
stringN string Same as abowe.
Examples

On Windows, the following expressions return "C:\tmp\test.txt":

join-paths(' C\tnp', '"test.txt")
join-paths(' C\tnp\', '"test.txt')
join-paths('C\', "tnp', '"test.txt')
join-paths(' C\Users', '\tnp', 'test.txt')
join-paths('D:\Data', 'C\tnp', '"test.txt')

On Linux and MacOS, the following expressions return "/home/user/test.txt":

join-paths('/hone/user', 'test.txt')
join-paths('/var', '/hone/user', 'test.txt')

5.11.6.5 parent-directory

Extracts the parent directory from a path.

Signature

parent-directory(path:string) -> string

Parameters
Name Type Description
path string Specifies the path to a directory.
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Examples

Let's assume you have a MapForce mapping which updates a database from an XML file. You have already
deployed it to FlowForce Sener and created a job from it. Also, you have configured the job run when the
content of the directory changes (that is, your job uses a file system trigger, see File System Triggers ).

The first step of the job runs the mapping which updates the database:

Execute function /public/Tutorials/Alova_Hierarchical_DB.mapping
Parameters: | Altova_Hierarchical: (input) 2

Werking-directory: CAFFSERV

Assign this step's result to

After the mapping step finishes executing, your goal is to move the source XML file into the subdirectory called
"processed". This would help you keep a track of which files have been processed. To achieve this goal, add a
new step which calls the /system/filesystem/move function and enter as Source and Target the values shown
below:

Execute function /system/filesystem/move

Parameters: | Source: {triggerfil)
Target: {parent-directory(triggerfile]}processed
Cherwrite target: v
Abort on error; +
Working directory:  CAFFSERY

The parameter value {tri ggeril e} in the Source field instructs FlowForce to move specifically the file which
triggered the mapping. The parameter value

{parent-directory(triggerfile)}processed

in the Target field sets as destination a directory called "processed”, inside the current directory. It consists of
an expression and of a string. Note that only the expression part is delimited by curly braces (see Embedding

Expressions in String Fields). The expression

{parent-directory(triggerfile)}

calls the parent - di r ect ory function and supplies to it the value "triggerfile” as argument.
Therefore, when the job runs, the following actions take place:
1. A script or a user copies a file (let's call it source.xml) into the current working directory (for example, C:

\FFSERV).
2. The trigger fires and source.xml becomes the "triggerfile".
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3. FlowForce Sener executes the step which runs the mapping.

4. FlowForce Server executes the step which moves source.xml to the "processed" subdirectory. Note that
the path C:\\FFSERV\processed must exist.

5.11.6.6 filename-with-extension

Extracts the file name and extension from a path.

Signature

fil ename-wi t h- ext ensi on(path:string) -> string

Parameters

Name Type Description

path string Specifies the path to a file.
Examples

The following expression returns "file.txt":

filename-w th-extension("c:\tenp\file.txt")

5.11.6.7 filename

Extracts the file name (without extension) from a path.

Signature

fil ename(path:string) -> string

Parameters
Name Type Description
path string Specifies the path to a file.
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Examples
The following expression returns "file":

filename("c:\tenp\file.txt")

5.11.6.8 extension

Extracts the file extension from a path.

Signature

ext ensi on(pat h: string) -> string

Parameters

Name Type Description

path string Specifies the path to a file.
Examples

The following expression returns ".txt":

extension("c:\temp\file.txt")

5.11.7  String Functions

The string functions enable you to perform the following basic operations:

Carrying out conversion (stri ng, nunber , char , code)
Manipulating the length of strings (concat , string-j oi F@ split , find-all , tri m@

trimstart , trimend 248 substri n)
Working with string properties (cont ai ns ¥, starts-wi th, ends-wi t h, string-1engt h)
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5.11.7.1 string

Computes the string representation of the given number, i.e. converts the number supplied as argument into a
string.

Signature

st ri ng(nunber: nunber) -> string

Parameters

Name Type Description

number nunber The number to be conwert to string.
Examples

The following expression conwerts the numeric value 1 into the string "1":

string(1)

5.11.7.2 number

Computes the number representation of the string, i.e. converts the string supplied as argument into a number.

Signature

nunber (string:string) -> nunber

Parameters

Name Type Description

string string The input string value to convert.
Examples

The following expression conwerts the string value "1" into the numeric value 1:

nunmber (' 1')
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5.11.7.3 char

Returns a string that contains the Unicode character of the number supplied as argument. For example,
char(10) returns a Line Feed. To find out the numeric code of a specific Unicode character, use the code
function.

Signature

char (nunber : nunber) -> string

Parameters
Name Type Description
number nunber The numeric code of the character.
This code is equivalent to the
decimal code used to represent a
Unicode character in HTML (for
example, 8734 represents the
infinity symbol).
Examples

The following execution step returns the infinity symbol:

Execution Steps

+
4 Execute function /fsystem/compute
arameters: | Expression:  char{8734)
= Assign this step’s result to name i
new Execution step new Choose step new For-each step

Execution Result

Declare return type as: | string T

© 2019-2025 Altova GmbH Altova FlowForce Server 2025



244 Job Configuration Expression Functions

5.11.7.4 code

Returns the Unicode value of the first character of the string supplied as argument.

Signature

code(string:string) -> nunber

Parameters

Name Type Description

string string Specifies the input string.
Examples

The following execution step returns the numeric value 32, which represents the space character:

Execution Steps

+
4 Execute function /system/compute
Parameters: | Expression:  code(' )
= Assign this step's result to name as T0
new Execution step new Choose step new For-each step new emor/success handling step

Execution Result

Declare return type ast | humber ¥

5.11.7.5 concat

Concatenates the strings supplied as arguments into one string. To concatenate all items of an object of type
"list of string”, use the st ri ng-j oi n function.

Signature

concat (stringl:string, string2:string, stringN string) -> string
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Parameters
Name Type Description
stringl string Specifies a single string item to
join. All subsequent arguments
must be separated by a comma.
string2 string Same as abowe.
stringN string Same as abowe.
Examples

The following expression returns "abc":

concat('a', 'b', 'c'")

5.11.7.6 string-join

Joins the list of strings supplied as argument into a string. Optionally, inserts the separator supplied as

argument in between each string.

Signature
string-join(list:list of string, separator:string="") -> string
Parameters
Name Type Description
list list of string The input list of string.
separator string Optional argument. Specifies the
separator by which all joined
strings should be delimited.
Examples

The following expression will return the string a;b;c:

string-join(list('a, 'b', 'c'), ';')
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5.11.7.7 split

Splits the string supplied as argument at each occurrence of separator.

Signature

split(string:string, separator:string) -> list of string

Parameters
Name Type Description
string string The input string.
separator string The separator string.
Examples

The following expression will return the list [*1", "2", "3"]:

split('1;2;3, ';")

5.11.7.8 find-all

Extracts all occurrences of pattern in the string, where pattern is a regular expression.

Signature

find-all(string:string, pattern:string) -> list of string

Parameters
Name Type Description
string string The input string.
pattern string The pattern as a regular
expression.
Examples

The following expression extracts all occurrences of "o" from string "apollo”.

find-all('apollo', '0')
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The result is the following list of string: ["0", "0"]

5.11.7.9 trim

The t ri mfunction remowes leading and trailing whitespace characters from a string (Space, Tab, Line Feed,
Carriage Return, Form Feed, and Vertical Tab). For more information about scenarios in which the trim
function can be useful, see the following topics:

e stdout

¢ MapForce Mapping as a Scheduled Jobm
e Check if a Path Exists

Signature

trim(string:string) -> string

Parameters
Name Type Description
string string The input string whose leading and
trailing whitespace you want to
trim.

5.11.7.10 trim-start

Remowes leading whitespace from the string supplied as argument (see also the t ri mfunction).

Signature

trimstart(string:string) -> string

Parameters
Name Type Description
string string The input string.
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5.11.7.11 trim-end

Remowes trailing whitespace from the string supplied as argument (see also the t ri mfunction).

Signature

trimend(string:string) -> string

Parameters
Name Type Description
string string The input string.

5.11.7.12 substring

Returns a substring from the specified string, beginning with start character position, up to the end character
position. The start and end indexes are zero-based.

If not set, end is the length of the supplied string.

The end argument can also be a negative integer. A negative value -n means "trim the last n characters from
the string".

Signature

substring(string:string, start:nunber, end:nunber) -> string

Parameters
Name Type Description
string string The input string.
start nunber The zero-based starting index.
end nunber The zero-based ending index.
Examples

The following expression will return "Force":

substring(' Fl owFor ce', 4)

The following expression will return "t":

Altova FlowForce Server 2025 © 2019-2025 Altova GmbH



Job Configuration

Expression Functions 249

substring(' Altova', 2, 3)
The following expression will return "ltov":

substring('Altova',1,-1)

5.11.7.13 contains

Returns true if the first string contains at least one occurrence of substring, otherwise false.

Signature

contains(string:string, substring:string) -> Bool ean

Parameters

Name Type Description

string string The input string.

substring string The string value to check for.
Examples

The following expression returns true:

contains('cat','a")

The following expression returns false:

contains('cat','b")
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5.11.7.14 starts-with

Returns true if the string supplied in the string argument starts with the string supplied in the start argument.

Signature

starts-with(string:string, start:string) -> Bool ean

Parameters

Name Type Description

string string The input string.

start string The string value to check for.
Examples

The following expression returns true:
starts-with('cat', 'c')
The following expression returns false:

starts-with('cat', 'b')

5.11.7.15 ends-with

Returns true if the string supplied in the string argument ends with the string supplied in the end argument.

Signature

ends-wi th(string:string, end:string) -> Bool ean

Parameters

Name Type Description

string string The input string.

end string The string value to check for.
Examples

The following expression returns true:
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ends-with('cat', "t'")
The following expression returns false:

ends-with('cat', '"a')

5.11.7.16 string-length

Returns the number of characters in the string.

Signature

string-length(string:string) -> nunber

Parameters
Name Type Description
string string The input string.
Examples

The following expression will return 3:

string-length('cat')

5.11.8 Execution State Functions

This sections includes expression functions that deal with the execution state of a job. For example, if a
protected seguence encounters an error, you can use the r et ry- count & function to get the number of
times a protected block ® has been retried.

5.11.8.1 failed-step

Returns the result of a failed execution step. Using this function is meaningful when you are handling errors
with protected blocks, as described in Handling Step Errors®. The fai | ed- st ep function must be part of the
"On error" handler; otherwise, the step where you are using it will fail because there is no erroneous step.

This function returns a value of type result that represents the result of the erroneous step. To find the result's
attributes, pass this function as argument to expression functions such as st dout or st derr, for example:

stderr(failed-step())
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stdout (fail ed-step())

Whether you should use st derr or st dout depends on whether the failing step returns the error information in
the standard error or standard output streams, respectively.

Signature

failed-step() -> result

Examples

The job illustrated below uses error handling, so it qualifies for a call to the f ai | ed- st ep function. The first
execution step attempts to run a shell command which is supplied as a job input parameter. If the command
fails with an error, the "On error" handler will be executed. The first and only step of the "On Error" handler calls
an error handling sub-job which was created separately and is discussed below.

Job Input Parameters
+

Mame: command Type: string ~ | Default:  +  Description: The shell command to execute
+

Execution Steps

+
4 Execute with error/success handling - on error, retry 0 times
+
4 Execute function /fsystem/shell/commandline ||
Parameters: | Command: {command}
Abort on erron: +
Working directony: 4+
= Assign this step's result to as result
+
On error ~ | do
+
4 Execute function /public/Examples/ErrorLogger ||
Parameters: | inputResult: failed-stepl)

workingDirectory:  C\FlowForceExamples\FailedStep

Although you can configure your error handling differently, the error-handling sub-job in this example takes two
input parameters:

1. inputResult - the output of the f ai | ed- st ep function, of type result.
2. workingDirectory - the directory to which the log file containing the error details will be written.
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The error handling sub-job looks as follows:

Job Input Parameters

+

Mame: inputResult Type: result o

+

Mame: workingDirectory Type: string as directory “ | Default: T
+

Execution Steps

+
4 Execute function /system/filesystemn/copy
Parameters: | Source: {as-file(stderr{inputResult])]}
Target: error.log
Owerwrite:
Abort on errar +
Working directory:  {workingDirectory}

= Assign this step's result to as boolean

The execution step abowve invokes the copy function in order to create a file called error.log in the job's working
directory. The expression from the Source text box does the following:

1. The stderr expression function conwerts the standard error provided by inputResult to a stream. As
mentioned abowe, in some cases, you might need to use st dout instead of st der r. Both st dout and
stderr take a value of type result as argument. That's precisely the return type produced by the
f ai | ed- st ep function (which in this example was called in the main job).

2. The as-fil e function conwerts the stream to a file and writes it to the disk. The path of the file is
relative to the working directory.

For more examples, see:

e Add Error Handling to a Job&B
e Validate an XML Document with Error Logging

371

5.11.8.2 retry-count

Returns a number that indicates how many times FlowForce re-tried the execution of one or more steps that
have error/success handling (a so-called "protected block™). Note that the function specifically evaluates the
innermost protected block surrounding the function. If no retries took place (that is, if the first run of the
protected block was successful), the return value is 0. See also On-Retry <,
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Signature

retry-count () -> nunber

5.11.8.3 instance-id

Returns a unique string for every job execution. This can be used to create a unique directory for each job
execution, where the string is used to define the directory name.

Signature

i nstance-id() -> string

5.11.8.4 slot-number

Returns the execution slot number of the queue currently running the job. This number should not be used as a
file name. The number can be used to access different seners to execute parallel jobs (simple load balancing).

The slot number depends on the queue in which the slot execution was started. If the current job is called by
another job, then it inherits the slot number of the calling job.

Signature

sl ot - nunber () -> nunber

5119 Runtime Information Functions

The runtime information functions can be used to handle the details of the currently running jobs.

5.11.9.1 log

Converts the expression received as argument to string and writes it to the system log. This function is useful
in situations where you want to explicitly log the expression produced by a step. Logging values this way has
the effect that no truncation of values occurs in the system log when the logged values are too long, see also

Logqing Settings.

Signature

| og(expression: TO) -> string
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Parameters
Name Type Description
expression TO The FlowForce expression to be
logged, of type TO (any type).
Examples

Let's assume that you have created a job which gets a list of files from the given path, like the one below.

Execution Steps

+
4 Execute function /system/compute

Parameters: | Expression:  Jist-files('C:\FlowForceExamples\LogFunction\source')
= Assign this step's result to as 0

If the number of files in the source directory exceeds the FlowForce default logging limit for lists, then entries in
the job log become truncated. As illustrated below, in this example, only the first 10 file names are shown.
Also, the last character in each file path has been truncated, because the path has exceeded the default limit

of 50 characters.

Date
2020-09-21 13:20:17
2020-09-21 152017

2020-00-21 15:20:17
2020-00-21 15:20:17
2020-00-21 15:20:17

2020-09-21 15:20:17

2020-00-21 15:20:17

Message

Starting instance 67.

function
Running instance 67 locally.

4 Job /public/Examples/Functions/log-function
4 System function /system/compute

Computed list("C\FlowForceExamples\LogFunctionsourceiFile 01.t¢[...]", "C:\FlowForceExamples
‘\LegFunction\source\File 02.&[...]", "C\FlowForceExamplesiLogFunction\source\File 03.8x[...]",
"ChFlowForceExamplesi\LogFunction\source\File 04, [..]", "C\FlowForceExamples\LogFunction
‘source\File 05.t¢[...]", "C\FlowForceExamples\ LogFunction‘source\File 06.t¢[...]",
"C\FlowForceExamples\LogFunction\source\File 07.tx¢[...]", "C:\FlowForceExamplesi\LogFunction
‘source'\File 08.t¢[...]", "C:\FlowForceExamplesiLogFunction'source\File 09.8[...]",
"Ch\FlowForceExamples\LogFunction\source\File 10.t¢[...]", ...)

function

To prevent truncation from happening, enclose the expression inside the | og function, and sawe the job

configuration.
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+

F

Execution Steps

Execute function /system/compute

Parameters: | Expression:

Assign this step's result to name

log(list-files(' C:\FlowForceExamples\ LogFunctionsource'])

as T0

If you run the job with the new configuration, the log now contains a new entry for the logged expression, in
addition to the entry logged by the system. Truncation no longer occurs.

Date
2020-09-21 15:21:41

2020-09-21 13:21:41

2020-09-21 15:21:41
2020-09-21 15:21:41

2020-09-21 15:21:1
2020-08-21 15:21:1

Message

Starting instance 68.

Starting job execution: job /public/Examples/Functions/log-function in queue /public/Examples/Functions/log-
function

Running instance 68 locally.

4 Job /public/BExamples/Functions/log-function
4 | System function /system/compute

step 1 parameter 'Expression’: ChFlowForceExamples\LogFunction\sourcetFile 010t
Ch\FlowForceExamples\LogFunction\source\File 02.tet C\FlowForceExamples\LogFunction
‘sourcelFile 03.tet CAFlowForcebxamples\LogFunctiont\source\File et Ch\FlowForceExamples
‘LogFunctionsourcel\File 03.tet CAFlowForceExamplest\LoegFunctionhsourcehFile 0Bt
CihFlowForceExamples\LogFunction\source\File 07 tet CA\FlowForceExamplesiLogFunction
‘sourceFile 08.tet CA\FlowForceExamples\LogFunctiont\source\File 09.tct C:\FlowForceExamples
‘LogFunction‘source\File 10.tet CAFlowForceExamplest\LegFunction\sourcelFile 11,6t
ChFlowForceExamples\LogFunction\source\File 12.tt CA\FlowForceExamplesiLogFunction
‘sourcehFile 13.tet CAFlowForceExamples\LogFunction\source\File 14.txt C:\FlowForceExamples
‘LogFunction‘source\File 15.tet CAFlowForceExamples\LegFunction\sourcelFile 16.tct
Ch\FlowForceExamplesiLogFunctiontsource\File 17.tet Ch\FlowForceBxamples\LogFunction
‘sourcehFile 18,6t CAFlowForceExamples\LogFunction\source\File 19.bct CAFlowForceExamples
‘LogFunction‘source\File 20.tet CAFlowForceExamples\LegFunction\source\File 21.tct

In this example, as an alternative to calling the | og expression function, you can also click the "Enable

logging" % button next to the step parameter you wish to log. Doing this is equivalent to using the | og
function, so FlowForce will hide the | og function next time when you open the job configuration page. The

difference between the “ button and the | og function is that the former logs the entire expression displayed in
the text box, whereas the | og function can be used selectively for smaller sub-expressions, for example:

+
4 Execute function [Ssystem/compute

Parameters: | Expression: contains(log("haystack"], "needle")
= Assign this step's resultte name as 10
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5.12 System Functions

This section describes system functions in FlowForce Sener, which allow you to copy and mowe files, create
directories, sends emails, execute shell commands, and perform other actions. These functions are available in
the / syst emcontainer. The following groups of system functions are available:

e /syst em@

. /systenifiI%stem@
e /systenmiftp

e /system il

e /system maint enance@
e /system shell

Most system functions have parameters. Parameters can accept different values, including expressions and
expression functions e

If RaptorXML/RaptorXML+XBRL Sener is integrated into FlowForce Sener, an additional container with all
RaptorXML/RaptorXML+XBRL Server functions becomes available. For more information, see Integration with

RaptorXML Server@.

Windows network paths

When you create jobs, you will need to refer to file paths on the machine where FlowForce Sener runs or to file
paths on the network. When you refer to a Windows network path (e.g., a mapped network drive), use the
Universal Naming Convention (UNC) syntax. This is necessary because drive letters are not global to the
system, and each logon session is assigned its own drive letters.

The UNC has the following syntax: \\ ser ver\ shar edf ol der\ fi | epat h, where server refers to the server
name in the network (defined by the DNS); shar edf ol der refers to a label defined by the administrator (e.g.,
adm n$ is generally the root directory of the operating system installation); fi | epat h refers to the
subdirectories below the share.

5.12.1  /system

The / syst emcontainer includes all the FlowForce built-in functions. Only the abor t , conput e, conput e-
stri ng and creat e- i | e functions are found directly in this container. Other functions are located in
sub-containers according to their area of applicability (for example, AS2 functions, file system functions, mail
functions, and so on).

5.12.1.1 abort

Aborts the execution of a job. This function is typically used inside a condition to deliberately end the job when
that condition is true. It is the equivalent of a throw or raise function in a programming language. This function
does not return a value.

Note: When the abort function is included in an Error/Success Handling block, this function causes the
Error/Success block to restart and does not terminate the job.
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Parameters
Name Type Description
Message string Mandatory string parameter.
Specifies the message to output
when aborting the job.
Examples

In the job below, the abort function is used to finish the job with an error if the value of a checked list exceeds
10 items. If the number of items in the list is less than or equal to 10, the job writes the text The list has less
than 10 items to a file on the local system.

Altova FlowForce Server 2025
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Execution Steps
+
4 For each item in sequence list(1, 2, 3,4 5,6 7,8 9,10, 11)
+
4 Choose
When item = 10
+
4 Execute function /system/abort
Parameters: | Message:  Aborting job because the list exceeds 10 itemns.
= Assign this step's result to
+
When item <= 10
+
4 Execute function /system/shell/commandline
Parameters: | Command: echo "The list has less than 10 items” > File.bt
Working directory: chtemp
= Assign this step's result to as result
+
new When
Otherwise
+
= Assign this step's result to
+
= Assign this step's result to

5.12.1.2 compute

Full path: / syst en conput e
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Computes the result of an expression and returns the computed value. The computed value can be used in
parameters or expressions of other execution steps. You can also use this function to define the output of a job

that is used as a senice (see the example).

This function returns the value TO, which indicates an arbitrary type. That is, the returned data type will be

inferred from the expression used in the Expression parameter.

Parameters
Name Type Description
Expression Expression of TO The FlowForce Server expression
to be computed. For more
information about expressions,
see The FlowForce Expression
Language <=
Examples

This example illustrates a job with two execution steps. The first step runs a shell command in the c:\temp

directory, and the result is declared as hel | o.

Next, this result is passed to the second execution step. The second execution step uses expression
language (in particular, the st dout and cont ent functions) to do the following:

e get the standard output of the result of the first step

e conwert the output to string

The conput e function evaluates the expression entered in the Expression text box.

Execution Steps

+

4 Execute function /system/shell/commandline
Parameters: | Command: echo "helle werld”

Working directory:  chtemp

= Assign this step's result to hello

+

4 Execute function /systemn/compute
Parameters: | Expression: content(stdout(hellc))

= Assign this step's result to

new Execution step new Choose step new For-each step

new errorfsuccess handling step

See also the Hello World@ tutorial.
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5.12.1.3 compute-string

Full path: / syst end conput e-string

Outputs the result of an expression as a string. This step function does essentially the same at the conput e
function, except that the input format is a string instead of an expression.

Parameters
Name Type Description
Expression string The FlowForce Server expression
(as string) to be computed.
Examples

To understand the difference between the / syst eni conput e/ and / syst emi conput e- st ri ng functions,
consider the following example:

Job Input Parameters
+
Mame inputname Type: string E| Default:  +  Description:
+
Execution Steps
+
4 Execute function /system/compute
Parameters: | Expression:  concat(filenam e(inputname), 'txt")
= Assign this step's result to  ocutputnamel as T0
+
4 Execute function /system/compute-string
Pararmeters: | Expression:  {filenam elinputname)}
= Assign this step's result to  ocutputname? as string
+
4 Execute function /system/compute-string
Parameters: | Expression: Both expressions are {if(outputnamel == outputnameZ, "', 'not 'Jlidentical,

In the job illustrated abowe, there are three execution steps.

The first step calls the / syst end conput e/ function. Notice that no curly braces were used. The entire field
stores an expression (as suggested by the background color), so curly braces are implied. The expression
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concatenates two values and produces a string depending on the job input parameter. For example, if the input
parameter is "c:\temp\inwices.txt", the step will return the string value "inwices.txt" (declared as
outputnamel).

The second step calls the / syst enmf conput e- st ri ng function. This function processes a string which contains
an embedded FlowForce expression. Here, curly braces are used to delimit the expression from the rest of the
string. Notice that the embedded expression has a background color other than the rest of the string. Although
a different technique was used, the step result (outputname?2) is the same as outputnamel.

Finally, the third step calls the / syst emf conput e- st ri ng function again, in order to compare the outputnamel
with outpuname?2. If both values are identical, the result will be the string value "Both expression are identical".
Otherwise, the result will be "Both expressions are not identical".

5.12.1.4 create-file

The create-fil e function allows you to store stream content in a file that you may need to use in the future.
Files created with the help of the creat e-fi | e function are not temporary. Such files belong to the user and
not to FlowForce.

The create-fil e function is similar to the as-fi | e ® function in that it creates the specified target file with
the specified stream content, but creat e-fi | e does not create any temporary files. Use / syst ent cr eat e-
fil e to store stream content that you intend to keep. Use as-fi | e to pass the stream content as a file to
some program. This might be a temporary file managed by FlowForce.

The source expression (see screenshot below) can be anything that returns a stream. You can use anything
you can pass to the as-fi | e function. For example, you could use the following options:

e stdout(result) , stderr(result) , result(result, nane, index) get streams out of
step results;

e nine-flatten(strean produces a message/rfc822 stream from another by prefixing it with its
MIME headers;

e nmine-nultipart(string, streant) %oduces a MIME multi-part structure as a stream;

e streamopen(fil enane, contenttype) opens a file on disk;

e enpty-stream) produces a zero-length stream;

e streamfromstring(text, encoding, content-type) encodes a string value into a stream.

Parameters

Name Type Description

Target file string Mandatory parameter. The name
of the file to which stream content
will be saved.

Source stream stream Mandatory parameter. Stream
content that you wish to save to a
file.

Overwrite target bool ean Optional parameter. Set this
parameter to t r ue if you want to
overwrite destination files with the
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Name Type Description

same names. The default value is
fal se.

Working directory string Optional parameter. Specifies the
path to the directory where the
target file will be saved.

Abort on error bool ean Optional parameter. This
parameter determines the
outcome of a job in which an error
has occurred. If the Abort on error
parameter is t r ue, job execution
will be terminated. If the Abort on
error parameter is f al se,
FlowForce Server will ignore errors
and continue job execution. The
default value is t r ue.

Example

The screenshot below illustrates the creat e-fi | e function. Our goal is to create a file called Cr eat eTest . t xt
and sawe it on the desktop. We are going to use the streamfromstri ng function, which encodes a string
value into a stream. As a result, we will see our new O eat eTest . t xt file containing the string M/Fi | eCont ent .

Note: To run the job, set a trigger and/or run the job as a senice @

Execution Steps

&
4 Execute function /system/create-file
arameters: | Target file: CreateTest tut
Source stream: stream-from-string('MyFilzContent’)

Overwrite target:
Working directory:  Desktop

Abort on ermor: +

5.12.2  /system/filesystem

The / syst en fi | esyst emcontainer includes functions used to manage files and directories on the operating
system where FlowForce Server runs.
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Note: All file paths in job execution steps must be paths on the operating system where FlowForce Server

runs, not on your local machine.

5.12.2.1 copy

Full path: / systeni fil esyst en copy

Copies a file from a source to a target directory. Optionally, the file can be copied with a new name to the
target directory. When invoked from a simple execution step, this function copies one file at a time. To copy
multiple files with FlowForce, enclose the step which calls the copy function inside a For each step, as

illustrated in the Copy Files®

example.

Parameters

Name Type Description

Source string as file The path and file name of the
source file that you want to copy.

Target string as file The path and file name of the
destination directory. You can
enter a different file name in the
destination field if you want to
rename it as well.

Overwrite bool ean When true, causes the
destination file to be overwritten.
The default value is false .

Abort on error bool ean Optional parameter. This

parameter determines the
outcome of a job in which an error
has occurred. If the Abort on error
parameter is t r ue, job execution
will be terminated. If the Abort on
error parameter is f al se,
FlowForce Senver will ignore errors
and continue job execution. The
default value is t r ue.

Working directory

string as directory

Specifies the working directory (for
example, c:\\somedirectory). If
relative paths are used, they will
be resolved against the working
directory.

Examples
See Copy Files.
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5.12.2.2 delete

Full path: / systen fil esystent del ete

This function deletes a file from the path. When invoked from a simple execution step, this function deletes one
file at a time. To delete multiple files with FlowForce, enclose the step which calls the delete function inside a
For each step, as illustrated in the Copy Files € example.

Note: It is not possible for FlowForce to confirm directly from the del et e function whether a file has been
deleted. All FlowForce can do is get a response from the operating system that it is executing a delete
command. If the job has subsequent steps that depend upon the deleted file, you will need to check explicitly
whether the file still exists. You can you use the |i st-fil es & function to check that.

Parameters

Name Type Description

Path string as directory The path and file name of the file
you want to delete.

Abort on error bool ean Optional parameter. This
parameter determines the
outcome of a job in which an error
has occurred. If the Abort on error
parameter is t r ue, job execution
will be terminated. If the Abort on
error parameter is f al se,
FlowForce Server will ignore errors
and continue job execution. The
default value is t r ue.

Working directory string as directory Specifies the working directory (for
example, c:\\somedirectory). If
relative paths are used, they will
be resolved against the working
directory.

5.12.2.3 mkdir

Full path: / systeni fil esystent nkdir

Creates a directory at the specified path.
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Parameters

Name Type Description

Path string as directory The path of the new directory.

Make parents bool ean Select this check box to create a
hierarchical path like c:
\dirl\dir2\dir3 in one step.

Abort on error bool ean Optional parameter. This
parameter determines the
outcome of a job in which an error
has occurred. If the Abort on error
parameter is t r ue, job execution
will be terminated. If the Abort on
error parameter is f al se,
FlowForce Server will ignore errors
and continue job execution. The
default value is t r ue.

Working directory string as directory Specifies the working directory (for
example, c:\\somedirectory). If
relative paths are used, they will
be resolved against the working
directory.

Examples

If Working-Directory is c:\temp, and Path is temp2\temp3, the function creates the new directory c:
\temp\temp2\temp3.

5.12.2.4 move

Full path: / systeni fil esyst em nove
Mowves or renames a file.

When invoked from a simple execution step, this function moves or renames one file at a time. To mowe or
rename multiple files with FlowForce, enclose the step which calls the move function inside a "for-each" step,

similar to how this is done in the Copy Files € example.
Parameters
Name Type Description
Source string as file The path and file name of the
source file that you want to mowe.
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Name

Type

Description

Target

string as file

The name of the destination
directory. If you supply only the
directory name in this field, the
original file name will be retained.

Overwrite target

bool ean

Optional parameter. Set this
parameter to t r ue if you want to
overwrite destination files with the
same names. The default value is
fal se.

Abort on error

bool ean

Optional parameter. This
parameter determines the
outcome of a job in which an error
has occurred. If the Abort on error
parameter is t r ue, job execution
will be terminated. If the Abort on
error parameter is f al se,
FlowForce Server will ignore errors
and continue job execution. The
default value is t r ue.

Working directory

string as directory

Specifies the working directory (for
example, c:\\somedirectory). If
relative paths are used, they will
be resolved against the working
directory.

5.12.2.5 rmdir

Full path: / systeni fil esysten rndir

Removwes a directory.

Parameters
Name Type Description
Path string as directory The name of the directory you

want to delete.

Abort on error

bool ean

Optional parameter. This
parameter determines the
outcome of a job in which an error
has occurred. If the Abort on error
parameter is t r ue, job execution
will be terminated. If the Abort on
error parameter is f al se,
FlowForce Senver will ignore errors
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Name Type Description

and continue job execution. The
default value is t r ue.

Working directory string as directory Specifies the working directory (for
example, c:\\somedirectory). If
relative paths are used, they will
be resolved against the working
directory.

5.12.3  [systeml/ftp

The / syst enf f t p container includes functions that are used to connect to an FTP or FTPS server and perform
operations such as uploading, retrieving, and deleting files, creating and deleting remote directories, and others.

Triggerfile parameter
Jobs with file system triggers and HTTP triggers have a job input parameter called triggerfile that

receives the absolute path of the file (file system triggers) or URI (HTTP triggers) that triggers the job. You can
use the triggerfile in FTP functions (e.g., to upload the triggerfile to an FTP senwer). If you need only the name of
the triggerfile with its extension, use the fil e-wi t h- ext ensi on expression:

{filenanme-with-extension(triggerfile)}
For an example, see the FTP st or e @ function.

Wildcards in FTP functions
The following FTP functions accept wildcards as parameters:

/systeniftp/del ete-wil dcard
/systeniftp/retrieve-wil dcard
/systeniftp/store-wldcard
/system ftp/list @&

When you use functions with wildcards, you can enter the following wildcards:

Wildcard Usage Example

* Matches zero or more characters. | *. ht mwill match hone. ht mand
i ndex. ht m

? Matches any single character. *. xn? will match i ndex. xni and
proj ect. xm

The + (one or more) wildcard is not supported. Instead, you can use ?*. For example, *. ¢?* will match . cs
,.cpand.csproj files but will not match . c files.
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5.12.3.1 delete

Deletes a file from an FTP server.

Parameters

Name Type Description

FTP Server string Mandatory parameter. Address of a remote FTP sener, as a URL or IP
address.

Port nunber Optional parameter. The port number used to connect to the FTP serer. The
default value is 21.

Directory on string Optional parameter that indicates the name of a directory on the remote FTP

host senver from which you want to delete a file.

Login credenti | Optional parameter. The username and password of the FTP account. For

credentials al details, see Credentials @ Skip this parameter if the FTP server does not
require credentials.

Use passive bool ean Optional parameter. Use the passive mode if connection problems occur

mode (e.q., if routers or firewalls are set up to prevent active connections). The

default value is t r ue.

Use SSL/TLS string Optional parameter that specifies whether SSL/TLS encryption should be
encryption used. The default value is No. To transfer information, FTP uses a command
channel and a data channel. If the FTP server supports explicit encryption,
you can set this parameter to one of the values below:

e Explicit with encrypted command channel (least secure)

e Explicit with encrypted conmand and data channel

e Explicit with encrypted conmand and data channel and
shared TLS sessi on (most secure)

If you set any of the options abowe, the validation of the server certificate will
depend on the value of the Verify server certificate parameter. Implicit
encryption is deprecated and not supported in FlowForce.

Also note that existing jobs that used the option Explicit with encrypted
command and data channel before 2025 Release 2 will switch
automatically to the more secure option Explicit with encrypted
command and data channel and shared TLS sessi on instead. If the more
secure option does not work for some reason, change the option manually to
Explicit with encrypted command and data channel .
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Name Type Description
Verify server string Optional parameter. Specifies how FlowForce should verify the FTP sener's
certificate certificate. The following options are available:

e No verification: Accepts any FTP serr certificate.

e \Verify against systemcertificate store (default value): On
Windows, FlowForce Server uses the certificate store of the user
account running the job and the system store to verify the certificate
signature. On Linux, FlowForce Server uses the system certificate
store, usually located in/usr/1ib/ssl/cert.pem
and /usr/lib/ssl/certs, orthe path to which the SSL_CERT_FI LE
and SSL_CERT_DI R environment variables point.

e \Verify against selected server certificate: FlowForce
compares the FTP sener's certificate with the one specified in the
Server Certificate parameter.

This parameter requires a server certificate and a secure connection. If a
secure connection cannot be established, the FTP function will fail.

Server certific | Optional parameter. Specifies the path to a FlowForce certificate. If you
certificate ate select Verify agai nst selected server certificate inthe Verify
server certificate parameter, the FlowForce certificate will be verified against
the FTP serwver certificate. If you select No verification or Verify

agai nst systemcertificate store inthe Verify server certificate
parameter, the Server certificate parameter value will be ignored.

Target file string Mandatory parameter that refers to the name of a file you want to delete from
the FTP senver. If you use a relative path, it will be resolved against the path
specified in the Directory on host parameter. If you use an absolute path, the
path in Directory on host will be ignored.

Abort on error bool ean Optional parameter. This parameter determines the outcome of a job in
which an error has occurred. If the Abort on error param