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1 About Altova GDPR Compliance Database

The General Data Protection Regulation (GDPR) is a regulation in EU law that protects the
data and privacy of persons living in the EU and European Economic Area (EEA). It became
binding beginning 25 May 2018. Businesses that process personal data of people living in the EU
and EEA must now ensure that this data is handled in line with the principles of the GDPR and
that this data is protected. Data protection measures are required to be built into the design of
business processes that collect personal data. If a data breach occurs and the breach
compromises the privacy of a person, then the breach must be reported to the supenisory
authority. (For more information about the GDPR, see the EU web page on GDPR and Wikipedia).

In order to make sure that all the personal data of EU/EEA residents held by your organization is
in compliance with GDPR, you should build and continuously track all repositories of personal
data that you maintain. The Altova GDPR Compliance Database enables you to quickly
organize information about your repositories of personal data in a structured way.

The Altova GDPR Compliance Database enables you to do the following:

e Quickly configure departments and people in your organization that are involved in the
collection and processing of personal data

e Quickly configure details of external entities that process personal data your organization
collects

e Quickly create a list of all repositories in your organization where personal data is stored

e Set up criteria for classifying data (such as sensitivity, source, protection level), and
assign a set of appropriate values for each classification. For example, a data
classification might be named St or age dur ati on and be defined to have one of the
following values: 1 year, 2 years, 3 years,5 years, 7 years

* Define data categories. In a given data category, the data classifications you have created
are each assigned a value (from among their respective allowed values). For example, if
you define a data category named Bi | | i ng Addr ess, then this category could hawe the
following classification values: (i) Type of data = personal data; (i) Encryption =
none; (iii) Storage duration = 7 years

e List and define all the data-processing activities that are used by your organization,
including applications used by external agents that are tasked with processing data for
your organization (for example, an external organization that sends promotional emails to
your customers)

e Automatically link information that is entered in one part of the compliance database so
that this information is reused in related parts of the database; this provides efficiency and
accuracy while entering information in the database, as well as a better oveniew of
information

e Enable distributed use of a central system (the compliance database) by multiple users

e Enable users of the compliance database to independently modify the structure of the
system, subject to an approval process that is built into the system

e Track changes to the structure and other aspects of the system

e Quickly generate different kinds of reports, which will be based on the information
currently held in the compliance database

e Start discussions about different items of the compliance database, and invite specific
users to join the discussion; discussion threads can be read directly in the system and in
the context of the discussed item

e Aninternal correspondence system between users of the system, in which metadata
items are directly linked to discussion threads about the respective item

e Discussion participants are notified by email about new messages in the discussion
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2 About Altova GDPR Compliance Database

This documentation
This documentation is organized into the following sections:

e Standard Installation® is a detailed description of how to install all the software
components of the GDPR Compliance Database

e User Management shows how to configure system users and system settings via the
User Management app

e  General Information about the Compliance Database & describes how to set up the
compliance database, terms used in the compliance database, and how to navigate the
compliance database

e GDPR Metadata @ explains how to enter information about your data collection
processes into the compliance database

. Aggrovals explains the process of approving changes made to the metadata structure
of the compliance database

« Discussions @ describes a feature that enables questions and suggestions about
individual metadata items to be discussed internally, within the compliance database
system

. Regorts documents how to generate different types of reports from the information
held in the compliance database

e Additional Features @ describes features that provide additional functionality, such as
search filters on pages, and context-sensitive listings of changes to metadata

Altova GDPR Compliance Database © 2019 Altova GmbH
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2 Standard Installation

The standard installation is a procedure to install all the software components of Altova GDPR
Compliance Database and to set up the system for use. The description of this procedure is
organized into the following subsections of this section:

e Software Requirements @ jists the required software components, together with a brief
explanation of that component's functionality within the overall GDPR system

e MobileTogether Designera: how to install and license it

e Altova LicenseSenver, MobileTogether Server, and StyleVision Sener: how to install @

e Altova LicenseSenver and MobileTogether Server: how to start @

o l\gbileTogether Sener, and StyleVision Sener: how to register with Altova LicenseSener
15

o l\gbileTogether Sener, and StyleVision Sener: how to license from Altova LicenseSener
15

e GDPR Compliance Database: deploy by opening the source . nt d file in
MobileTogether Designer and deploying the compliance database to MobileTogether
Server

e GDPR Compliance Database: how to start @

e Important Information®: Lists in one place information such as sener IP addresses and
ports, default passwords, commands, and URLs that are related to the running of the
system

After you have completed the standard installation, users of the compliance database, their
access credentials, and other system settings can be configured conveniently in the system's
User Management app. The compliance database can then be accessed by the configured
users and start to be used.

© 2019 Altova GmbH Altova GDPR Compliance Database



4 Standard Installation Software Requirements

2.1 Software Requirements

The Altova GDPR Compliance Database is supplied as a complete and fully functional
MobileTogether solution. It must be deployed on a MobileTogether Server, from where it can be
used by multiple distributed users of the system. To run the Altova GDPR Compliance Database
in your organizational environment, the following applications/components are required:

e Altova MobileTogether Designer: Needed to deploy the Compliance Database ® to an
Altova MobileTogether Sener on your organization's intranet. MobileTogether Designer is
free of charge and can be downloaded from the Altova website. For information about
working with MobileTogether Designer, see its user manual.

e Altova MobileTogether Sener: The Compliance Database is deployed via MobileTogether
Designer to the MobileTogether Server. Authorized users can then access the
Compliance Database via web-browser interfaces. Altova MobileTogether Server can be
downloaded from the Altova website. It requires a license, which can be bought at the
Altova online shop. For information about how MobileTogether Server works, see its user
manual. Note that Altova MobileTogether Server can be installed on Windows, Linux, and
macOS.

e Altova StyleVision Sener: The Compliance Database uses the document-generation
functionality of StyleVision Server to generate reports in PDF and Microsoft Word
formats. StyleVision Server uses Apache FOP, the FO processor of the Apache Project,
to generate PDF files. FOP is automatically installed with StyleVision Server; but note
that FOP requires Java Runtime Environment 1.6 or later to be installed on the
StyleVision Server machine. Altova StyleVision Server can be downloaded from the Altova
website; it requires a license, which can be bought at the Altova online shop. For
information about working with StyleVision Sener, see its user manual. Note that Altova
StyleVision Server can be installed on Windows, Linux, and macOS.

e Altova LicenseSenver: Needed to license MobileTogether Server and StyleVision Server.
LicenseSener is free of charge and can be downloaded from the Altova website. For
information about working with LicenseSernver, see its user manual. Note that Altova
LicenseSener can be installed on Windows, Linux, and macOS.

Note: StyleVision Server must be installed on the same machine as MobileTogether Sener.
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2.2 Install and License MobileTogether Designer

Altova MobileTogether Designer is a Windows application that is needed in order to deploy Altova
GDPR Compliance Database to Altova MobileTogether Sener. A permanent license key for
MobileTogether Designer is available free of charge.

To install MobileTogether Designer and license it, do the following:

1. Go to the MobileTogether Designer download page (https://www.altova.com/
mobiletogether/download) to download and install the software.

2. Start MobileTogether Designer and click the menu command Help | Software
Activation. The Software Activation dialog appears (see screenshot below).

Altova MobileTogether Designer 5.1 sp1 Software Activation

Thank you for choosing Altova MobileTogether Designer 5.1 spl and welcome to the software activation process. You can view your existing
license key code or enter a new license key code to activate your software. (NOTE: To use this software you must first activate it with a valid
license key code from Altova.)

1. If you wish to use this software, dick here to get a FREE permanent unlock key = E Request a FREE permanent key... i

2. If you already received a key code via email, dick here to activate your software => EMTER a Mew Key Code...

3. Click Request a Free Permanent Key.

In the dialog that appears now, enter the requested information and click Request Now.

5. A permanent MobileTogether Designer license will be sent to the email address you
entered. Sawe the license to a file location.

6. To license MobileTogether Designer, you can either (i) double-click the license file, or (ii)
in the Software Activation dialog (screenshot above), click Enter a New Key Code and,
in the New Key-code dialog that appears, copy the license details from the license email
you received.

P
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2.3 Install ALS, MTS, SVS

MobileTogether Server and StyleVision Server must be licensed via Altova LicenseSener.
Therefore all three senvers must be installed on your network. MobileTogether Server and
StyleVision Server must be installed on the same machine, but Altova LicenseServer may be
installed on a different machine on your network.

This section describes the installation of Altova LicenseSener, MobileTogether Sener, and
StyleVision Server on Windows e, Linuxe, and macos @ systems.

After the seners have been installed (described in the subsections of this section), you will need
to do the following:

1. Register MobileTogether Server and StyleVision Server with License Serer@®
2. License MobileTogether Sener and StyleVision Server from License Server @D

2.3.1 OnWindows

When you install MobileTogether Server (MTS) or StyleVision Server (SVS), the installer will
inform you that you can choose to also install the corresponding Altova LicenseSener version on
the same machine (see screenshot below, which shows a screen of the MTS installer wizard).
Additionally, you can choose whether you want to register the sener product (MTS or SVS) during
the installation process, and, if yes, then with which License Sener (LS) on your network (see
screenshot below).

Altova GDPR Compliance Database © 2019 Altova GmbH
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Altova MobileTogether Server 5.1 sp1 - Installer Wizard

ALTOVA

This product requires registration with Altova LicenseServer

This installer contains Altova LicenseServer 3.0.
[iInstall Altova LicenseServer on this machine

Register this product with:
(® LicenseServer installed on this machine
LicenseServer on:

Enter address or select a LicenseServer

Register later

< Back Cancel

You have two broad installation options:

e Joint installation: You can install either MTS or SVS first. During this installation you can
install LS on the same machine, and register the server product with LS. If you want LS
on the same machine as MTS and SVS, then this is the easiest installation option. After
installing the first server product together with LS and registering it during the installation
process, install the second server product and register it with LS during the installation
process. As a result, after the two installations, all three servers will be installed and the
two server products will be registered with License Senrver. All you will then need to do is
license the two server products from LS @

e Separate installations: You can install MTS, SVS and LS separately (on the same
machine, or with LS on a different machine). If you want the senvers on different
machines, then you must install them separately; you cannot run a joint installation as
described in the previous bullet point. In the case of separate installations, it is best to
install License Server first and start it. That way, when you install MTS and SVS, you can
register them with the already-installed License Server (see the registration options in the
MobileTogether Server Installer Wizard screenshot above).

Note: If you are updating your version of MobileTogether Server or StyleVision Server, then
make sure that you update your License Server version as well (to the corresponding
License Sener version or higher).

Download and install Altova LicenseServer

This step is required only if you are installing License Server (LS) on a different machine than the
one on which MobileTogether Server (MTS) and StyleVision Sener (SVS) are installed. Otherwise,
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you can skip a separate installation, and instead install LS during the installation of MTS or SVS
(see next two sections below).

To download and install License Senrver, do the following:

1. Gotothe License Sener download page (https://www.altova.com/licensesenver/
download).

2. Download License Serwer for the appropriate OS (License Server is available for Windows,
Linux and macOS).

3. Install License Senwer. If you have difficulties or need detailed information, see the
appropriate Installation section of the License Sener documentation.

After installation, start LS as described in Start Altova LicenseServer.

Download and install MobileTogether Server and StyleVision Server

The steps for installing MobileTogether Sener (MTS) and StyleVision Serer (SVS) are the same.
So the instructions for MTS given below apply to SVS also.

The MTS installer can optionally install License Server LS on the same machine as MTS. If you
plan to install MTS and LS on the same machine, then it is best that you install both during the
MTS installation. If LS is already installed on a machine in your network, then make sure that: (i)
the LS wversion number is the same or higher than that which corresponds to the MTS or SVS
version you are installing (whichever is higher), and (ii) that you register MTS with ALS. The ALS
version that corresponds to the MTS version you are installing is given in the Installer Wizard
screen (see screenshot below).

To install MTS (and, optionally, Altova LicenseSenver), do the following:

1. Go to the MobileTogether Server download page (https://www.altova.com/mobiletogether/
download).

2. Download the MTS installer for the appropriate OS (MTS is available for Windows, Linux
and macOS).

3. Start the MTS installer.

4. Inthe LS screen (screenshot below), select: (i) whether you wish to install License Server
as part of the MobileTogether Server installation, or not; and (ii) whether you wish to
register MTS with a LS or not, and, if yes, then with which LS. The next chapter, Register
MTS and SVS with ALS , describes how to register MTS with LS later—that is,
subsequent to the installations of both servers..
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Altova MobileTogether Server 5.1 sp1 - Installer Wizard

ALTOVA

This product requires registration with Altova LicenseServer

This installer contains Altova LicenseServer 3.0.
[install Altova LicenseServer on this machine

Register this product with:

(®) LicenseServer installed on this machine
License5erver on:

Enter address or select a LicenseServer

Register later

¢ Back Canicel

If you have difficulties or need detailed information, see the appropriate Installation section
of the MobileTogether Server documentation.

After installation, start MTS as described in Start MobileTogether Sener®®. (Note that SVS does
not need to be started.)

After you hawe installed and registered MobileTogether Server and StyleVision Sener, you are
ready to license the two products. How to do this is described in the chapter License MTS and
SVS from ALS @,

2.3.2 On Linux

If you are installing MobileTogether Server (MTS), StyleVision Senver (SVS), and Altova
LicenseSener (ALS or LS) on Linux, you must install each separately. The installation and setup
steps are as follows:

1. Download the Linux packages of MTS, SVS, and ALS from the Altova Download Center
(https://www.altova.com/download).

2. Install the MTS, SVS, and ALS packages. For information about how to do this, see the
installation sections in their respective online user manuals: MobileTogether Senver,
StyleVision Senver, Altova LicenseSener.

3. Start Altova LicenseSener® and MobileTogether Server®®. (Note that SVS does not
need to be started.)

4. Register MohileTogether Sener and StyleVision server® wiith License Sener.
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5. Assigna license @ to MobileTogether Server and StyleVision Serner from License

Senver.

2.3.3 On macOS

If you are installing MobileTogether Sernver (MTS), StyleVision Senver (SVS), and Altova
LicenseSener (ALS or LS) on macOS, you must install each separately. The installation and
setup steps are as follows:

1.

2.

Download the Linux packages of MTS, SVS, and ALS from the Altova Download Center
(https://www.altova.com/download).

Install the MTS, SVS, and ALS packages. For information about how to do this, see the
installation sections in their respective online user manuals: MobileTogether Senver,
StyleVision Senver, Altova LicenseSener.

Start Altova LicenseSener® and MobileTogether Sener®. (Note that SVS does not
need to be started.)
Register MobileTogether Sener and StyleVision server® with License Sener.

Assign a license to MobileTogether Server and StyleVision Server from License

Sener.
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2.4

24.1

Start ALS, MTS

After you hawe installed Altova LicenseSener, MobileTogether Sener, and StyleVision Server, you
must start Altova LicenseServer and MobileTogether Server as senices.

The subsections of this section describe how to:

e Start Altova LicenseSener as a service
e Start MobileTogether Sener as a senice @®

Note: StyleVision Server is not started as a senice. It is called silently from MobileTogether
Server with commands that request specific StyleVision Server functionality.

Start Altova LicenseServer

In order to use MobileTogether Server (MTS), it must be licensed with an Altova LicenseSener
(ALS or LS) on your network. LicenseServer must be running continuously as a senice in order for
MTS to run. Stopping License Sener will also stop MobileTogether Sener. If this happens, you
will need to first restart License Server (how to do this is described in this chapter) and then
restart the stopped MobileTogether Senver (see next topic ).

Starting and stopping Altova LicenseServer
Start and stop LicenseSenver as follows:

* On Windows

You can start LicenseServer via the Altova ServiceController, which is available in the system
tray.

First, click Start | All Programs | Altova LicenseServer | Altova ServiceController to
start Altova SeniceController and display its icon in the system tray (see screenshot below).
If you select the Run Altova ServiceController at Startup option, Altova SeniceController will
start up on system start and its icon will be available in the system tray from then onwards.

m Altova FlowForce Server »
@ Altova FlowFarce Web »
|m Altova Licenseserver 3.1 r Start service
4 Altova MobileTogether Server 4 Stop service
@ Altova RaptorXML+XEBRL Server r
Exit Altova ServiceController
Run Altova ServiceController at startup

Y0 11:00 AM E

To start LicenseSener, click the Altova ServiceController icon in the system tray, hover over
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Altova LicenseServer in the menu that pops up (see screenshot above), and then select
Start Service from the LicenseSener submenu. If LicenseSener is already running, the
Start Service option will be disabled.

To stop LicenseSener, select Stop Service from the LicenseServer submenu (see
screenshot above).

+ On Linux

To correctly register and license MobileTogether Senver with LicenseServer, LicenseSener
must be running as a daemon on the network. Start LicenseSener as a daemon with the
following command:

[ < Debi an 8] sudo /etc/init.d/licenseserver start
[2 Debian 8] sudo systenttl start |icenseserver
[< CentCs 7] sudo initctl start |icenseserver

[2 CentOS 7] sudo systenttl start |icenseserver

[ < Ubuntu 15] sudo initctl start |icenseserver

[2 Ubuntu 15] sudo systentt!| start |icenseserver

[ RedHat ] sudo initctl start |icenseserver

If at any time you need to stop LicenseSener, replace st art with st op in the above
commands. For example:
sudo /etc/init.d/licenseserver stop

*+ On macOS

To correctly register and license MobileTogether Sener with LicenseSenver, LicenseSener
must be running as a daemon. Start LicenseSener as a daemon with the following
command:

sudo launchctl load /Library/LaunchDaenons/ com al t ova. Li censeServer. pli st

If at any time you need to stop LicenseSener, replace | oad with unl oad in the above
command:

sudo | aunchct!l unl oad /Li brary/LaunchDaenons/

com al tova. Li censeServer. pli st
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2.4.2 Start MobileTogether Server

In order to run MobileTogether Sener, it must be started as a senice. How to do this described
below.

* On Windows

You can start MobileTogether Server via the Altova ServiceController, which is available in the
system tray.

First, click Start | All Programs | Altova LicenseServer | Altova ServiceController to
start Altova SenviceController and display its icon in the system tray (see screenshot below).
If you select the Run Altova ServiceController at Startup option, Altova SeniceController will
start up on system start and its icon will be available in the system tray from then onwards.

ﬂ Altova FlowForce Server k

ﬂ Altova FlowFaorce Web »

B2 Altova Licenseserver 3.1 r

|@ Altova MaobileTogether Server L Start service

@ Altova RaptorXML=XEBRL Server r Stop service
Exit Altova ServiceController

Run Altova ServiceController at startup

'iJ;| i) 11:00 AM

To start MobileTogether Senver, click the Altova SeniceController icon in the system tray,
hover over MobileTogether Server in the menu that appears (see screenshot above), and
then select Start Service from the MobileTogether Server submenu. If MobileTogether
Server is already running, the Start Service option will be disabled.

To stop MobileTogether Server, select Stop Service from the MobileTogether Server
submenu (see screenshot above).

+* On Linux

Start MobileTogether Server as a daemon with the following command:

[ < Debian 8] sudo /etc/init.d/ nmobil etogetherserver start
[2 Debian 8] sudo systenctl start nobil et oget herserver
[< CentCs 7] sudo initctl start nobil etogetherserver

[2 CentOS 7] sudo systenttl start nobil etogetherserver

[ < Ubuntu 15] sudo initctl start nobil etogetherserver

© 2019 Altova GmbH Altova GDPR Compliance Database



14 Standard Installation Start ALS, MTS

[2 Ubuntu 15] sudo systenttl start nobil et oget herserver

[ RedHat ] sudo initctl start rnobil et oget herserver

To set up and configure MobileTogether Server, open its Web Ul (Setup) page by entering
the URL of the Web Ul page in the address bar of an Internet browser: http://
<server | PAddr essOr Nane>: 8085.

Firewall Note
Make sure that the port address is not blocked by your firewall.

* On macOS

MobileTogether Server server daemon starts automatically after installation and a re-boot of
the machine. You can start MobileTogether Server as a daemon with the following command:
sudo launchctl | oad /Library/LaunchDaenons/
com al t ova. Mobi | eToget her Server5. 2. pli st

If at any time you need to stop MobileTogether Sener, use:
sudo | aunchct!| unl oad /Library/ LaunchDaenons/

com al t ova. Mobi | eToget her Server5. 2. pli st

To set up and configure MobileTogether Server, open its Web Ul (Setup) page in one of the
following ways:

e Double-click the MobileTogether Server 5.2 icon in the Applications folder of the
Finder

e Enter the URL of the Web Ul page in the address bar of an Internet browser:
http://<serverl| PAddr essO Nane>: 8085

Firewall Note
Make sure that the port address is not blocked by your firewall.
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2.5

251

Register MTS, SVS with ALS

After you hawe installed Altova LicenseSener, MobileTogether Sener, and StyleVision Server, and
started Altova LicenseServer and MobileTogether Server as senices, you need to register
MobileTogether Senver and StyleVision Senver with License Sener preparatory to licensing them
with License Server.

The subsections of this section describe how to:

e Register MobileTogether Sener@®
e Register StyleVision Server

Register MobileTogether Server

MobileTogether Server must be registered with Altova LicenseServer before MobileTogether Sener
can be licensed. If, during the installation process of MobileTogether Server, you have not
registered MobileTogether Server with Altova LicenseServer, then you can do this subsequently
via the administrator interface of MobileTogether Server, as follows:

1. Open the MobileTogether Server administrator interface by entering in a web browser the
IP address of the machine on which MobileTogether Server is installed, followed by the
port number 8085. For example: htt p: // <nt s-i paddr ess>: 8085.

2. Enter the username r oot and this user's default password r oot .

3. Go to the Settings tab and then to the LicenseServer pane (see screenshot below).

General settings
“Rctwor | Logging | LOAP | 20 | Cche | Sourses | i QUSRS

LicenseServer:

localhost E| bl &

Register with LicenseServer

A

Server is not registered.

4. In the Host combo box, select the machine on which License Server is installed;
alternatively, enter the machine's IP address. The two buttons to the right of the combo
box enable you, respectively, to search for machines on the network that host Altova
LicenseSener, and to enter a host machine's IP address manually.

5. Click Register with LicenseServer to register MobileTogether Server with the selected
License Sener.
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Register MobileTogether Server from the command line
You can also register MobileTogether Server from the command line interface, by using

MobileTogether Server's | i censeserver command. (The commands below assume that Altova
LicenseSernver is installed on a machine named | ocal host .)

On Windows
<Pr ogr anfi | esFol der >\ Al t ova\ Mobi | eToget her Ser ver 5. 2\ bi n\ nobi | et oget her server

| i censeserver | ocal host

On Linux
sudo /opt/ Al toval/ Mobi | eToget her Server 5. 2/ bi n/ nobi | et oget her server

| i censeserver | ocal host

On macQOS
sudo /usr/local / Al toval/ Mbi | eToget her Server 5. 2/ bi n/ nobi | et oget her ser ver

| i censeserver | ocal host

2.5.2 Register StyleVision Server

StyleVision Server must be registered with Altova LicenseSenver before StyleVision Server can be
licensed. If, during the installation process of StyleVision Server, you have not registered
StyleVision Senver with Altova LicenseServer, then you can do this subsequently by using
StyleVision Senver's | i censeser ver command. (The commands below assume that Altova
LicenseSeneer is installed on a machine named | ocal host .)

On Windows
<Pr ogr anti | esFol der >\ Al t ova\ St yl eVi si onSer ver 2019\ bi n\ styl evi si onser ver

| i censeserver | ocal host

On Linux
sudo /opt/ Al toval/ Styl eVi si onServer 2019/ bi n/ styl evi si onserver |icenseserver

| ocal host

On macQOS
sudo /usr/local /Al toval Styl eVi si onServer 2019/ bi n/ styl evi si onser ver

| i censeserver | ocal host
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2.6

License MTS, SVS from ALS

The GDPR Compliance Database is deployed to and runs on MobileTogether Senver. In order to
use the compliance database from MobileTogether Sener, you need to license MobileTogether
Server. This section describes how to obtain a MobileTogether Sener license and assign it to your
installed MobileTogether Sener from Altova LicenseSener.

Note: This section describes the licensing procedure for MobileTogether Sener in detail. The
licensing procedure for StyleVision Sener is exactly analogous.

Licenses for MobileTogether Server and StyleVision Server
You can obtain either:

e afree 30-day evaluation license, respectively, for MobileTogether Sener and StyleVision
Server (Via Altova LicenseServer; procedure described below), or

e apaid MobileTogether Sener license \ia the Altova Online Shop (in case of questions,
contact sal es@l t ova. conj

After obtaining the two licenses, they must be uploaded to the license pool of Altova
LicenseSener and assigned from the License Sener's administrator interface to the respective
products.

Get, upload, and assign a license
This section describes how to:
e Get a free 30-day evaluation license via Altova LicenseSenver,
e Upload the received license to the license pool of Altova LicenseSener, and

e Assign the license to the Altova product.

The uploading and assigning of a paid license is done in the same way as for the evaluation
license described below.

Note: The procedure given below describes the licensing of MobileTogether Sener. The same
procedure applies also to the licensing of StyleVision Senver.

Get a free evaluation license

After you have powered on the \irtual machine, get an evaluation license and assign it as follows:

1. Inaweb browser window, open the web interface of Altova LicenseSener by entering the
IP address of the machine on which License Server is installed, followed by the port
number 8088. So: htt p: // <nt s-i paddr ess>: 8088. The License Sener login page is
displayed (screenshot below).
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ALTOVA | LicenseServer

Please enter password to log in

Initial password is ‘default

Login

2. Enter the initial password def aul t to log in. (You can change the password later in the

Settings tab.)

3. Go to the Client Management tab (screenshot below). You will see that MobileTogether
Server and StyleVision Server are registered with License Senver, but that they are not

licensed.

License Pool QeIELIINELELESELIE Client Monitoring | Settings | Messages(3) | Log Out | Help

Address User Registered Products
x x | All Products

localhosté.localdomair root0 18] MobileTogether Server 5.1 sp1
B StyleVision Server 2019 sp2

Products registered at localhosté.localdomainé by root:0

Request evaluation licenses for server products

] MobileTogether Server 5.1 sp1

[ Limit to single thread execution

Unregister Product

[EJ StyleVision Server 2019 sp2
Show EULA

Max licensed CPU cores

AR E RS VLI M Licenses for 2 CPU core(s) are required.

[ Limit to single thread execution

Unregister Product

Unregister client and all products

The Software License Agreement (EULA) has to be accepted.

4. In the right-hand pane click Request evaluation licenses for server products (see
screenshot above). The Request Evaluation Licenses dialog (screenshot below) appears.

Altova GDPR Compliance Database
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To request a free 30-day software evaluation key code, please enter the required infermation below. The licensing
manager will automatically contact the Altova licensing server, which will fulfill your request and send the key code
to you via email.

IMPORTANT: To receive an evaluation key code all fields must be filled in. Please ensure that your email address is
entered accurately so that the key code can be delivered to you.

For GDPR compliance purpeses, | am a resident/citizen of an EU member country.

Altova MobileTogether Server 5.1 sp

Altova StyleVision Server 2019

MName GDPR Tester
Company Altova GmbH

Erna gdpr.tester@altova.com
L [=]

Request Evaluation Licenses

5. Enter the requested information and click Request Evaluation Licenses.

6.

The requested evaluation licenses will be sent to the email address you entered. Save the
licenses to a file location.

Upload licenses to the license pool of License Server

After saving the licenses to an accessible location on your network, upload the licenses to the
license pool of License Server as follows:

1.

2.

In the License Server interface, go to the License Pool tab (see first two screenshots of
this section, above).

At the bottom of the License Pool tab, click the Browse button of the Upload License
File field.

=]
m
]
L
I
T1
T

Upload Li

Browse... | License (003).altova_licenses Upload

Browse and select the license files that you received by email, and click Upload. The
licenses will now be available in the License Pool.

Assign a license

Assign licenses from the license pool as described below for MobileTogether Sener:

1. Go to the Client Management tab. Click the client in the left pane to display the
MobileTogether Server that is registered for this client.

2. If MobileTogether Senver is installed on a Linux or macOS machine and you have not yet
accepted the MobileTogether Sener license, then the MobileTogether Server entry in the
right-hand pane will contain a button for accepting the license. Accept the license now.
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3. Inthe right-hand pane, click Edit Assigned Licenses (marked in red in the screenshot
below).

Products registered at localhost6.localdomainé by root:0

= Request evaluation licenses for server products @ Unregister client and all products
MobileTogether Server 5.1 sp1

[ Limit to single thread execution

@ Unregister Product

4. In the Edit Assigned Licenses dialog that appears (screenshot below), the
MobileTogether Senver license (that was uploaded to the license pool) will be displayed.
Select it and click Apply Changes.

Product: i€ MobileTogether Server 5.1 sp1

Registered at: localhost

Requires licenses for 2 CPU cores Max licensed CPU cores: 16

# License Type State Key Code Expires in days SMP days left
] 16 CPU Cores Active JB1T2TM-LO4AY 3T 1068 1068 (i ]
Apply Changes

The license will be assigned.

Note: For detailed information about using and configuring License Senwer, click Help in the
License Sener interface.
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Assigning a StyleVision Server license

The licensing procedure for StyleVision Senver is exactly analogous to the licensing procedure for
MobileTogether Server described above.
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2.7

Deploy GDPR Compliance Database

The Altova GDPR Compliance Database and its User Management app, together with associated
files, are delivered as a zipped archive that is downloadable from the Altova website. The zipped
archive contains:

e (@DPR nt p, which is a MobileTogether package containing the compliance database
solution and its data files

e (@DPR Users. nt p, which is a MobileTogether package containing the GDPR user
management app and its data files

e Additional files and folders; these will not be deployed to the server but must, instead, be
copied to the server.

Deployment steps
Deployment consists of the following steps:

1. Unzip the zipped archive to a suitable location on your network

2. Deploy the MobileTogether packages GDPR. nt p and GDPR User s. nt p to MobileTogether
Server

3. Copy all the other files and folders in the unzipped archive to MobileTogether Server

Deploy the GDPR MobileTogether packages (.mtp files)

To deploy the compliance database and its user management app to MobileTogether Server do
the following:

1. Start the MobileTogether Server administrator interface via the URL: htt p: // <nt s-
i paddr ess>: 8085, and log in (see Important Information & for credentials).
2. Inthe Workflows tab of MobileTogether Sener, click Create Container and create a
container named, say, dat al nf or mat i on directly under the root. This is the container on
the server where you will deploy the solution. Alternatively, you can deploy to any other
container you like. If you wish to deploy the solution to the already existing publ i ¢
container, then you do not need to create a new container. (For more information about
how to do this, see the MobileTogether Server user manual.)
In MobileTogether Designer, open the package file GDPR. nt p.
4. You will be asked whether you want to deploy the file. Click Yes. (If you need to, you can
always deploy via the menu command File | Deploy to MobileTogether Server.)
5. Inthe dialog that appears (screenshot below), enter the IP address or network name of
the machine hosting MobileTogether Server, the port number 8085 (which is the port
number for administrator access to MobileTogether Senver), and your login details.

w
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Save Design *
Enter the host name and port of a MobileTogether server to deploy the current design.
Server: | localhost ~ | Port:
User: | root | [Juse ssL
Password: LAl |
Login: Directly e
Global resources
cﬂot:;geuraﬁon: | e - |
Deploy As
Path: | fdatalnformation/GDPR | Erowse
The path must start with & slash character.
Description:
Save design changes on deploying
[ ]Reset persistent dient data on next workflow run
Cancel

6. Inthe Path field (see screenshot above), select a suitable folder on the server to which to
deploy. You can browse for the folder (aka container) that you want. Note that you can
create new containers on the senver (see point 2 above).

7. Click OK to deploy.

8. In MobileTogether Designer, open the the package file GDPR User s. nt p, and deploy it to
the same folder/container on MobileTogether Server as that to which GDPR. nt p was

deployed.

The compliance database and its user management app have now been deployed to
MobileTogether Senver. All you need to do to complete the deployment is to copy additional

resources to the sener (described below).

Copy the SampleData and Reports folders to the server

To complete the deployment of the system you need to copy all the other files and folders from
the unzipped archive—other than the two package files—to the Server-side solution's working

directory of MobileTogether Server. Do this as follows:

1. In MobileTogether Senver, go to the Settings | Sources tab (see MobileTogether Sener
user manual) and note the currently selected solution's working directory.

2. Copy all the files and folders in the top-level directory of the unzipped archive, except the
two package files, to the senver-side solution's working directory (refer also to Important

Information .

© 2019 Altova GmbH
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Note: You can define any folder on the server to be the Server-side solution's working directory,
and copy the resources to this location. Note, howewer, that this location will be the
working directory of all MobileTogether workflows that are deployed on this sener.

This completes the deployment of the Compliance Database and its User Management app. You
can now start the compliance database or its user management app.

Your first step would be to define the users and other settings of the Compliance Database 9.
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2.8 Start GDPR Compliance Database

After the GDPR Compliance Database has been deployed to MobileTogether Senr, it is used as

follows:

Start its user management app to set up users of the system and certain system
settings.

Users that have been defined in the user management app can start and access the
compliance database.

Both the compliance database and its user management app are started by entering their
respective URLs in a web browser. These are, respectively:

Note:

Note:

Note:

http://<i p-address-of - Mobi | eToget her Ser ver >: 8084/ r un?d=/ publ i ¢/ GDPR
http://<i p- addr ess- of - Mbbi | eToget her Ser ver >: 8084/ r un?d=/ publ i ¢/ GDPR Users

As part of the process of configuring the system, users are sent the URL to access the
compliance database.)

The port number 8084 is the default client port of MobileTogether Sener, that is, the port
that has been configured on MobileTogether Server to be open to client traffic. You can
change the client port in the MobileTogether Server administrator interface. See the online
MobileTogether Server manual for more information.

How to do work with the compliance database is explained in the following parts of this
guide. How to work with the user management app is described in the User Management
section® of the User Guide part of the Altova GDPR Compliance Database
documentation.
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2.9

Important Information

Altova LicenseServer
Required in order to license MobileTogether Senver and StyleVision Server

e Altova LicenseServer web interface: htt p: // <Li censeSer ver - i paddr ess>: 8088
e Altova LicenseServer initial password: def aul t

Note: The initial password can be changed in the Settings tab of License Sener.

MobileTogether Server administrator interface
Provides access to MobileTogether Server settings.

e URL: http://<Mobil eToget her Ser ver - i paddr ess>: 8085
e Default user: r oot
e Default password: r oot

Note: To be able to log in to the administrator interface of MobileTogether Server, the username
must be one that has administrator rights. A user named r oot is pre-defined and has
administrator rights. So you can log in with administrator rights for the first time as r oot .
You can change the password of r oot in the Users and Roles tab of the administrator
interface. In this tab, you can also create additional users with different privileges.

MobileTogether Server solutions directory location

The sener-side solutions directory is the physical folder location on the server to which solutions
are deployed (from MobileTogether Designer). This folder is specified in the Settings tab of
MobileTogether Senver (see Deploy the Solution to MobileTogether Server). Once this setting
has been specified, all deployed files will be saved to this location. After deploying the solution,
you must also manually save the Sanpl eDat a subfolder from the unzipped folder of GDPR files to
the server-side solution's working directory. (The Sanpl eDat a subfolder contains the SQLite
database in which the GDPR metadata will be stored.) You can set any folder on the server to be
the server-side solutions directory. The location of the default MobileTogether Server solutions
directory on Windows, Linux, and macQOS, respectiwely, is given below.

On Windows
C:\ Progr anDat a\ Al t ova\ Mobi | eToget her Server\ Sol uti onFi | es

On Linux
[ var/opt/ A toval/ Mbi | eToget her Server/ Sol uti onFi | es

On macOS
/usr/local /Al toval/ Mbil eToget her Server/ Sol uti onFi |l es

Note: The ProgranDat a folder is by default a hidden folder on Windows systems. So you will
need to change the option of Windows Explorer that hides folders.

Altova GDPR Compliance Database
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MobileTogether Server client interface

http://<Mobi | eToget her Ser ver - i paddr ess>: 8084

Note: The port number 8084 is the default client port of MobileTogether Server. You can change
the client port in the MobileTogether Server administrator interface. See the online
MobileTogether Server manual for more information.

GDPR Compliance Database
The URLs of the GDPR Compliance Database and its user management app are, respectively:

e http://<MbileToget her Server-i paddr ess>: 8084/ run?d=/ publ i ¢/ GDPR
® http://<Mobil eToget her Server-i paddr ess>: 8084/ r un?d=/ publ i ¢/ GDPR Users

Note: The container names publ i ¢/ GDPR and publ i ¢/ GDPR User s are assumed to be the
containers where the GDPR Compliance Database and its user management app have

been deployed @_
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Online user manuals of Altova products
These are available at the Altova website:

e Altova LicenseSeneer: https://wwv. al t ova. cond docunent at i on#l i censeser ver
e MobileTogether: htt ps://wwv. al t ova. coni docunent at i on#nobi | et oget her
e StyleVision Server: htt ps://ww. al t ova. cond docunent at i on#st yl evi si onser ver
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3 User Management

The compliance database has been designed to be used in a distributed way across an
organization. Multiple GDPR compliance monitors, who are based in different departments of an
organization, individually maintain parts of the organization-wide system. Together, they contribute
to a single unified system that provides an oveniew of the organization's use of personal data.

With this design goal in mind, the Altova GDPR Compliance Database is deployed to a sener,
from where it is accessed and updated by its distributed users. The setup is a simple procedure,
and inwlves the following: (i) deploying the Compliance Database to a special sener, Altova's
MobileTogether Sener; (ii) defining authorized users of the system and other system settings; (iii)
sending users their credentials and access information.

This section describes the setup procedure and is organized as follows:

e System Prerequisitesn

e Deploy the Compliance Database &

e Define System Users and Settings

e Send Access Information to System Users &
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3.1

Define System Users and Settings

The User Management app of the Compliance Database enables you to do the following:

Create users of the Compliance Database system and configure key user properties,
such as password and email.

Define the date format that will be used in the Compliance Database.

Define system-wide email settings.

How to create and edit these definitions is described below.

Open the User Management app
There are two ways to open the User Management App:

Enter the URL of the app in a browser. The URL has this pattern: ht t p: <ser ver -

addr ess>: 8085/ r un?d=/ <pat h-t o- conpl i ance- dat abase- cont ai ner >. Note that 8085
is the default port for administrator access to the sener; if you have changed this default
setting in the settings of MobileTogether Senver, then enter the correct port. Here is an
example URL: http://127. 0. 0. 1: 8085/ r un?d=/ publ i ¢/ GDPRUser s. The URL of the
app can be obtained from the Workflows tab (see next point).

Access the Web Ul of MobileTogether Server. (For information about how to do this, see
https://www.altova.com/manual/MobileTogether/mobiletogetherserveradvanced/

mts webui workflows.htm.) Go to the Workflows tab and then to the container to which

you deployed the GDPRUser s. nt d app. Locate the app in the list of deployed apps, and
click the link in the app's Run in Browser column.

The User Management app will open in a browser.

Adding new users and editing user properties
The interface of the User Management app will look something like the screenshot below.

Active Users

Login

ALTOVA®

/C) GDPR Compliance
Database

To add a new user and edit the user's properties, click New User and, in the screen that appears
(screenshot below), enter the new users's details.
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Login | johnsayer

Email | john sayer@altova.com

Mame | John Sayer

Enter new passwaord

User has to change password on first login

Assessor of data

Disabled from use of GDPR system

The following user properties can be set:

o I&;}in: The login name, which can also be an email address (but see also Email settings
below)

e Email: An email address, in case the login is not an email address

¢ Name: The name of the user

e Enter new password: Check this option to enter an initial password for the user, and then
enter the new password in the Password field that appears

e User has to change password on first login: Forces the user to select a password not
known to the administrator

e Assessor of data: Specifies that the user can authorize requests to modify the data
classifications of data categories

e Disabled from use of GDPR system: Disables the user from using the system for as long
as this setting is selected

When you are done, click Save to DB to finalize the addition of the user to the system.

After a user has been added, that user's properties can be maodified. Clicking the Edit icon of that
user in the opening interface window opens the user properties screen (screenshot above), where
edits can be made and the changes sawed to the Compliance Database.

Date format and email settings

In the opening screen, there are buttons to open, respectively, a screen for date format settings
and a screen for email settings.

Date format settings
The date format you specify here will be used to represent dates in the Compliance Database.
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First, select a date format from the available options. Next, specify the format of individual parts of
the date. The first and second splitters refer to the separator between, respectively, the first and
second date components, and the second and third date components. For each splitter, you can
select one from a slash, period, comma, dash, or empty space, and you can optionally add extra
space. Click Save to finalize the format.

Email settings
The email settings screen (screenshot below) enables you to:

e Specify whether users are notified by email when a new message is sent to them @@
within the Compliance Database system.

e Set up email addresses from the Email property of user definitions (the default) or the
Login property of user definitions. Note that this is a global property. As a result, email
addresses for all users must be entered either as the value of the Login property or the
Email property; they cannot be entered as the value of Login for some users and the value
of Email for other users.

Email settings X

Motify users by email when they get a new message

Use own email field Use Login as email address

These settings can be changed at any time. Note that any change of these settings is applied as
soon as you leawve the screen; there is no need to explicitly save any change.
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3.2

Send Access Information to System Users

After the Compliance Database has been deployed to the sener® and configured, the URL of
the Compliance Database on the sener can be sent to users of the system, ideally as a link.
When a user opens the resource that is stored at the URL location, the user login page of the
Compliance Database is displayed, Users can now log in (with login name and password), and
use the system.

The URL of the deployed Compliance Database is displayed in the Run in Browser column of the
Workflows tab (see screenshot below). This is the URL that accesses the Compliance Database,
and opens the login page of the system.

B/ o ) public © gdpr Search Recursive
. Design Global Resource i Automated -
N D | Ri B
|:| ame escrip Vexsion = Last Deployed on Configuration Persistent Data T un in Browser
O GDFR 5.0 2019-01-11 12:17:30 Default ~ http://127.0.0.1:8085/run?d=
D GDPR Users 5.0 2019-01-10 09:01:36 Default ~ http://127.0.0.1:3085/run?d=

After users in the organization have received (i) the URL of the Compliance Database and (i) their
respective access credentials, multiple users can independently access the system and update
the compliance metadata.

For information about how the Compliance Database works and how to use it, see the following
sections of this documentation.
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4 General Information about the Compliance Database

This section provides an oveniew and outline of how the Altova GDPR Compliance Database
works. It is organized into the following sections

o Terminology: Lists key terms used in discussing GDPR, especially as these terms
are used in the context of the Altova GDPR Compliance Database.

e How the GDPR Compliance Database Works €D. provides a broad outline of how the
compliance database is to be used.

e Oweniew Page: Explains how to navigate with reference to the Oveniew page, which is
the central page from which all other pages may be reached.

¢ Nawgational Links @: Provides a diagrammatic description of the navigational links
between pages.

e Metadata Relationships: Provides a diagrammatic description of the relationships
between the metadata on different pages.

e Login and Logout: How to log in and out of the compliance database

Altova GDPR Compliance Database © 2019 Altova GmbH



General Information about the Compliance Database Terminology

35

4.1

Terminology

The terminology used in the Altova GDPR Compliance Database is first explained in a descriptive
text that shows the meaning of key terms in context. The key terms are shown in bold. These
descriptive paragraphs are followed by a list of term definitions.

Descriptive text containing explanation of key terms

Personal data (also called data for short) is collected by an organization or some such similar
entity. Such an entity is known as a data controller—because it is solely responsible for
controlling the data that it collects. A data controller is typically a commercial company. The
collected data is stored physically in a data storage entity (such as a file or a database), and is
used by the organization for specific purposes. For each of these purposes, the data is processed
differently (usually via a computer application). Each processing method is known as a
processing activity.

A data controller might sell or pass some of the data it collects to an external entity. The following
scenarios are possible:

e [fthe data is sold to the external entity, then the external entity itself becomes a data
controller of the data it bought and is responsible for the data it now has in its
possession.

e [fthe external entity uses a processing activity to process the data for the data controller
—that is, the processing activity is outsourced—then the external entity is known as a
data processor. In this case, a contract between the two parties must specify how the
data will be processed and the level of responsibility undertaken by the data processor.
Howewer, overall responsibility for the data in such cases lies with the data controller.

e [fthe external entity does not process the data, it is known as a data receiver. The data
controller is responsible for data it passes to a data receiver.

In order to monitor the (personal) data that it collects, an organization might set up a GDPR
system, such as the Altova GDPR Compliance Database, which uses information about the
personal data that the organization collects, such as the type of personal data, the source of the
personal data, etc. Such information about personal data is known as GDPR metadata (or
metadata for short). Metadata includes: (i) information about the organizational structure of the
data controller, (ii) information about the data that is collected, and (jii) information about the
processing activities that process the personal data. The Altova GDPR Compliance Database
provides a system for organizing and presenting GDPR metadata, thus enabling a data controller
to have a continuous and thorough oveniew of the personal data that it has collected.

General terms

Data and metadata

Data refers to the personal data collected by a data controller. Metadata refers to information
about the personal data (such as the source of the personal data, departments of the organization
that process personal data, etc).

Data controller

An entity (company, organization, person, etc) that collects or buys personal data for business,
research, or other use. A data controller is responsible for protecting the data it has collected or
bought, and it should maintain a system that provides an oveniew of all the data it has collected
and stored.
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Data processor
An entity (company, organization, person, etc) that receives data from a data controller and

processes it for the data controller. Typically, a data processor is a sub-contractor of a data
controller, and receives data in order to provide some senvice to the data controller.

Data receiver
An entity (company, organization, person, etc) that receives data from a data controller, but does
not process it for the data controller.

Data protection officer

A data protection officer is a data professional who is designated as the person responsible for
ensuring that the GDPR is correctly applied and that personal data held by the organization is
protected. Data protection officers are especially a requirement when the data processing involves
regular monitoring of data, or large amounts of data, or sensitive data.

Terms related to organizational structure

Department
A department in an organization, which, in the GDPR context, processes personal data..

Department role
Department roles are used to describe who has access to data of a specific data category.

Assigning a department role rather than a specific person to a data category provides the system
with a long-term resilience that is not affected by personnel changes. For example: an Accounts
department might have the following roles: (i) Accounting Manager, (ii) Accountant, while an IT
department might have these roles: (i) IT Manager, (ii) Helpdesk Engineer, (iii) Security Engineer,
(iv) Backup Engineer. These department roles are then used to specify access to the data
categories.

Person

GDPR requires that a specific person be responsible for a specific processing activity. This
relationship (between person and processing activity) is defined by associating the person with a
department role. The department role is linked via a data category to the processing activity. So:
Person --> Department Role --> Data Category --> Processing Activity.

Terms related to data-processing activities

Processing activity

An application or set of procedures that processes personal data for a specific purpose. For
example, an application that sends promotional mailers to a company's newsletter recipients; it
processes data of the newsletter recipients.

Data storage entity
A physical storage system where personal data records are held. Typically, this would be a
database or a file.

Terms related to the description of personal data

Data classification and values of a data classification

A data classification is defined by you. It is a criterion that describes some aspect of the
collected data. Each data classification has its own set of allowed values. For example, one
classification might indicate the relationship to the person who is the subject of the data, with
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possible values being employee, customer, partner, etc; another classification might be the type
of consent obtained for collecting the subject’'s data, with possible values explicit (with contract),
explicit (outside contract), parental, etc. Data classifications are defined for the entire system.

Data category
You can define a data category at as broad or narrow a level as you like. For example, you can

define one single customer-contact category to cover a customer's name, address, telephone
number, and email address. Alternatively, this data can be described through four data categories
(name, address, telephone, email), or six data categories (hame, street, city, country, telephone,
email). The definition of every data category consists of multiple data classifications, where each
classification is given a value. The advantage of having fewer data categories is that the overall
number of data classifications you will have to define will also be fewer. The disadvantage of
having fewer categories is that the data might be not be adequately described.

Data usage classification and values of data usage classification

How a processing activity uses a data category is defined through data usage classifications
(not the same as data classifications, which are described abowe). A single data category might
be used by more than one processing activity, with each processing activity using the data
category in a specific way. The procedure works as follows: (i) A number of data usage
classifications are configured at system level, for each of which a set of allowed values are
defined; (ii) When a data category is selected for a processing activity, the data category is
defined by selecting one or more allowed values for each of the system'’s data usage
classifications. For example, a data usage classification named Data Transfer might be
configured to specify where the data of a data category will be processed: (i) within the
organization's physical premises (a value of, say, Internal processing), or (ii) sent to an external
processor (a value of, say, External processing). When the data category of a processing activity
is defined, the appropriate value of the Data Transfer data usage classification is specified for this
data category when it is used by that processing activity.

Terms specific to Altova GDPR Compliance Database

Approval request and authorization

If a data classification is added to a data category, or if an existing classification of a category is
modified, then approval of the addition/modification can be requested by the person making the
change. An authorized person can then approve the change. Since data categories are crucial for
monitoring the data-protection requirements of the data held in the system, the approval process
helps to centralize control and to keep track of changes to an important component of the
system.
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4.2

How the GDPR Compliance Database Works

The Altova GDPR Compliance Database's working mechanism can be thought of as being a user
interface that provides functionality to deal with relevant aspects of the meta-information pertaining
to the personal data that an organization collects. In the framework of the Compliance Database,
this meta-information can be grouped into the following inter-related components:

e Metadata: This is information about personal data held by the organization, and it can be
of two kinds. (A) Descriptive information about the data (for example: source of data,
whether data is encrypted, etc.); (B) Information about how the data is related to physical
aspects of the organization (for example: what is the storage medium of the data, who in
the organization is responsible for the data, etc.). Note that while data refers to the
personal data collected by the organization, metadata refers to GDPR-related information
that describes the personal data.

e Approvals: An internal approvals system for changes made to key metadata. For
example, if a user of the compliance database assesses that the encryption lewvel of a
data category needs to be changed, then that person can create an approval request
directly in that data category. When a person authorized to make the change approves
the request, the change is applied to the data category. Furthermore, these changes—in
our example case, to the data category—are logged and can be read subsequently in the
change log of that metadata item—in our example, the data category.

e Reports: Functionality to generate various types of reports about the metadata contained
in the compliance database. For example, a report that lists the processing activities, or
one that lists all the pending approval requests.

e Administrative: Functionality to conduct database-internal discussions of issues that may
arise, and to track changes to metadata. For example, if a user has a question about the
protection lewvel of data in the Billing Address data category, then the user can initiate a
discussion from within the Billing Address data category and invite selected users to
participate in the discussion. The invited participants can be automatically notified by
email. Discussions are grouped under their respective metadata items and can be viewed
subsequently. Note also that a discussion about, say, a data category, will not only be
listed under that data category; it will also be listed at higher levels: (i) under all data
categories, and (ii) all metadata items of the compliance database.

The Altova GDPR Compliance Database implements these goals through a network of pages that
sene as input and/or display mechanisms for metadata or for the other functionality listed abowe.

Metadata input and display

A number of the compliance database's pages provide an interface for entering and displaying
metadata. The metadata that is entered in these pages builds a network of relationships across
pages, and this provides the metadata with an internally coherent structure. Consequently, a
major part of the work related to the compliance database is to enter the relevant metadata; the
internal linkages are built automatically.

The following metadata is used to build up the compliance database

e Company Information
o Departments ©&: The departments in the company that process personal data. Within
each department, roles are created. For example, within the Accounting department,
two possible roles are Salaries and Sales revenues. A role can be associated with one
or more persons. A role is also associated with one or more processing activities. A
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department role thus builds a relationship between a processing activity and a person.
In order to specify that a certain person is involved in a certain processing activity, the
person is assigned to the relevant department role. In this way, personnel changes are
easily accommodated.

o Persons &: Contact data and description of company personnel who are involved in
processing personal data. Each person is assigned to a department and to a role in
that department.

e Data information

o Data Classifications €: These are the criteria that you will define and that will be used
across the system to describe data. For example: the encryption level of a piece of
data can be a data classification. In a specific data category, the encryption data
classification is given a specific value (for example: No encryption required).

o Data Usage Classifications €: These are criteria that specify how a data category will
be used by a processing activity. For example: a data usage classification might
specify the location where a certain processing activity processes a certain data
category (for example: in-house or externally). Multiple data usage classifications are
defined at the system lewvel. When defining how a processing activity processes a data
category, each relevant data usage classification of the processing activity is given a
value. These values describe aspects of how that processing activity processes a given
data category.

o Data Controllers, Processors, Receivers €: Contact information and description of
external entities with which the company shares collected data in any way. If the
external entity processes data for the company, it is linked to the company via the
relevant processing activity.

e Data properties and relationships

o Data Categories €9 A data category defines the data that is collected. For example,
you can define a data category that describes customer address data. The data
category definition consists of the data classifications of the system, with each data
classification being given a specific value. For example, the data category for customer
addresses can be defined so that the data classification that describes the source of
this address data is set to a value of something like Online customer submission.

o Data Storage Entities € This metadata is applied to a data category and defines the
type and location of the physical data storage facility that is used to hold data that
belongs to the specified data category. For example, a data category of customer
address can specify that the data storage entity of this category's associated data is a
file at a specific URL.

o Define Processing Activities €. A processing activity typically processes multiple data
categories. For each of these data categories, the values of the system's data usage
classifications describe how this data category is processed. For example, consider
that (i) there exists a processing activity named Frequent Buyer, which processes a
data category named Customer's Monthly Income, and (ii) there exists a mandatory
data usage classification in the system named Purpose of processing. This data usage
classification, since it is mandatory, will appear in the definitions of all data categories
that are assigned to any processing activity, and will need to be given a specific value
in each data-category definition. For example, the Purpose of processing data usage
classification of our example could be given a value of EU law. This indicates the
purpose of processing of the Customer's Monthly Income data category, when this data
category is processed by the Frequent Buyer processing activity.

For a description of how to enter metadata, see the section GDPR Metadata@®.
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Approvals

The most important meta-information about a processing activity (that processes personal data) is
the data category of the data that is processed. When a change is made to a data classification
of a data category, the change can be submitted with an approval request. The approval request is
logged within the compliance database, and can be approved by an authorized person.

The Approvals mechanism enables overs%at as well as keeps track of changes made to the
structure of the metadata. See Approvals for a description of the Approvals system.

Reports

The compliance database enables the following reports to be generated: (i) about metadata, on
the basis of processing activities , and (ii) about approval status of a category's classifications.
See the section Regorts for information.

Administrative

The compliance database provides functionality to track changes to metadata and to search for
text on compliance database pages. These are described in the section Additional Features
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4.3 Overview Page

On successfully logging in, the compliance database's Overview page is displayed. This page
provides links to all the other pages of the compliance database, and is therefore central to

navigating the compliance database.

Discussions Changes

Company Information

Hame MNanonull GmbH
Address 25 Main Street, 1190 Vienna, Austria
Email datacontroller@nanonull.com

Phone +43 (1) 555 5555

Data Categories

9 entries svailable

Data Storage

2 entries available

Processing Activities

3 entries available

Open Approval Requests

10 entries available

Completed Approvals

4 entries available

Reports

ALTOVA®
/.@ GDPR Compliance
Database

Configure.

=

4 @ B @ H @ H B B
1 00000

The Oveniew page provides links to the following pages:

e Configuration page: For defining (i) the organization's departments, (ii) the persons
responsible for maintenance of data, (jii) data classifications that will be used to build
data categories, (iv) data usage classifications, and (V) external entities that process data
for the organization. Click Configure at top right to go to the Configuration page.

e Data Categories page: Lists the data categories that are used to specify properties of the
data that processing activities process (processing activities are applications that
process personal data). Via this page you can add, modify, and delete data categories.
On the Owveniew page, click the items's Manage button (see screenshot above) to go to

the Data Categories page.

e Data Storage page: Lists the organization's data repositories. Via this page you can add,
modify, and delete data repositories. On the Oveniew page, click the items's Manage
button (see screenshot above) to go to the Data Storage page.

e Processing Activities page: Lists processing activities (which are applications that
process personal data). On this page you can add, modify, and delete processing
activities. On the Oveniew page, click the items's Manage button (see screenshot

above) to go to the Processing Activities page.

© 2019 Altova GmbH

Altova GDPR Compliance Database



42 General Information about the Compliance Database Oweniew Page

e Open Approval Requests and Completed Approvals pages: Lists, respectively, (i)
approvals that have been requested but not authorized, and (ii) approvals that have been
authorized. On the Oveniew page, click the respective item's Manage button (see
screenshot above) to go to the respective page.

e Reports page: Provides links to configure and generate different types of reports.

e Discussions page: Shows all discussions carried out within the system. On the Oveniew
page, click Discussions at top left (see screenshot above) to go to the Discussions
page.

e Changes page: Shows all modifications to information held in the system. On the
Oweniew page, click Changes at top left (see screenshot above) to go to the Changes

page.

Returning to the Overview page

Since the Oveniew page is the access point for all pages, you must often return to the Ovenview
page in order to navigate to another page of the compliance database. To return to the Oveniew
page, click Back at the top right of the page that you are on. If the page you are on is twice
removed form the Oveniew page, then click Back twice to return to the Oveniew page. For a
diagragof links to navigate the pages of the compliance database, go to the section Navigational
Links €&,

Logging out of the system

At the bottom of the Oveniew page will be a line: You are logged in as <User Name>. Click the
user name and, then, Yes to log out.
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4.4  Navigational Links

The diagram below shows how the pages of the compliance database are linked, starting from the
Oweniew page.

Navigation from the Overview Page /'{ Department ]
- Roles
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Data =

Categories y, ersons
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Data
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Data
Storage Classifications
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Rights — // _ _
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Processing 4 Data Usage
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Data
l Categories. yd - .
/. i
/’ Data Controllers,
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Navigate from the Overview page to: On the Overview page:

® Define data properties and processing activities * Gotothe page containing details about the
* Create and review approval requests Company / Data Controller

® Generate reports ® Click Configure to go to pages for configuring

information about the company and metadata

The Oveniew page is the central page for navigation:

e From the Oveniew page, you can go to a page to edit information about the data
controller (your company).

e On the Oweniew page, you can click the Configure button to go the Configuration page,
where you can configure information about the company (persons, departments, and
department roles) and metadata (data classifications, data usage classifications, and
data controller, processors and receivers).

e From the Oveniew page you can go to pages for defining data categories, data storage
systems, and processing activities.

e The Oveniew page also provides access to pages where approvals can be viewed and
displayed, and where reports can be configured.
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4.5

Metadata Relationships

The relationships between metadata on different pages of the compliance database are shown in
the diagram below.

Metadata relationships
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These relationships are built up as follows:

Metadata is entered in the respective pages. For example: the departments of a
company, the roles of a department, and the persons of a company.

When certain kinds of metadata are being defined, other metadata that is relevant for the
definition and that has already been entered is available for selection in the definition's
parameters. For example, when a person is being defined, the departments that have
already been entered will be available for selection. The person is thus defined to belong
to the selected department: a relationship is built automatically. This relationship, where
one type of metadata is available for selection in another, is shown with red arrows in the
diagram abowe.

Once the network of relationships has been built, one type of metadata is displayed
reflexively in other types of metadata. This type of relationship is shown with blue arrows
in the diagram abowve. For example, once a person has been selected as the responsible
person of a processing activity, then that processing activity is automatically displayed in
the definition of that person.
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4.6 Login and Logout

Logging in
The Login screen is the first screen that is displayed when the GDPR Compliance Database is
started. Enter your user name and password, and then click Login.

Logging out
To log out of the system, do the following:

1. Go to the Oveniew page.
2. At the bottom of the page will be a line: You are logged in as <User Name>. Click the

user name and, then, Yes to log out.
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5 GDPR Metadata

As described in the topic How the Compliance Database Works, an important part of building
up a GDPR compliance system with the Altova GDPR Compliance Database is to enter the
relevant GDPR metadata. (Note that while data refers to the personal data collected by the
organization, metadata refers to GDPR-related information that describes the personal data.) This
metadata comprises not only information about the personal data that is being collected, but also
information related to the structure of the organization collecting the personal data: the
departments, persons, external entities, and storage locations involved with the processing of
personal data held by the organization.

This metadata is entered via different pages of the compliance database, and the different pieces
of information are built up by the compliance database into an internally held network of metadata
relationships. This section describes how to enter these different items of related metadata. It is
structured as follows:

e Information about the company (the data controller)

e Company informationm, which consists of departments that process personal datam,
and people in these departments who are responsible for the data and metadata

e Information about the collected data®: this information is structured by identifying and
defining data classifications , each of which is a criterion for describing personal data.
Additionally, information about any external data processor that uses the collected
data in any way is also recorded

e Data categories are needed so that the data used by each processing activity can be
properly described. A data category is defined by assigning specific values for the
data classifications that comprise the category.

e Data storage entities @ define the physical aspect of data storage, such as location and
medium

e The Processing Activities section® describes how processing activities (applications
that process personal data) are defined

Altova GDPR Compliance Database © 2019 Altova GmbH



GDPR Metadata Define the Company 47

5.1 Define the Company

The Company Information item contains information about the entity (company, organization,
person, etc) that is collecting or processing the personal data that you want to place under GDPR
compliance. Note that companies can be data collectors € in some processing activities and

data grocessors in others.

Company Information

Name Manonull GmbH

Address 25 Main Street, 1180 Vienna, Austria
Email datacontroller@nanconull.com
Phone +43 (1) 555 5555

To enter or edit information about your company, go to the Oveniew page, click the Edit button of
the Company Information item (see screenshot above) and edit information in the screen that

appears. Click Save when done.
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5.2 Configure Company Information

This section describes how to configure company-related information that will be used in defining
various aspects of the GDPR compliance system:

e Onthe De[gar‘cmentseB page, you can configure the various departments that are involved
in maintaining or processing personal data.

e On the Persons page, you can configure the persons who are involved in maintaining
or processing personal data. Each person is assigned to a department and a department
role.

To access these two pages, do the following:
1. Onthe Oweniew Qage, click Configure. The Configuration page appears.

2. In the Company Information section of the Configuration page (screenshot below), click
the respective Manage button of the Departments or Persons item.

Company Information

pepanments =

4 enfries available

Fersons =

8 entries available

Example

In this section, we will show how to configure information about the company's departments ,
department rolesm, and persons that are inwlved with the personal data collected by the
company. In our example company, named Nanonull GmbH, we first create four departments
(Accounting; Human Resources; IT; Sales & Marketing; see screenshot below), each having one
or two department roles (as shown in the screenshot below), making for a total of seven
department roles.
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5.2.1

Departments X

Department Desoription
Comment
Accounting Management of company finances 410

Roles in Accounting

Salaries Payroll management
Sales Revenues Accounting of sales revenues
Human Resources Responsible for employee affairs ral

Roles in Human Resources

Employee Data Personal data of company employees

T Maintainenance of company network and IT resources 4 10

Roles in IT

Metwork and Technology Manage computer and network resources

Software Manage internal software resources

Sales & Marketing Building and maintaining customer and partner relationships ral

Roles in Sales & Marketing

Customer DB Maintenance of customer database

Mailers Sending promotional emails

After that, we create entries for Qersons who are involved with the personal data collected by
the company. (This inwolvement could be in the form of data maintenance or processing of data.)
Note that the entries for persons are at a company-wide level. Each person is then associated
with (i) a department, and (ii) a department role. After the association between a person and a
department role is made, the person will be listed in the respective department as being assigned
to the selected department role. In our exa ée we create six persons and assign them to six
different department roles (see the Persons section).

Departments

All departments that are involved with the processing of personal data should be added to the
compliance database. Each department must have department roles, which are functions that are
carried out in the department. The department roles that are of significance to the compliance
database are those that involve the use of personal data. For example, in the Accounting
department, one role that uses personal data would be that for processing salaries (personal data
of employees); another might be that for maintaining the accounts of sales revenues (personal
data of customers).
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Note that access rights to the data categories of a processing activity are specified by way of
department roles. This is significant because persons are assigned to department roles. These
associations build a relationship between persons and processing activities: Person -->
Department Role --> Data Category --> Processing Activity. An important point to note is this:
Since persons are not directly assigned access rights to data categories—but indirectly via
department roles—personnel changes in the company will require only minimal updates of the
compliance database (namely, in the definition of Persons only).

Create/edit Department information
To create/edit Department information, do the following:

1. On the Oveniew page, click Configure.
2.  On the Configuration page that appears, click the Manage button of the Departments
item. The Departments page (screenshot below), which lists all the defined departments,

is displayed.
Departments X
Department Description
Cocmment
Accounting Management of company finances 4 M
Roles in Accounting
Salaries Payroll management
Sales Revenues Accounting of sales revenues
Human Resources Responsible for employee affairs 4 m
Roles in Human Resources
Employee Data Perzonal data of company employees
IT Maintainenance of company network and IT resources 4 M
Roles in IT
Metwork and Technology Manage computer and network resources
Software Manage internal software resources
Sales & Marketing Building and maintaining customer and partner relationships ra|
Roles in Sales & Marketing
Customer DB Maintenance of customer database
Mailers Sending promotional emails

3. To create a new department, click New Department. To edit a department's information
or delete a department, click the department's Edit or Delete icon, respectively.

Edit Department information

When you click New Department or the Edit icon of a department, the individual department's
screen is displayed. Here you can edit information about the department (see screenshot below).
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Department Accounting “

Name & Description

Name Accounting
Bes=iption | \1anagement of company finances
Comment

Department Roles

Mame Dresoripticn Comment

Salaries Payroll management S0

Persons assigned to Salaries role

Barbara Hofer

Processing activities accessible by Salaries role

Employee Salaries Contracted to 123 Paychecks GmbH

Sales Revenues Accounting of sales revenues 40

Persons assigned to Sales Revenues role

Annette Wenz

Processing activities accessible by Sales Revenues role

Invoices Creates and sends invoices for custon invoices exported fo sccounting system

The department must have at least one Role property (since it is in at least one role that a
department fulfills its function as a user of personal data). Add a new role by clicking New Role
(see screenshot above). To edit or delete a role, click its Edit or Delete icon, respectively. Click
Save when done. In the screenshot above, the Accounting department has two roles: Salaries
and Sales Revenues.

Note: The department role/s to which a person is assigned is defined as a property of the
Person®?,

Relationships with other metadata
A department has the following relationships with other metadata:

It can be selected for... Which sets up...
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Persons & The department to which a person belongs.
Processing activity > Access Which departments have access rights to the processing
rights activity.

A department role has the following relationships with other metadata:

It can be selected for... Which sets up...
Persons € The department role to which a person is assigned. The

person is displayed reflexively in the department role (see
screenshot above).

Processing activity > Access Which department roles have access rights to the
rights processing activity. Th processing activity is displayed

reflexively in the department role (see screenshot above).

5.2.2 Persons

All persons that are involved with the use of personal data should be added to the compliance
database. A person must be assigned to a department and a department role so that the
compliance database's information can be properly structured. There are two types of person:

e Responsible persons: A responsible person is assigned to a processing activity and is
responsible for: (i) how it works, (ii) determining who has access to relevant data, (iii) any
other matters related to the processing activity. These are the persons who are relevant
for GDPR conformance reports. They are assigned to department roles.

e Users of personal data: This information is not relevant for GDPR conformance reports but
provides a convenient oveniew of the roles of persons in each department; it also
indirectly indicates—\ia associated processing activities—to which data these persons
have access. Just as for responsible persons, users are assigned to department roles.

If a department role is assigned to a processing activity, it means that the persons in this
department role will have access to the data used by the processing activity. In the compliance
database, the description of a department lists each department role together with the persons
assigned to the respective department roles (see Departments ).

Example
If (i) a person in the Accounting department is assigned to that department's Salaries role, and (ii)

the Salaries department role is assigned to the Employee Salaries processing activity, then that
person has access to the data used by the Employee Salaries processing activity. If, additionally,
this person is defined as a Responsible Person of the Employee Salaries processing activity, then
this person is accountable for the Employee Salaries processing activity and protection of the
data used by Employee Salaries.

In our example, we create six persons and assign them to six different department roles (see
screenshots below).
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Create/edit Person information
To create/edit Person information, do the following:

1. On the Oveniew page, click Configure.

2. On the Configuration page that appears, click the Manage button of the Persons item.
The Persons page (screenshot below), which lists all the defined persons of the entire
organization, is displayed.

Persons X o —
Mame Role (Department) E-mail Phone
Annette Wenz ~ Sales Revenues (Accounting) annette wenz@nanonull.com 341 s M
Barbara Hofer  Salaries (Accounting) barbara.hofer@nanonull.com 345 s 0
Jason Brown Network and Technology (IT) jason. brown@nanonull.com 856 40
Jaya Okri Employee Data (Human Resources) jaya.okri@nanonull.com 712 S0
Miki Devgood Customer DB (Sales & Marketing) niki.devgood@nanonull.com 423 |
Robert Arroz Mailers (Sales & Marketing) robert.arroz@nanonull.com 454 s 0

3. To create a new person, click New Person. To edit a person's information or delete a
person, click the person's Edit or Delete icon, respectively.

Edit Person information

When you click New Person or the Edit icon of a person, the individual person's screen is
displayed, in which you can edit the person's information (see screenshot below).
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Person

Personal Data

= Barbara Hofer

Department l.i'\ccuunting

Role lSaIaries

Comment

barbara.hofer@nanonull.com
E-mail

345
Phone

Data Protection Officer

Responsible for Processing Activities

Mame Desoription

Comment

Invoices Creates and sends invoices for customer orders

Invoices exporied (o accounting syestem

Note:

A Person item has the following properties:

e Department: Select one from existing departments, or create and select a new

department

¢ Role: Select one from existing roles of the selected department, or create a new role for

the selected department and select it.
¢ Email and phone: These are optional.

e Data Protection Officer: A data protection officer is a designation that indicates persons
who are responsible for designing and maintaining data protection processes for data.

Click Save when you finish. In the department's description, this person is now shown as
being assigned to that department role.

If a person is responsible for a certain processing activity, then this is defined as a
property of the respective processing activity ¥,
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Relationships with other metadata
A person has the following relationships with other metadata:

It selects... Which sets up...
Departments‘9 The department to which a person belongs.
Department roles @ The department role to which a person is assigned. A

person is then diesgayed reflexively in the respective
department role <=,

It can be selected for... Which sets up...

Processing activity > Responsible | Which persons have responsibility for the processing
person activity. Once a person is selected, the processing
activity appears reflexively as part of the information about
the person.
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5.3 Configure Data Information

This section describes how to configure key data-related information that will be used for
describing the data processing activities of the company (data controller):

e Data Classifications & are created to describe a specific property of the collected
personal data. As such, a classification is a piece of metadata about the data. Each
classification is defined with a set of allowed values. The classifications are used to

compose data categories , which in turn indicate the kind of data that a processing
activity uses.

e Data Usage Classifications & are created, each with its own set of allowed values, to
describe how a processing activity uses its data categories €. For each data category,
one set of data usage classifications defines how the relevant processing activity uses
that data category.

e Data Processors are external entities that provide data-processing senices.

The three items of data information listed above are configured via their respective pages. To
access these pages, do the following:

1. Onthe Oweniew Qage, click Configure. The Configuration page appears.

2. Inthe Data Information section of the Configuration page (screenshot below), click the
respective Manage button of the Data Classifications, Data Usage Classifications, or
Data Processors item.

Data Information

Data Classifications

& entries svsilable

Data Usage Classifications

& entries available

Data Controllers, Processors & Receivers

& & £

2 entries available

Example

In this section, we will show to configure data information about our example company, Nanonull
GmbH. We will configure the following:

e Eight data classifications ©? and the allowed values of each. We will define six of these
classification to be mandatory in data categories and two to be able to have multiple
values.

e Six data usage classifications  and the allowed values of each. All six classifications
are mandatory (when defining the usage of a data category by a processing activitv)
and three allow multiple entries.

e Two data processors named 123 Paychecks and Acme Inwice Management, which,
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respectively, create employee paychecks and customer inwices and export these to the
accounting system of Nanonull GmbH.

5.3.1 Data Classifications

A data classification is a criterion that describes some aspect of the collected personal data. As
such, a classification is a piece of metadata about the data. Each classification is defined with a
set of allowed values. For example, one data classification might be about the subject of the
collected data (with possible values being: employee, customer, partner, etc); another
classification might be the type of consent obtained for collecting the subject's data (where values
could be: explicit, parental, etc). Each data classification has its own set of allowed values. You
can create your own classifications, and for each classification you can create suitable values.

All the data classifications that are defined for the compliance database are used to build up
individual data categories. If a data classification has been defined to be mandatory, then that
data classification must be assigned a value when the classification is used in the definition of a
data category. If a data classification has been defined as being not mandatory, then no value
needs to be defined for it when the classification is used in the definition of a data category. So,
say that eight data classifications have been defined, of which six are mandatory. In this case, for
each data category in the compliance database, the eight data classifications will be displayed
and available for use in the category's definition. The classification is used by specifying a value
for it in the category's definition. You must define a value for the six mandatory classifications,
and you may define values for the non-mandatorglassifications. How to build a data category is
described in the section Define Data Categories ¥,

Manage data classifications

The Data Classifications page (screenshot below) enables you to manage data classifications:
that is, (i) to create a new data classification (by clicking New Classification), (ii) to edit a data
classification (by clicking the Edit icon of a classification), and (iii) to delete a data classification
(by clicking the Delete icon of a classification).

Data Classifications X

multiple
entries
Mame Description mandatory  gllowed

Data Subjects Which group of individuals is the focus of this data category yes 410
Encryption With what encryption method is this data category stored yes £ 10
Protection Measures  Technical andfor organizational measures to protect this data category yes yes ra
Risk Whatis the risk in case a security breach occurs yes 410
Source of Data What is the source of this data yes ]
Storage duration How long should the data for this data category be stored yes Fa |
Type of Consent Which kind of consent {if any) was obtained for this data category 410
Type of Data Ifthis is personal data, what type of personal data yes Fa|
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When you add a new classification or edit a classification, a page with the classification's
definition is displayed (see below). On this page, you can edit the definition of the selected data

classification.

Edit a data classification

The definition of a data classification consists of two parts (see screenshot below): (i) fields that
describe and comment on the classification, and (ii) a list of the values of the classification.

Classification Description

Data Classification

= Source of Data

Dessriptien | what is the source of this data

Comment

Mandatory value Multiple values allowed

Classification Values

Value Desoription
Data Subject Data was provided by data subject.
Public Source Data was collected from public source.
Purchased Data was purchased from commercial source.
Data Controller In case or Data Processor date comes from other data
controller.

Obsolete

Obsolete

Note the following:

e [fyou want a data classification to be mandatory in the definition of a data category,
check the classification's Mandatory value check box. If a classification is mandatory,
then a value must be selected for this data classification in every data category.
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e If a data classification can take multiple values—for example, if multiple levels of data
protection are available—then check the Multiple values allowed check box. This enables
multiple values to be specified for this data classification when it is used in the definition
of a data category.

e If a data classification is marked as Obsolete (in the Classification Description pane),
then that classification is not available for selection in new data categories, that is, in
data categories that are created new after the classification is marked as obsolete. Data
categories that were created prior to the classification being marked as obsolete will
continue to have the classification in its definition.

e To append a classification value, click New value (see screenshot above) and, in the
new field that appears, enter the value and a description of it. Alternatively, to insert a
value above an existing value, click the Plus icon of the existing value. You can enter as
many classification values as you like. The values defined here are the allowed values.
One value (or more, if multiple values are allowed; see above) can be selected when the
data classification is used in the definition of a category.

e Ifavalue is marked as Obsolete, then that value cannot be selected from this point
onwards in both existing data categories and new data categories.

e After you finish editing a data classification, click Save to save the changes.

Relationships with other metadata
A data classification has the following relationships with other metadata:

It can be selected for... Which sets up...
Data categories The availability of classifications in the definition of data

categories. A classification can be mandatory and can have
multiple values. Classification values are selected in the
category definition.

5.3.2 Data Usage Classifications

How a processing activity uses a data category is defined through data usage classifications. A
single data category might be used by more than one processing activity, with each processing
activity using the data category in a different way. The procedure works as follows: (i) A number of
data usage classifications are configured at system lewel, for each of which a set of allowed values
are defined; (i) When a data category's usage by a processing activity is defined, one or more
allowed values for each data usage classification are selected.

In this section, we describe how to configure the system-level data usage classifications. For a
description of how to assign a value to a data usage classification when a data category's usage
by a processing activity is defined (its usage definition), see the section Define Processing
Activities €3

Manage data usage classifications

The Data Usage Classifications page (screenshot below) enables you to manage data
classifications: that is, (i) to create a new data classification (by clicking New Classification), (ii)
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to edit a data usage classification (by clicking the Edit icon of a classification), and (iii) to delete a
data usage classification (by clicking the Delete icon of a classification).

Data Usage Classifications X New Classification...
multiple
entries
Name Description mandatory  allowed
Data Transfer Will data be transferred to any external entity? yes FA|
Lawfulness of Processing GDPR Article 6: Legal grounds for processing personal data. Yes YES ra|

If processing is likely to resultin a risk to the rights of natural
Processing Impact Assessment  persons, the the controller must carry out an impact yes Fi|
assessment of the processing. This classification specifies the

According to Art 9 processing of personal data revealing racial
Processing Special Types of Data  or ethnic origin, political opinions, religious or philosophical yes yes 10
beliefs, or trade union membership, and the processing of

The data subject shall have the right notto be subjectto a
Profiling decision based solely on automated processing, including yes L]
profiling, which produces legal effects concerning him or her or

Specify ifthe purpose ofthe processing of the personal data is PR

FLTPREE B EEETE the same as the purpose the personal data have been collected 1> yes

When you add a new classification or edit a classification, a page with the classification's
definition is displayed (see below). On this page, you can edit the definition of the selected data
usage classification.

Edit a data usage classification

The definition of a data usage classification consists of two parts (see screenshot below): (i) fields
that describe and comment on the classification, and (ii) a list of the values of the classification.
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VETE Processing Impact Assessment

Deem i processing is likely to result in a risk to the rights of natural persons, the the controller must carry out an impact
assessment of the processing. This classification specifies the need for an assssment.

Cemment | s cingle assessment may address similar risks encountered by other processing activities (Art 35 (1)),

Data Usage Classification “

Classification Description

Mandatary value Multiple values allowed Obsolete

Classification Values

Walue Desoription Obsolete
) N ) L . oe
Mot necessary Mo high risk is associated with data processing
Possibly necessary This data processing must be assessed in detail to decide if e
impact assessment is necessary (GDPR Art 35)
. . - " . . -+ I
Required Required due to supervising authority decision according to
GDPR Art 35 (4)
Mot Required Mot required due to supenvising authority decision according oe
to GDPR Art 35 (5)

Note the following:

If you want a data usage classification to be mandatory (in the definition of the usage of a
data category by a processing activity), check the classification's Mandatory value check
box. If a classification is mandatory, then a value must be selected for this data usage
classification when defining the usage of every data category.

If a data usage classification can take multiple values—for example, when describing on
what grounds health-related or race-related data may be legally processed—then check
the Multiple values allowed check box. This enables multiple values to be specified for
this data usage classification when it is used in the definition of a data category's usage
by a processing activity.

If a data usage classification is marked as Obsolete (in the Classification Description
pane), then that classification is not available for selection in new definitions of the usage
of data categories in processing activities. Usage definitions that were created prior to the
classification being marked as obsolete will continue to have the classification in its
definition.

© 2019 Altova GmbH

Altova GDPR Compliance Database



62 GDPR Metadata Configure Data Information

e To append a classification value, click New value (see screenshot above) and, in the
new field that appears, enter the value and a description of it. Alternatively, to insert a
value abowve an existing value, click the Plus icon of the existing value. You can enter as
many classification values as you like. The values defined here are the allowed values.
One value (or more, if multiple values are allowed; see above) can be selected when the
classification is used in the definition of a category's usage by a processing activity.

e Ifavalue is marked as Obsolete, then that value cannot be selected from this point
onwards in both existing usage definitions and new usage definitions.

e After you finish editing a data usage classification, click Save to save the changes.

Relationships with other metadata
A Data usage classification has the following relationships with other metadata:

It can be selected for... Which sets up...
Processing activity > Data The definition of the data category's usage by the
categories processing activity.

5.3.3 Data Processors

A data processor is an agent that processes personal data for the data controller, typically to
provide a senice. Data processors are listed and managed on the Data Processors page
(screenshot below). Here, new data processors can be added (click New Data Processor), and
information about existing data processors can be edited (click the Edit icon of a data processor).
Both actions open the definition page of the relevant data processor (respectively, a new data
processor or an existing one); see below. To delete a data processor, click its Delete icon.

Data Processors & Receievers X
Mame Desoiption Domain

123 Paychecks GmbH Processes Manonull employee salaries EL i}
Acme Invoice Management Processes invoices of Manonull GmbH EU i

Note: If a data processor buys the data it processes, or in some other way becomes
responsible for it, then it is a data controller and is responsible for the protection of that
data. This role (data controller or data processor) is selected for a data %ocessor when
the data processor is selected in the definition of a processing activity “=.

Edit data processor

The definition page of a data processor (screenshot below) consists of two panes: (i) a pane in
which you enter and edit information about the data processor; (ii) a pane that lists the processing
activities the data processor uses (this association is created in the definition of the respective
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processing activities ).

Data Controller, Processor or Receiver “

Name [ACI‘T]B Invoice Management ]

Strest [ 10 Ring Street ]

2Pty [ 1010 ] l"v"ienna ]
Country [Austria l Domain [Eurupean Union l
E-mail [

Phone +43 1555 5555

Desoription

Comment

Processes invoices of Manonull GmbH ‘
Reports to Sales Revenues at Manonull GmbH ‘

Used by Processing Activities

Mame Desoiption

Comment

Invoices Creates and sends invoices for customer orders

Invoices exporied to accounting sysiem

After you finish editing information about a data processor, click Save to save the changes.

Relationships with other metadata
A data processor has the following relationships with other metadata:

It can be selected for... Which sets up...
Processing activity >Data Which data processors use the processing activity, and
grocessors the role (controller or processor) in which a data processor

acts. Once a data processor is selected for a processing
activity, the processing activity appears reflexively as part
of the information about the data processor (see lower
pane in screenshot above).
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5.4 Define Data Properties and Relationships

This section describes how to define and manage the following:

e Data Categories @, which are created to describe a type of data, with each data
category being composed by assigning values to data classifications @
e Data Storage Entities ¥ which are created to relate data categories to physical storage

entities.

e Processing Activities, which define various aspects of a processing activity: (i) the
responsible persons, (ii) department roles that have access rights to the processing
activity, (iii) data categories that are processed and in what way they are respectively
used, (iv) external processors, if any, that use the processing activity.

Accessing the management pages

To access the management page of Data Categories, Data Storage Entities or Processing
Activities, go to the Oveniew Qage and click the respective Manage button (see screenshot

below).
ALTOVA®
GDPR Compliance
Database
Discussions Changes
Company Information Edit
Name Manonull GmbH
Address 25 Main Street, 1190 Vienna, Austria
Email datacontroller@nanonull.com
Phone +43 (1) 555 5555
Comment it
Data Categories -
Manage.
9 enfries svailable
Data Storage -
Manage.
2 entries svailable
Processing Activities -
Manage.
3 enfrizs svailable
Open Approval Requests -
Mansge.
10 entries available
Completed Approvals -
Manage.
4 enfries available
Reports Reports.
Example

In this section, we will show to define data categories, data storage entities, and processing
activities about our example company, Nanonull GmbH. In our example, we have defined the
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following:

e Nine data categories that describe data categories related to customer orders and

employee salaries.
e Two data storage entities € that hold the data that is used to process customer orders

and employee salaries, respectively.
e Three processing activites =, which process, respectively, customer orders, employee
salaries, and mailers to customers.

5.4.1 Define Data Categories

The Data Categories page (screenshot below) is accessed from the Oveniew Qage. It lists the
data categories that have been defined and enables you to manage data categories. Here, new
data categories can be added (click New Data Category), existing data categories can be edited
(click the Edit icon of a data category), and existing data categories can be deleted (click the
Delete icon of a data category).

Data Categories X New Data Category..
Mame Desaiption

Comment
Customer Address  * Customers mailing address for invoices ]

For most orders, the billing and mailing address are the same

Customer Credit Card Data Credit card number, expiration date, cardholder name |
CVC is not stored

Customer 1D Customers name and internal ID 710

Customer IP address IP address of customer placing order £ 1T
Used to check if entersd country and eountry IF mateh for tax caleulation purposes.

Employee Address Employeee address, email, and telephone number |

Employee Bank Details Employee bank account number 710

Employee ID Employee name and internal office IDs ]

Order Details Order number, customer 1D, order items, item codes, prices and quantities, bill amount 4 0

Salaries * Information for payment of employee salaries £ 0

When you add a new data category or edit a data category, a page with the data category's
details is displayed (see below). On this page, you can edit the definition of the selected data
category.

Example
In our example (see screenshot above), we have created data categories to describe basic

personal data of customers and employees.
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Points to note
Note the following points about data categories:

* You are free to define data categories as you like and according to what is suitable for
your purposes.

e Each data category is composed of the data classifications of the system , for each of
which one (or more) of that classification's allowed values is assigned. (Values do not
need to be assigned for non-mandatory classifications.)

e A data category can cower as broad or narrow a field of data as is suitable. For example,
you might create individual data categories for first name, last name, street, building
number, city, postal code, country, and so on. Alternatively, you might create a single
data category to contain the customer's name, address, telephone number, email
address, and credit card details. The disadvantage of the first (narrow) categorization is
that for each data category, values must be assigned to all the mandatory classifications,
as well as maintained over time—which could prove very time-consuming, difficult, and
tedious, besides being unnecessary. The disadvantage of the second (broad) approach is
that multiple data items of quite different types and security significance will be clubbed
together—for example, address and financial information—and could prevent a sensible
breakdown of data into categories needing different levels of protection. You should create
data categories that are appropriate. In our example, for instance (see screenshot above),
we have created separate data categories, respectively, for the customer's (i) name and
ID, (ii) mailing address, (iii) IP address, and (iv) credit card details.

e The key GDPR rule to hold to is that all the data you collect must be covered by the data
categories you define.

Create or edit a data category

The definition of a data category (see screenshot below) consists of: (i) a name and description,
and (ii) the system’s data classifications, each with one or more allowed values selected for it. For
example, the screenshot below shows the data category named Customer Credit Card Data (refer
also to the screenshot above). The top pane contains the category's name and description. The
bottom pane contains the system's data classifications, for each of which you can select one or
more of the allowed values from the respective combo boxes. For example, the first data
classification in the screenshot below is Data Subjects, and the value selected in its combo box
is Customers. Additional information about the selection has been added in the Description field.
The second data classification is Encryption. The third data classification is Protection Measure,
which can take multiple values
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Customer Credit Card Data

Credit card number, expiration date, cardholder name

CVC is not stored

Information has been provided by customer in concluding online order

Automatically encrypted and stored in encrypted form

Physical Door Locks, Electronic Access Control
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Note the following points about how the data classifications of a data category are specified:

e All the data classifications that have been configured for the compliance database are
displayed.

e For each classification, select from among its allowed values. Alternatively, you can add
a new value to the classification directly from the value field's combo box; to do this click
the +New Value item. If you enter a new value via the combo box, the value will
automatically be added to the global definition of that classification.

e A mandatory classification (defined via the classification's Mandatory value €@ property) is
displayed in red if no value is selected for it.

e If a data classification has been defined to allow multiple values (via its Multiple values
allowed €D property), then (in the definition of the data category) the value field's combo
box (of that data classification) will drop down a list of check boxes—which allows you to
select multiple values (see screenshot below).

Protection Measures

[Physical Door Locks, Electronic Access Control
Mo Protection
Password Authentication
2-Factor Authentication
Physical Door Locks
Electronic Access Control
Data Encryption

Data Hashed

e The Save button of the Data Categories page becomes enabled after (i) the data category
has been given a name, and (ii) a value has been selected for every mandatory data
classifications 9.

¢ When modifying the definition of a data classification, it might be desirable for
modifications to be approved by a person with oversight of the system. If approval is
required, then the Request Approval check box should be checked. In such an event, the
request will appear in the Approval Requests list.

After modifying the definition of a data category, click Save to save the changes.

Relationships with other metadata
A data category has the following relationships with other metadata:

It selects... Which sets up...

Data classifications & The value/s of classifications in the definition of the
category.

Data classification > Approval An approval request for a change to a data classification.

reguest
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It can be selected for...

Which sets up...

Processing activity > Data
categories

To which data categories data that is used by the
processing activity belongs.

Data storage entities@

The data category of each data tier of the storage entity.

5.4.2 Define Data Storage Entities

The Data Storage List page (screenshot below) is accessed from the Oveniew gage. It lists
the data storage entities that have been defined in the compliance database. Each data storage
entity refers to a physical storage location where data belonging to one or more data categories is
stored. The definition of the data storage entity expresses the relationship between the physical
storage location and data categories. For example, if customer addresses are stored in a
database, then the data storage location can be linked to the data category for customer
addresses. This enables the physical locations of different data categories to be quickly looked

up.

On the Data Storage List page you can add a new data storage entity (click New Data Storage;
see screenshot below), edit details of existing data storage entities (click the Edit icon of a data
storage entity), and delete existing data storage entities (click the Delete icon of a data storage

entity).

Data Storage List

Mame Drescription

Comment
Customer Database EU customers: name, internal ID, mailing address, IP address, credit card details Pl
Salary Information Excel database of employees’ salary-related information L1

x Mew Data Storage...

Add a new data storage entity

When you add a new data storage entity (by clicking New Data Storage), a window appears
asking you to specify the type of data storage that you want to define (screenshot below).
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Data Storage Type

Flease select the type of the new data storage and its tiers. Once selected it cannot be changed anymaore for this storage.
Database
File in the local filesystem
File on a web site

Cwn data definition

Predefined Data Tiers

Database
Table
Field

Cancel OK

Select the type of the data storage entity. The data tiers for each data storage type are
predefined.

e Database: The data tiers of a Database type are: Dat abase, Tabl e, and Fi el d. For each
Database storage type, you can enter multiple Dat abase tiers. For each Dat abase tier,
you can enter multiple Tabl e tiers. And for each Tabl e tier, you can enter multiple Fi el d
tiers. Each tier can be associated with a data category, which indicates what kind of data
is stored in that tier. See the screenshot below for an example of how database tiers are
used.

e File in the local filesystem: The data tier is the file path of the data storage entity. Multiple
file paths can be assigned, with each file path being associated with a data category,
indicating what kind of data is stored at that file path location. Enter the file path in the
Name field of the tier.

e File on a website: The data tier is the URL of the data storage entity. Multiple URLs can
be assigned, with each URL being associated with a data category, indicating what kind
of data is stored at that URL location.

e  Own data definition: The number and type of data tier can be freely specified. Click New
Tier to specify a new tier and add a descriptive phrase as the name of the tier.

After the data storage type is selected, click OK. The data storage entity is created (see
screenshot below).

Altova GDPR Compliance Database © 2019 Altova GmbH



GDPR Metadata Define Data Properties and Relationships 71

Data Storage
Storage Description
e Customer Database
Besaription | £ ¢y stomers: name, internal ID, mailing address, IP address, credit card details
Comment
Data Tiers
Mame Desoripticn Categories
Comment
¥ Customers EU El customers, organized into sales regions Customer Address, Customer Credit Card Data, # © ©
¥ Customers Region-01 Region-01: UK, Ireland Customer Address, Customer Credit Card Data, # © @
Field
Customer ID ID and name Customer ID 400
Customer IP address IP address Customer IP address LS00
Customer Mailing Address Mailing address Customer Address 00
Customer Credit Card Credit card data Customer Credit Card Data LS00
¥ Customers Region-02 Region-02; Germany, Austria, Switzerland Customer Address, Customer Credit Card Data, # © ©
Field
Customer ID ID and name Customer ID 00
Customer IP Address IP address Customer IP address 400
Customer Mailing Address Mailing address Customer Address LS00
Customer Credit Card Credit card data Customer Credit Card Data 400

Add a name for the data storage entity, and optionally a description and comment. In the Data
Tiers section, specify the data tiers. This could be a file path, or a URL, database, table or field.
For each data tier you can associate a data category, which indicates for what data category that
data tier is being used.

After you finish entering the details of the data storage entity, click Save to save the data storage
entity to the compliance database.

Relationships with other metadata
A data storage entity has the following relationships with other metadata:

It selects... Which sets up...
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Data categories The data category of each data tier of a storage entity.

5.4.3 Define Processing Activities

The Processing Activities page (screenshot below) is accessed from the Ovenview Qage. The
page lists all the data processing activities across the data controller's organization, and enables
you to manage the list of processing activities. Here, new processing activities can be added
(click New Processing Activity), existing processing activities can be edited (click the Edit icon
of a processing activity), and existing processing activities can be deleted (click the Delete icon
of a processing activity).

Processing Activities X New Processing Activiy...
Name Dresoription

Comment
Employee Salaries Contracted to 123 Paychecks GmbH 21
Barbara Hofer
Jzps Ok
Invoices Creates and sends invoices for customer orders 21
Annstie Wenz Inwoices exporied fo accounting spsiam
Mewsletter Subscriptions  Attaches mailer PDF to customer email and sends email rd|
Robert Amoz

When you add a new processing activity or edit a processing activity, a page containing the
processing activity's details is displayed (see below). On the Processing Activity page (see
below), you can edit the definition of the processing activity.

Create/edit a processing activity
The definition of a processing activity is shown in the screenshot below.
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Employee Salaries

Contracted to 123 Paychecks GmbH

It consists of the following:

The name and a description of the processing activity
e Alist of persons responsible for deciding features and users of the processing activity;
click Add Person and select a person.
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e Alist of roles (within departments) that have access rights to the processing activity;
click Add Access Rights and select a department and department role.

e Alist of all the data categories used by the processing activity; click Add Category and
select a data category. For each data category, you must select a value for each
mandatory data usage classification ® so as to describe how the processing activity
processes that particular data category. If a data usage classification has been
configured to accept multiple values ¥, you can select more than one value for that
classification. The screenshot below shows how a data category is defined within a
processing activity; the list of usage classifications start with the Data Transfer usage
classification; values are selected in the respective combo box.

Data Category

Data Category Salaries

Desoribe how the data category is

h ; C Calculates deductions from gross salary to give net monthly
being used by the processing activity

Comment

Data Transfer [Enernal Processing ]
Lawfulness of Frocessing [ Employment and Social Security - Article 6 2(b) ]
Processing Impact Assessment [ Mot necessary ]
Frocessing Special Types of Data [ Employment and Social Security - Article 9 2(b) ]
Profiling | No Profiing |
Purpose of processing [ Same purpose as when data collected ]

e Alist of external data processors that are involved with this processing activity. Click Add
Processor, then select an existing data processor and assign it a role (as data controller
or data processor). Alternatively, you can define a new data processor that will be added
to the list of existing data processors.

Relationships with other metadata
A processing activity has the following relationships with other metadata:

It selects... Which sets up...

Persons & Persons who are responsible for a processing activity. The
processing activity appears reflexively as part of the information
about the person.

Departments Departments that have access rights to a processing activity.
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Department roles @ Department roles that have access rights to a processing activity.

Data categories Data categories of the data that is processed by the activity.

Data processors Data controllers or processors that use the processing activity. The
processing activity appears as part of the information about the
data processor.
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6 Approvals

The Approvals process enables users of the compliance database to modify a data category and
to then submit the modification/s for approval by an authorized person. The process consists of
three steps:

1. A user modifies a data category@ by changing the value/s of a data classification of the
category, or adding a comment to the data classification.

2. The change to the data classification is submitted for approval.

3. The submitted approval is listed on the Open Approval Requests page, where it can be
authorized at any time by an authorized person. (For information, see Authorize an
Aggroval.) The authorized approval request is moved automatically to the Completed

Approvals gage.

These steps are described in the subsections of this section.

Note also that a discussion about an approval request can be initiated directly from the page of
that approval request, with discussion participants being selected from among users of the
compliance database. See the topic Discussions €2 for details.
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6.1 Approval Requests

A data category can be modified by (i) changing the value/s of one of its data classifications, or (ii)
adding a comment (for example, querying the accuracy of a classification's selected value). After
modifying a data category in one of these ways, modification can be submitted for approval. This
is done as follows:

Navigate to the definition of the data catego[y@ that you want to modify.

2. In the definition, locate the data classification that you want to modify and make the
modification. For example, in the screenshot below, in the Salaries data category, the
Risk data classification has been modified to a value of High and a comment has been
added.

=

Risk

[ High Ereach would impose g high nsk for the data subject nghts and freedom.

Description

Cemment | This is a significant risk and should be given a value of "High

Approval requested on Feb 01, 20191744

3. To request approval of the change, check the Request approval check box.
4. Click Save. The text near the check box changes to state (i) that the approval has been
requested, and (ii) the date and time of the approval request.

If you now navigate to the Open Approval Requests page (from the Ovenview Qage), you will
see that the approval request for this modification has been added to the list of open requests
(see screenshot below).
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Approval Requests X
Category Classification

Desaiption, Comment, Date

Salaries Risk: High !
Approval requested on Feb 01, 2019 17:44

Salaries Storage duration: ¥ years after contract rd
Approval requested on Feb 01, 2019 17:44

Salaries * Protection Measures: Physical Door Locks rd
Approval requested on Feb 04, 2019 15:52

Customer Address Protection Measures: Password Authentication rd
Can only be accessed when the useris logged in with a password

Approval requested on Feb 01, 2019 17:44

Customer Address * Storage duration: infinite rd
Is this accurate, or is it only stored for pears?

Approval requested on Feb 01, 2018 17:08

An approval request in this list can now be authorized @ by a person who is authorized to do so.

Canceling an approval request

To cancel an approval request, go to the definition of the relevant data category and data
classification. Then uncheck the Approval check box, and click Save.

Relationships with other metadata
An approval request has the following relationships with other metadata:

Itis created for... Which sets up...

A modification of a data category The listing of the modification under Open Approval
@ Requests @D

It provides... Which sets up...
The possibg of starting a A discussion thread about the approval request.
discussion
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6.2 Authorize an Approval

A person who is authorized to approve a data-category modification can do this as follows:

1. Navigate to the Open Approval Requests page via the Oveniew page (screenshot
below).

2. Click the Edit icon of an approval request. The approval request will be displayed
(screenshot below).
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Approve

Was modified from "Past and Present Employees”

3. The Name line contains the following information: <Name of Data Category> / <Data
Classification>: <Classification Value>. Make notes related to the approval in the
Approval Notes section. If you wish to start a discussion thread about this approval
request, click Discussions. See the topic Discussions & for more information.

4. Click Approve to authorize the approval. The approval request will be moved from the
Open Approval Requests page to the Completed Approvals page (see screenshot below).
(The Completed Approvals page is accessed from the Oveniew Qage.)

Clicking the Edit button of a completed approval (see screenshot above), opens a page
displaying details of that approval request.
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7 Discussions

A discussion can be started about an individual metadata item, for example, about a specific data
category or a specific processing activity. When starting a discussion, the initiator of the
discussion can select discussion members from among the compliance database users. These
users will be notified about the creation of the discussion thread and about any modifications to
the thread.

A discussion is accessed via the Discussions link located at the top left of the page; (note that
the link is not available on all pages). Clicking the Discussions link results in one of two displays,
depending on the type of page:

e [fthe page displays the definition of a single metadata item, then all discussion
threads related to that metadata item (for example, a specific processing activity) are
displayed. For example: On the page that defines a specific processing activity, clicking
the Discussions link opens a frame that displays discussions related to that processing
activity. See Discussions about a Single Metadata item ® for additional information.

e [fthe page displays a group of metadata items (for example, the Processing Activities

page, which lists all processing activities), then clicking the Discussions link
displays discussion threads related to all processing activities.

Note: New discussions can be started only from the definition pages of single metadata items.
For example: from age that defines a specific processing activity. See the section
Start a Discussion“& for more information.

Note: A discussion will be displayed to a user only if that user is a participant (initiator or
member) in that discussion.
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7.1 Discussions about a Single Metadata Item

Discussions about a single metadata item are available for the following metadata items. The
table lists the respective pages from which the discussions about that metadata item can be

accessed.
Metadata item Accessed from page defining that specific...
Company (Data controller) Company information @@
Individual department Department's information @
Individual person Person's information ©
Individual data classification Data classification’s information €2

Individual data usage classification | Data usage classification's information &

Individual data processor Data processor's information @
Individual data category Data category definition @
Individual data storage entity Data storage entity definition @
Individual processing activity Processing activity definition @@
Individual approval request Approval request definition @

On clicking the Discussions link on the definition page of a metadata item, the discussion threads
are displayed in a frame that looks something like this:

Discussions related to Customer Address

Clazsification  Encryption

Thraad Encryption level of Customer Addresss should be Medium

By Mark Parsons

Members Jason Brown, Miki Devgood
Mark Parsons Feb 20, 2013 16:0:
Encryption level of all address types should be High since itincludes email and telephone info. Would you agree?

Thread  Hilling address or Delivery address

By Mark Parsons

Members  Jason Brown, Niki Devgood

Mark Parsons Feb 20, 2013 15:4¢

Shoud we not split this category into two in case data protection requirements for the two address types are different in the future.

Mew Discussion

The screenshot above shows two discussion threads of the data category Customer Address.
Note that this is one specific data category. Both threads have been initiated by Mark Parsons;
see screenshot. In both cases, the discussion participants (in addition to the initiator) are Jason
Brown and Niki Dewvgood. Each thread currently has a single message (in both cases sent by
Mark Parsons).
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To close a frame, click the frame's Close button (located at top right; see screenshot abowe).

For information about what a discussion participant can do, see the section Available
Functionalitxw.
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7.2

Discussions about All Items of a Metadata Type

Discussions in the compliance database can also be viewed as a group of threads, with the
grouping being according to metadata type; an example of a metadata type is a processing
activity. This is useful if you wish to have an oveniew of discussions about all threads of all items
of a metadata type. For example, you can view a list of all threads relating to all departments or
all processing activities (which are examples of metadata types). The table below lists the
available groups and the respective pages from which each group of discussions is accessed.

Discussions about...

Accessed from page...

All discussions

Owveniew page

All departments

Departments paqe

All persons

Persons Qage

All data classifications

Data Classifications paqe

All data usage classifications

Data Usage Classifications page

All data processor

Data Processors paqe

All data categories

Data Categories page@

All data storage entities

Data Storage entities@

All processing activities

Processing activities @

All approval requests

Approval Requests &

On clicking the Discussions link on any of the pages listed abowe, the discussions are displayed

in a frame that looks something like this:
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Discussions related to Data Categories

This view shows discussions based on oiteria below in a flat list. To see all record related discussions in conversation

view go to the comesponding record.

Lnread lax 10 30 50

D Search l Search now

Thread Message

Thread Consentis now explicit.
Related to  Customer Credit Card Data / Type of Consent

From Mark Parsons Feb 21, 2(H3 16:12

Message  We have added a form in which customers must agree the purchase contract before ...

Thread Billing address or Delivery address
Related to  Customer Address
From Jason Brown Feb 21, 2018 12:47

Message |t would depend on whether we are ever going to ship physical disks. Decision need...

The screenshot above shows discussions related to all data categories. In it, there are two
discussion threads, for two different data categories: (i) Customer Credit Card Data, and (ii)
Customer Address. For each thread, the latest message is displayed. Unread messages are
displayed in bold.

The frame has the following filters:

e Unread: Check this option to filter threads, all messages of which have been read. Only
threads with at least one unread message will be displayed.

e Max: Select the maximum number of discussions to display, starting with the newest.

e Search: Enter the text string to search for, either in the text of thread headers or in the
text of messages. Searches are case-insensitive.

A discussion participant can do the following:

e Click the data category (in the Related to field) to go to the definition page of that data
category.
e Click a thread's latest message to go to the thread. Inside the thread, you can do the
following:
0 Click a message to read the full message.
o If a message has been sent by another participant, click the message to reply to it.
You can also mark the message as unread.
o If a message has been sent by you, click it to add another message. If there has been
no reply to the message, you can edit the message or delete it.
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To close a frame, click the frame's Close button (located at top right).

For more information about what a discussion participant can do, see the section Available
Functionalitxw.
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7.3 Start a Discussion

Every discussion is about a specific metadata item, for example about a specific data category or
a specific processing activity. Any user of the compliance database can start a discussion. On
doing so, this user is known as the discussion initiator. The discussion initiator can add and
remove discussion members. The discussion initiator and discussion members together comprise
a group know as the discussion participants.

To start a new discussion, do the following:
1. Go to the configuration/definition page of that specific metadata item. For example, if you

want to start a discussion about the data category Customer Address, then go to the
definition page of the Customer Address data category (see screenshot below).

Owerview = Data Categories = Edit

Discussions” Chanqes “

Data Category Customer Address

Name & Description

Category Name [ Customer Address

DEEBET Customers mailing address for invoices

Lomment For most orders, the billing and mailing address are the same

N

Click Discussions (see screenshot above) and then New Discussion.

3. Inthe frame that appears (screenshot below), select a specific data classification if the
discussion is about one classification only. Otherwise (if the discussion is about the
entire data category), do not check the option for a specific classification. Note that this
example is for a discussion about the Storage Duration data classification of the
Customer Address data category.
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Start new discussion related to Customer Address

Classification [Smrage duration

This discussion is about specific classification

Discussion participants Annette Wenz

Discussion SubjectiThread | Cyioncinn of storage duation

A== It woud help Marketing to keep data for seven years instead of five. Would this be ok
legally and technically?

Cancel Send

Select the discussion members from among current users.

Enter a title for the discussion.

Enter the first message of the discussion thread.

Click Send. The message will be added to the discussion thread, and all persons listed
as members, as well as the discussion initiator, will be able to access the thread.

No o s
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7.4

Available Functionality

A discussion thread can be read and participated in only by discussion participants (who are: the
discussion initiator plus the discussion members); the discussion initiator can do a few more
things than what discussion members can do. The functionality available to discussion
participants is explained below.

Functionality available to discussion members
All discussion participants (initiator and members) are able to do the following:

e Read the thread. To do this you must open the thread. Do this by clicking a message of
that thread in any listing that contains the thread (whether for a single metadata item ©&
or a group of all items of a metadata type@). You can access listings via the
Discussions @ link.

e Reply to a message on the thread. To do this, open the discussion thread, click the
message you wish to respond to, click Reply, enter your response, and click Send.

e Edit or delete an own message as long as there has been no reply to that message. To
do this, open the discussion thread, click the message, and then click Edit or Delete,
respectively. If there has already been a reply to your message, these two buttons will be
disabled.

Functionality available to discussion initiators

Discussion initiators can do a few more things than what discussion members can do (see
previous section). This additional functionality is available via links in the discussion thread in the
list of threads for a singe metadata item € (see screenshot below).

Discussions related to Customer Address

Clessificstion Storage duration

Thread Extension of storage duation
By Mark Parsons
Members Annette Wenz, Niki Devgood
Mark Parsons Feh 21, 2049 17:3

It woud help Marketing to keep data for seven years instead of five. Would this be ok legally and tec. ..
Classificaticn  Encryption
Thread Encryption level of Customer Addresss should be Medium
By Mark Parsons

Members Jason Brown, Miki Devgood

Mark Parsons Feh 20, 2019 16:0

Encryption level of all address types should be High since it includes email and telephone info. Wo. |

Jason Brown Feb 21, 2019 12:4

Yes. One point: Ifthere is a possibility that at some future time we ship software on disk, should we. .,

Discussion initiators can carry out the following additional actions:
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e Add a discussion member at any time. To do this, click the link in the Members field. In
the frame that appears (screenshot below), add the new member/s, and click Change.
The new patrticipants will have access to the entire thread.

e Remowe a member if that member has not yet taken part in the discussion. To do this,
click the link in the Members field. In the frame that appears (screenshot below), deselect
the member/s you want to remowve, and click Change.

e Change the name of the discussion thread if no member has posted a message to the
thread. If the name may be changed, the link in the Thread field is enabled (see the
Extension of storage duration thread in the screenshot abowe); otherwise the link is
disabled (see the Encryption level of Customer Address should be Medium thread in the
screenshot abowe). Click Change after editing the name (see screenshot below).

Discussion related ro Customer Address

“ou may add discussion participants any time. You may remove them only as long as they didn't reply to this discussion.

Annette Wenz

“fou may edit discussion subject as long as there were no replies.

Extension of storage duation

Cancel Change

To close this frame (screenshot above) without making a change, click Cancel.
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8 Reports

The following types of reports, in PDF and MS Word formats, can be generated from the metadata
information held in the compliance database:

e Processing Activities €
e Critical Processing Activities
e Category Approvals

All reports are &nerated from the Reports page (screenshot below), which is accessed from the
Oveniew page (by clicking the Reports button).

Reports

Records of Processing Activities

Configure...

3 Activities overall

Critical Processing Activities

Configure...

3 Activities overall

Caregory Approvals

Configure...

9 categories overall

Click the appropriate Configure button to go to the page for the respective report type and start
the steps to generate the report.

System requirements for report generation

In order for PDF reports to be generated, the system administrator must ensure that the following
applications/components have been installed on the server machine:

e Altova StyleVision Server
e Java Runtime Environment 1.6 or later

Note: The server machine is the machine on which Altova MobileTogether Server has been
installed. The Compliance Database is deployed to MobileTogether Server.

Note: For details, see the section System Prerequisites.
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8.1 Processing Activities

The Processing Activities report contains information about processing activities described in
the system. The report can be filtered according to the following criteria:

e Descriptions of data classifications (defined in the data categories of the processing
activities) can be shown or not.

e The report will cover the processing activities of all companies stored in the compliance
database. To restrict the report to a selected set of companies, select the Restrict report
check box and then select the companies you want to include in the report. Select a
company role (data controller or data processor) to further filter the contents of the report.
The option to select companies becomes available only when the Restrict option's check
box is selected (see screenshot below).

Records of Processing Activities

Qutput Format & Details

Output 85 PDF Word

Show classification descriptions

Companies involved in activities

Restrict report to activities which use companies selected below in a specified role

Companies [ 123 Paychecks GmbH ]

Role [Data Processor ]

To generate the report, select the report format (PDF or Word; see screenshot above), and click
Create. Downloading the report opens the PDF in a browser, or the Word file (. docx format) in an
application of your choice.
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8.2

Critical Processing Activities

The Critical Processing Activities report enables you to specify certain classification values as
critical, and to then generate a report for only those processing activities that fulfill the criteria that
have been configured as critical. So, for example, if a Data Encryption classification with a value
of DES or RSA (see screenshot) is considered critical, then processing activities which have a
data category with this critical classification will be included in the report. If multiple critical
classifications are defined, then a processing activity that has any one of the critical
classifications will be included in the report.

To set up a classification as a critical classification, do the following:

1. On the page for the Critical Processing Activities report (see screenshot below), click
Add Classification.

Critical Processing Activities

Ouitput Format & Details

Output as POF Ward
List anly critical processing activities

Show classification descriptions

Critical Classifications

Classification Values

Encryption DES 410
JDES

Risk High S0
Medium

2. Inthe dialog that appears, select (i) a data classification, and (ii) values defined for
that classification, and then click OK. The classification (with the selected values) will be
added as a critical classification criterion.

You can add as many critical classifications as you like.

4. After specifying the critical classifications that you want, select List only critical
processing activities to generate a report containing information about only the
processing activities that fulfill the criteria specified in the critical classifications. If this
option is not selected, all processing activities are reported, with the critical processing
activities being marked in bold.

5. You can also choose whether descriptions of data classifications (defined in the data
categories of the processing activities) should be shown or not.

6. Select the report format (PDF or Word), and click Create.

w

Altova GDPR Compliance Database © 2019 Altova GmbH



Reports Critical Processing Activities 95

Downloading the report opens the PDF in a browser, or the Word file (. docx format) in an
application of your choice. Critical processing activities are displayed in the report in a bold font.
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8.3 Category Approvals

The Category Approvals report enables you to generate reports on the basis of the approval
status of a category's classifications €9,

To set up a category approvals report, do the following:

1. On the page for this report (see screenshot below), check the options that you wish to
include (see list below screenshot).

State of Category Approvals

Outpur Format & Details

Output as POFE Word

Show classification descriptions

Highlight Classifications

Mot yet ready for approval
Waiting for approval
Already approved
Cnly approvals alder than 1 year

|:| Cnly ifthey have been changed since approval

List highlighted categories only

e Show classification descriptions: Whether the descriptions of classifications will be
shown or not.

¢ Not yet ready for approval: Classifications for which no approval request has been
submitted.

e Waiting for approval: Classifications for which an approval request has been submitted,
but which approval has not yet been authorized.

¢ Already approved: Classifications for which an approval request has been authorized.

e Only approvals older than: Selects approved classifications based on when the
approvals were made.

¢ Only if they have been changed since approval: Selects approved classifications that
have been changed since approval was granted.

e List highlighted categories only: Only data categories@ containing any of the above
classifications are listed. Otherwise all categories are listed

2. Select the report format (PDF or Word), and click Create.
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Downloading the report opens the PDF in a browser, or the Word file (. docx format) in an
application of your choice. Classifications that were selected for highlighting are displayed in a
bold font.
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9 Additional Features

This section explains features of the Altova GDPR Compliance Database that are additional to
those described in preceding sections. The following features are described:

o Changes@
e Search Filters on Pages@
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9.1

Changes

The Changes page lists changes that were made to the metadata held in the system (see
screenshot below). It is accessed by clicking the Changes link at the top left of any page of the
compliance database. The type of the changed metadata item that is listed depends on the page
on which the Changes link is clicked. For example: if the Changes link is clicked on the Oveniew
page “=, then changes to all types of metadata item are shown (as in the screenshot below); but
if the Changes link is clicked on the Data Categories page@, then only changes to data
category items are listed.

Category Customer Address Discussions
Modifed by  Mark Parsons

Activity Employee Salaries
Modifed by Jason Brown

Changes to all records

OOE=N - - y

Classifications
Added Protection Measures Physical Door Locks

Requestipproval Cancelled

Roles
Added Metwork and Technology (IT)

The screenshot above shows the following:

Changes made to all types of metadata item. (Access was Via the Oveniew page.)

Changes made on 25.02.2019. The date can be:

0 navigated by using the navigation arrows (double arrowheads navigate through days on
which changes exist, single arrowheads navigate through each day even if no change
exists on that day);

0 selected via the icon in the central date field;

0 made the current date by clicking the icon at extreme left.

Descriptions of changed metadata items, listed down to the fourth level of detail. The

current level of detail is shown at the top right of the page. Click the arrowheads at top

right to change the level of detail (Lewvel 1 through Lewvel 4). Descriptions at Level 4 show
the status of approval requests. The screenshot below shows the same page at the first
level of detail. The level of detail is useful for switching between an oveniew of changes
and a detailed view of changes.
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Changes to all records

HH = 02/25/2019 = == 1=

Category Customer Address Discussions
Modifed by  Mark Parsons

Activity Employee Salaries
Modifed by Jason Brown

e The two screenshots above show that changes have been made to the data category
Customer Address and to the processing activity Employee Salaries.

e The listing of each metadata item is a link that takes you directly to the definition of that
item. For example, clicking on the Category Customer Address link in the screenshot
abowe takes you to the definition of the Customer Address data category.

e [fadiscussion thread is available for a particular metadata item, then a Discussions link

to the discussion threads of that item is displayed at the top right of the item's entry (see
screenshots above).

To exit the Changes page you are on, click Back.
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9.2 Search Filters on Pages

At the top of several pages, a field for entering search terms enables you to filter the items
displayed on that page (see screenshot below).

Data Categories email | X

Name Descripticn
Comment
Billing email Email address where billing invoices and billing inguiries are sent J o

Note the following points:

e The filter is applied as you type.
e Matches are case insensitive.
e To delete a search term, click the Delete icon located to the right of the search field.
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A

Access information, 33

Altova GDPR Compliance Database,
features, 1

Altova LicenseServer,
see License Server, 26

Altova LicenseServer (in standard installation),

installation on Linux, 9

installation on macOS, 10

installation on Windows, 6

starting as service, 11
Approval request,

definition of, 35
Approval requests,

authorizing, 79

cregting, 77

discussions of, 79

relationships with other metadata, 77

C

Changes listing, 99
Changes to metadata,
and discussions, 99
a different levels of detail, 99
filtered by date, 99
for differet types of metadataitem, 99

Command line registration of MobileTogether Server, 15

Compliance database,
user access, 33

Compliance database's working mechanism, 38

D

Data and metadata,
definition of, 35
Data categories,
and obsolete classifications, 57

defining data usage classifications of, 72
managing and editing, 65
relationships with other metadata, 65

removing classifications for new categories, 57
Data category,

definition of, 35

Data classification,

definition of, 35

Data classifications,

managing and editing, 57
marking as obsolete, 57
relaionships with other metadata, 57

Data controller,

definition of, 35

Data controller metadata, 47
Data processaor,

definition of, 35

Data processors,

managing and editing metadata of, 62
relaionships with other metadata, 62

Data protection officer,

definition of, 35

Data receiver,

definition of, 35

Data storage entities,
managing and editing information about, 69

relationships with other metadata, 69

Data storage entity,

definition of, 35

Data usage classifications,

managing and editing, 59
marking as obsolete, 59

of data categories in processing activities, 72

relationships with other metadata, 59

Date format of system, 30
Department,

definition of, 35

Department role,

definition of term, 35

Department roles, 48

cregting, 49
relationships with other metadata, 49

Departments, 48

managing and editing metadata of, 49
relaionships with other metadata, 49

Deploying Compliance Database to server, 22
Discussion header,

modifying, 90
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Discussion members,
adding and removing, 90
Discussions, 82
available functiondity, 90
initiator, member, participants, 838
listings of threads, 82
participatingin, 90
starting, 88
threads of asinde metadataitem, 83
threads of al items of ametadatatype, 85
Discussions about approval requests, 79

E

Email of system users, 30

=

Features of the GDPR Compliance Database, 1

G

GDPR Compliance Database,
starting (in standard instdlations), 25
URL of (in standard instalations), 25

GDPR Compliance Database (in standard installations),
URL of, 26

GDPR Compliance Database features, 1

GDPR file locations on server, 22

GDPR Users.mtp, 22

GDPR.mtp, 22

Installation steps (standard installation),
Altova LicenseServer, 6
Altova LicenseServer on Linux, 9
AltovaLicenseServer on macOS, 10
AltovaLicenseSarver on Windows, 6
M obileT ogether Designer, 5
M obileT ogether Server, 6

M obileT ogether Server on Linux, 9

M obil€eT ogether Server on macOS, 10

M obil€eT ogether Server on Windows, 6

of al software components individualy, 3

registering M obileT ogether Server with Altova
LicenseServer, 15

registering M obileT ogether Server with License Server, 15
regstering SyleVision Server with AltovaLicenseServer, 16
regstering SyleVision Server with License Server, 15
starting AltovaLicenseSarver as service, 11

starting M obileT ogether Server as service, 11, 13
StyleVision Server, 6

SyleVision Server on Linux, 9

SyleVision Server on macOS, 10

SyleVision Server on Windows, 6

L

License Server (in standard installations),
URL of web interface, 26

License Server user manual, 26

LicenseServer (in standard installation), 4

Licensing MobileTogether Server with Altova
LicenseServer,

in standard instdlation, 17

Licensing StyleVision Server with Altova LicenseServer,
in standard instdlation, 17

Link of compliance database, 33

Logging out from the system, 45

Login of system users, 30

M

Metadata,

definition of, 35
Metadata relationships,

description and diagram, 44
MobileTogether Designer,

deploying compliance database, 22
MobileTogether Designer (in standard installation), 4
MobileTogether Designer installation (in standard
installation), 5
MobileTogether Designer user manual, 26
MobileTogether Server,

deploying compliance database to, 22
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MobileTogether Server (in standard installation), 4
command lineregistration with Altova LicenseServer, 15
instalation on Linux, 9
installation on macOS, 10
installation on Windows, 6
licensingwith Altova LicenseServer, 17
regsteringwith Altova LicenseServer, 15
starting as service, 13

MobileTogether Server (in standard installations),
default user and password, 26
URL of administrator interface, 26
URL of client interface, 26

MobileTogether Server user manual, 26

MTP files, 22

N

Navigating the compliance database, 41
Navigation of compliance database,
description and diagram, 43

O

Overview page, 41

P

Package files, 22
Password of system users, 30
Person,
definition of, 35
Persons, 48
managing and editng metadata of, 52
relationships with other metadata, 52
Processing activities,
managing and editing information about, 72
relationships with other metadata, 72
Processing activity,
definition of, 35

R

Registering MobileTogether Server with Altova
LicenseServer,
in standard instdlation, 15

Registering StyleVision Server with Altova
LicenseServer,

in standard instdlation, 16
Reports, 92
of categories based on gpproval status, 96
of critica processing activities, 94
of processing activities, 93
sy stem requirements for, 92
Reports folder, 22

S

SampleData folder, 22
Search flters on pages, 101
Server locations of GDPR files, 22
Server-side working directory, 22
Software requirements (in standard installation), 4
Standard installation, 3
StyleVision Server (in standard installation), 4
instalation on Linux, 9
instalation on macOS, 10
instalation on Windows, 6
licensingwith AltovaLicenseServer, 17
regstration with AltovaLicenseServer, 16
StyleVision Server user manual, 26

T

Terminology, 35

U

URL of compliance database, 33
User management, 29
User management app,

how to access and use, 30
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User manuals,
of AltovaLicenseServer, 26
of M obileT ogether Designer, 26
of M obileT ogether Server, 26
of SyleVision Server, 26

Users of compliance database,
cregting new, 30
editing properties of, 30
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