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About Altova GDPR Compliance Database 1

1 About Altova GDPR Compliance Database

The General Data Protection Regulation (GDPR) is a regulation in EU law that protects the
data and privacy of persons living in the EU and European Economic Area (EEA). It became
binding beginning 25 May 2018. Businesses that process personal data of people living in the EU
and EEA must now ensure that this data is handled in line with the principles of the GDPR and
that this data is protected. Data protection measures are required to be built into the design of
business processes that collect personal data. If a data breach occurs and the breach
compromises the privacy of a person, then the breach must be reported to the supenisory
authority. (For more information about the GDPR, see the EU web page on GDPR and Wikipedia).

In order to make sure that all the personal data of EU/EEA residents held by your organization is
in compliance with GDPR, you should build and continuously track all repositories of personal
data that you maintain. The Altova GDPR Compliance Database enables you to quickly
organize information about your repositories of personal data in a structured way.

The Altova GDPR Compliance Database enables you to do the following:

e Quickly configure departments and people in your organization that are involved in the
collection and processing of personal data

e Quickly configure details of external entities that process personal data your organization
collects

e Quickly create a list of all repositories in your organization where personal data is stored

e Set up criteria for classifying data (such as sensitivity, source, protection level), and
assign a set of appropriate values for each classification. For example, a data
classification might be named St or age dur ati on and be defined to have one of the
following values: 1 year, 2 years, 3 years,5 years, 7 years

* Define data categories. In a given data category, the data classifications you have created
are each assigned a value (from among their respective allowed values). For example, if
you define a data category named Bi | | i ng Addr ess, then this category could hawe the
following classification values: (i) Type of data = personal data; (i) Encryption =
none; (iii) Storage duration = 7 years

e List and define all the data-processing activities that are used by your organization,
including applications used by external agents that are tasked with processing data for
your organization (for example, an external organization that sends promotional emails to
your customers)

e Automatically link information that is entered in one part of the compliance database so
that this information is reused in related parts of the database; this provides efficiency and
accuracy while entering information in the database, as well as a better oveniew of
information

e Enable distributed use of a central system (the compliance database) by multiple users

e Enable users of the compliance database to independently modify the structure of the
system, subject to an approval process that is built into the system

e Track changes to the structure and other aspects of the system

e Quickly generate different kinds of reports, which will be based on the information
currently held in the compliance database

e Start discussions about different items of the compliance database, and invite specific
users to join the discussion; discussion threads can be read directly in the system and in
the context of the discussed item

e Aninternal correspondence system between users of the system, in which metadata
items are directly linked to discussion threads about the respective item

e Discussion participants are notified by email about new messages in the discussion
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2 About Altova GDPR Compliance Database

This documentation

This documentation describes installation of the GDPR Compliance Database as an easy-to-set-
up virtual machine.
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Easy Installation

2 Easy Installation

The Altova GDPR Compliance Database (GDPR CD) is available as a Virtual Machine (VM)
named GDPR. All the program components that are necessary to run the GDPR Compliance
Database (GDPR CD) are pre-installed on the VM (see diagram below). So, in order to install the
GDPR CD on your network, all that you need to do is to download the VM to a computer on your
network and license the pre-installed Altova software programs. After doing this, you can
immediately start working with the GDPR Compliance Database.
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Easy installation steps
Carry out the following steps to install Altova GDPR Compliance Database (GDPR CD) as a virtual
machine:

=

Install VMware Workstation Playere.

In the player, open the virtual machine @ that you have downloaded from the Altova

website, and confi(’;ure it ¥,
Obtain licenses for Altova MobileTogether Server and Altova StyleVision Sener.

Open Altova LicenseSener (pre-installed on the VM) in a web browser and assign
licenses & for MobileTogether Server and StyleVision Senver.

Open the User Management app of the GDPR Compliance Database in a web browser to
configure users and other settings of the GDPR CD. How to do this is explained in the
User Guide part of the Altova GDPR Compliance Database documentation.

GDPR CD users can then start working with the compliance database via a web browser.
These web browsers must be on users' main machines—not on the virtual machine.How
to work with the compliance database is described in the User Guide part of the Altova
GDPR Compliance Database documentation.

Each of these steps is explained in the rest of this chapter.
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4 Easy Installation

Usage scenario
The typical usage scenario is as follows:

e An administrator works with VMware Workstation Player to manage the player's VM
library.

e One or more administrators set up the users and settings of the GDPR CD.

e Users of the GDPR CD access and work with GDPR-CD via a web browser. Users are not

involved in the management of the VM library; they need only a web browser and the URL
of the GDPR-CD.
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2.1 VMware Player
In order to run the virtual machine (VM) that contains the GDPR Compliance Database, you will
need to install VMware Workstation Player. You can download the latest VMware Workstation
Player from the Downloads page of the VMware.com website.
Install VMware Workstation Player on any suitable machine on your network. On opening the
player, you will see a screen like the one shown in the screenshot below.
1} WMware Workstation 15 Player — O X
Player = [EE
B Veicome to VMware
Workstation 15 Player
l_' Create a New Virtual Machine
| I Create a new wvirtual machine, which will then be added to
the top of your library.
D‘I Open a Virtual Machine
I__'D COpen an existing virtual maching, which will then be added
to the top of your library.
Upgrade to VMware Workstation Pro
Get advanced features such as snapshots, virtual network
management, and more.
Help
View online help,
In the player, you can create new VMs and open existing VMs. Any VM you create or open is
listed in the player library, which is shown in the left pane of the player window (see screenshot
above). After you download the VM that contains Altova's GDPR Compliance Database, open the
GDPR VM in the player. The VM will be added to your player library.
Location of the VMware Workstation Player
After the GDPR VM has been opened and is running in the player, the compliance database and
its user management app that are contained in the VM can be accessed by typing in their
respective URLSs in a browser. Usage scenarios vary anywhere between the two listed below:
e A single user accesses the player, manages the player's VM library, and works with the
compliance database \Via a web browser.
¢ An administrator manages the VM library. Multiple users work with the compliance
database via web browsers, but they are not involved in the management of the VM
library.
Depending upon the working environment, suitable access and security permissions must be set
for the location where the VMware Workststion Player is located.
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Easy Installation GDPR VM: Download and Extract

2.2 GDPR VM: Download and Extract

The Altova GDPR Compliance Database (GDPR-CD) is available as a Virtual Machine (VM),
named GDPR, that can be opened in VMware Workstation Player.

The VM contains the following program components:

e Altova LicenseSenver, which is installed on the VM and is required to license Altova
MobileTogether Senver and Altova StyleVision Sener.

e Altova MobileTogether Sener, which is installed and pre-registered with the Altova
LicenseSener that is installed on the VM.

e Altova StyleVision Sener, which is installed and registered with the Altova LicenseSenver
that is installed on the VM.

e Altova GDPR Compliance Database, which is deployed on MobileTogether Server and is
ready to be accessed.
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Virtual Machine

StyleVision MobileToget her Browser

Server (SVS) Server (MTS) & > -
Genenation of POF R » GDPR Compliance DB

NERGnon o L]

+—> *  GDPR User Mgt. A
and MS Word . GOPR User Mgt Apo | sergh App |
reports ghout dato »  SQlite database : '
in GDPR CD *  Supplementary files
-~ r
SVS license MTS license
w
Altova LicenseServer = = Altova Master LicenseServer

A 4

. »

Note the following points:

e MobileTogether Server serves the GDPR Compliance Database to web browsers and
processes the actions of users (such as entering data in the GDPR database and
sending email notifications).

e StyleVision Senver is used to generate reports in Word and PDF formats from the GDPR
database.

e Although both MobileTogether Server and StyleVision Server are pre-registered with the
installed Altova LicenseServer, you must still obtain a license for each of them and
license each. See Licensing for information about how to do this.
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Easy Installation GDPR VM: Download and Extract 7

Download and extract the GDPR VM
The VM that contains the Altova GDPR Compliance Database (GDPR VM) can be downloaded
from: https://www.altova.com/gdpr-compliance-database/download.

The GDPR VM is compressed and packed into a RAR archive file, which is the file that will be
downloaded. Extract (decompress) the files in the downloaded archive file to a location that has
suitable access and security permissions. After extracting the files, do not rename files or change
the relative locations of files within the top-level folder.
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8 Easy Installation GDPR VM: Power On

2.3 GDPR VM: Power On

To power on the GDPR VM, do the following:

1. Start VMware Workstation Player.

2. Select Player | File | Open. Browse for the GDPR VM's configuration (. vnx) file (which
you extracted to a location on your networke), and click Open. The VM appears in the
player's library (see screenshot below).

Player = - B T

@) Home

F
i GoPR
E‘ ChC Reporting

3. Select the VM in the library and select Player | Power | Power On. Alternatively, you
can double-click the VM in the library.

4. After the VM has been powered on (started), the IP address of your GDPR VM and the
URLs of LicenseServer and the GDPR Compliance Database are displayed (see
screenshot below). Make a note of these; they are required to license software
components of the vM® and to start GDPR Compliance Database <.

lse your hrowser to...

. open Li
. open GOFPR

gdpr login:

Next steps: (i) ensure that a bridged network connection has been configured for the VM o; (i)
license MobileTogether Server and StyleVision Sener®

After that, you can start working with the GDPR Compliance Database ®.

Altova GDPR Compliance Database © 2019 Altova GmbH



Easy Installation

GDPR VM: Configure

2.4 GDPR VM: Configure

You need to set one important configuration option of the GDPR VM if it is not already set:

1. After the GDPR VM is available in the player's library, select it as shown in the

screenshot below.

Player = | p -

B =

F'E_ GDPR

|Ji|_FL,-|_| ChiC Reporting

2. Inthe player window, select Player | Manage | Virtual Machine Settings. Alternatively,
select the command Edit virtual machine settings, which is located the bottom right of

the player's window. The Virtual Machine Settings dialog (screenshot below) appears.

Virtual Machine Settings

Hardware QOptions

Device

0 Memory

[ Processors

(i Hard Disk (SCSI)
. CD/DVD (SATA)
L Network Adapter
1USB Controller

Summary

2GB

2

20 GB

Using file /Users/Robertkugl. ..
Bridged (Automatic)
Present

@) sound Card Auto detect
@Printer Present
S pisplay Auto detect
Add... Remove

Device status
Connected
Connect at power on

Metwork connection
(®) Bridged: Connected directly to the physical network

Replicate physical network connection state
GConﬁgure Adapters
() MAT: Used to share the host's IP address
(C)Host-only: A private network shared with the host
(") Custom: Spedific virtual network
VMnetd
(_JLAN segment:

LAN Segments... | Advanced...

Cancel Help

3. For the Network Adapter device in the Hardware tab (see screenshot), make sure that

the Bridged network connection is selected.

4. Click OK.

You are now ready to license the software components of the VM @

© 2019 Altova GmbH
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2.5

Licensing

Two Altova software products are installed on the GDPR virtual machine (GDPR VM), and they
each require a license:

e Altova MobileTogether Sener: This is where the GDPR Compliance Database is deployed
and from where it is served to client browsers via a URL

e Altova StyleVision Sener, which is used to generate PDF and MS Word reports from
information in the compliance database

The licensing of these two products is done via Altova LicenseSenrver, which is also installed on
the GDPR VM. This section describes how to obtain these licenses and assign them from
License Server. After licensing MobileTogether Server and StyleVision Server, you can start
working with the GDPR Compliance Database &D.

Licenses for MobileTogether Server and StyleVision Server
You can obtain either:

e afree 30-day evaluation license, respectively, for MobileTogether Sener and StyleVision
Server (Via Altova LicenseServer; procedure described below), or

e apaid MobileTogether Sener license \ia the Altova Online Shop (in case of questions,
contact sal es@l t ova. conj

After obtaining the two licenses, they must be uploaded to the license pool of Altova
LicenseSener and assigned from the License Sener's administrator interface to the respective
products.

Get, upload, and assign a license
This section describes how to:
e Get a free 30-day evaluation license Via Altova LicenseSenver,
e Upload the received license to the license pool of Altova LicenseSener, and

e Assign the license to the Altova product.

The uploading and assigning of a paid license is done in the same way as for the evaluation
license described below.

Note: The procedure given below describes the licensing of MobileTogether Sener. The same
procedure applies also to the licensing of StyleVision Senver.

Get a free evaluation license

After you have powered on the virtual machinee, get an evaluation license and assign it as
follows:

1. Inaweb browser window (on your main machine, not on the VM), open the web interface
of the Altova LicenseServer that is installed on your VM by entering the following URL:
http://<vm i&a,ddr ess>: 8088 €D, (The IP address of the VM is displayed when the VM
is powered on“¥. Also see Important Information.) The License Sener login page is
displayed (screenshot below).
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Easy Installation Licensing 11

ALTOVA | LicenseServer
e ey o L G

Please enter password to log in

Initial password is ‘default

I"""' Login

2. Enter the initial password def aul t to log in. (You can change the password later in the
Settings tab.)

3. Go to the Client Management tab (screenshot below). You will see that MobileTogether
Server and StyleVision Server are registered with License Senver, but that they are not
licensed.

License Pool QeIELIINELELESELIE Client Monitoring | Settings | Messages(3) | Log Out | Help

Address User Registered Products . -
Products registered at localhosté.localdomainé by root:0
x x All Products
localhosté.localdomair root:0 1@ MobileTogether Server 5.1 sp1 Request evaluation licenses for server products Unregister client and all products
B StyleVision Server 2019 sp2

] MobileTogether Server 5.1 sp1

[ Limit to single thread execution

Unregister Product

Bl styleVision Server 2019 sp2 The Software License Agreement (EULA) has to be accepted.
Show EULA
Max licensed CPU cores 0

AR E RS VLI M Licenses for 2 CPU core(s) are required.

[ Limit to single thread execution

Unregister Product

4. In the right-hand pane click Request evaluation licenses for server products (see
screenshot above). The Request Evaluation Licenses dialog (screenshot below) appears.

© 2019 Altova GmbH Altova GDPR Compliance Database
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To request a free 30-day software evaluation key code, please enter the required infermation below. The licensing
manager will automatically contact the Altova licensing server, which will fulfill your request and send the key code
to you via email.

IMPORTANT: To receive an evaluation key code all fields must be filled in. Please ensure that your email address is
entered accurately so that the key code can be delivered to you.

For GDPR compliance purpeses, | am a resident/citizen of an EU member country.

Altova MobileTogether Server 5.1 sp

Altova StyleVision Server 2019

MName GDPR Tester
Company Altova GmbH

Erna gdpr.tester@altova.com
L [=]

Request Evaluation Licenses

5. Enter the requested information and click Request Evaluation Licenses.

6.

The requested evaluation licenses will be sent to the email address you entered. Save the
licenses to a file location.

Upload licenses to the license pool of License Server

After saving the licenses to an accessible location on your network, upload the licenses to the
license pool of License Server as follows:

1.

2.

In the License Server interface, go to the License Pool tab (see first two screenshots of
this section, above).

At the bottom of the License Pool tab, click the Browse button of the Upload License
File field.

=]
m
]
L
I
T1
T

Upload Li

Browse... | License (003).altova_licenses Upload

Browse and select the license files that you received by email, and click Upload. The
licenses will now be available in the License Pool.

Assign a license

Assign licenses from the license pool as described below for MobileTogether Sener:

1.

2.

Go to the Client Management tab. Click the client in the left pane to display the
MobileTogether Server that is registered for this client.

If MobileTogether Server is installed on a Linux or macOS machine and you have not yet
accepted the MobileTogether Sener license, then the MobileTogether Server entry in the
right-hand pane will contain a button for accepting the license. Accept the license now.

Altova GDPR Compliance Database

Licensing
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3. Inthe right-hand pane, click Edit Assigned Licenses (marked in red in the screenshot
below).

Products registered at localhost6.localdomainé by root:0

Reguest evaluation licenses for server products Unregister client and all products

(5} MobileTogether Server 5.1 sp1

[ Limit to single thread execution

Unregister Product

4. In the Edit Assigned Licenses dialog that appears (screenshot below), the
MobileTogether Senver license (that was uploaded to the license pool) will be displayed.
Select it and click Apply Changes. The license will be assigned.

Product: [ MobileTogether Server 5.1 sp1
Registered at: localhost

Requires licenses for 2 CPU cores Max licensed CPU cores: 16

3 License Type State Key Code Expires in days SMP days left
16 CPU Cores Active JE1T2TM-LO4AY 30 1068 1068 (i ]
Apply Changes

5. If MobileTogether Sener is unlicensed for a certain period of time, it shuts down, and
needs to be restarted. So, after licensing MobileTogether Senr, it is best to restart it. Do
this by entering sudo systenctl start nobil etoget herserver onthe command line
of the VM (see Important Information € for additional information).

Note: For detailed information about using and configuring License Serwver, click Help in the
License Sener interface.

© 2019 Altova GmbH Altova GDPR Compliance Database



14 Easy Installation Start GDPR Compliance Database

2.6 Start GDPR Compliance Database

After the GDPR VM has been powered one, you can start GDPR Compliance Database and its
User Management app by typing their respective URLs in a web browser on your main machine
(not on the VM):

GDPR Compliance Database: htt p: // <i p- addr ess- of - gdpr - vi: 8083/ r un?d=/ publ i ¢/
CDPR

User Management app: htt p: // <i p- addr ess- of - gdpr - vire: 8083/ r un?d=/ publ i ¢/ GDPR
Users

Alternatively, you can start the compliance database and its user management app via the
Workflows tab of MobileTogether Server.

1. In a web browser on your main machine (not on the VM), type the URL to open the
MobileTogether Senver client interface: htt p: // <i p- addr ess- of - vim>: 8083.

2. If prompted for MobileTogether Server login credentials, enter them (see Important
Information).

3. Go to the Workflows tab.

Click the publ i ¢ container.

5. Click the URL of the GDPR Compliance Database or the user management app (in the
Run in Browser column).

b

Note: For information about the VM's IP address, see GDPR VM: Power Ona and Important
Information.
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2.7 Important Information

GDPR virtual machine (GDPR VM)

In order to work on the command line of the GDPR VM, you will need to log in to the GDPR VM.
The login credentials are:

® username: gdpr
e password: gdpr

Note: You must click inside the player window in order to be able to type at the command line.
The password is not displayed as you type it in.

IP address of the GDPR VM

The IP address of the GDPR VM (<vm i paddr ess>) is displayed in VMware Player when the the
VM is powered on® (see screenshot below).

Hbuntu 1
IF addr

se your browser

. open Lic (To request ew
. open GOPR-Datakb olution: http:/s,

godpr login:

To find the IP address (for example 10. 100. 59. 83) or hostname: Log in and run the following
commands, respectively, at the VM command line:

e Forthe IP address: i fconfig

®* For the hostname: host nane

Note: Inthe URLs given below, use the IP address of the VM in preference to its hostname.
Start services
If no license is assigned, then you need to start senices from time to time

e Start Altova LicenseServer: sudo systenttl start |icenseserver
e Start MobileTogether Server: sudo systenct!l start nobil et oget herserver
e Start StyleVision Server: sudo systenttl start stylevisionserver

Altova LicenseServer
Required in order to license MobileTogether Server.

e Altova LicenseServer web interface: http://<vm i paddr ess>: 8088
e Altova LicenseServer initial password: def aul t
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Note: The initial password can be changed in the Settings tab of License Sener.

MobileTogether Server administrator interface
Provides access to MobileTogether Senver settings.

e URL: http://<vmi paddress>: 8085
e Default user: r oot
e Default password: r oot

Note: To be able to log in to the administrator interface of MobileTogether Server, the username
must be one that has administrative rights. A user named r oot is pre-defined and has
administrator rights. So you can log in with administrator rights for the first time as r oot .

You can change the password of r oot in the Users and Roles tab of the administrator
interface. In this tab, you can also create additional users with different privileges.

MobileTogether Server client interface

http://<vmi paddress>: 8083
GDPR Compliance Database and its User Management app
The URLs of the GDPR Compliance Database and its user management app are, respectively:

e http://<ip-address-of-gdpr-vnr: 8083/ run?d=/ public/ GOPR
e http://<ip-address-of-gdpr-vne: 8083/ run?d=/ publ i c/ GDPR Users

For information about the GDPR VM's IP address, see abovwe and GDPR VM: Power Ono.
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